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1. HEJIX A 3AJAYHN OCBOEHUS JTUCHUIIJIMHBI (MOYJIS)

1.1. Heau:

O3HAKOMUTBH 00YYAIOIIMXCS C IPABOBBIMI OCHOBAMH 3alIMTH HH(GOPMAUK, OPraHU3alMOHHEIMU METOIaMH 3aIUTHl HH(OPMAIHY,
MaTeMaTHYECKUMH METOIAaMH, JISKAIIIMH B OCHOBE 3aIIUTHI HH)OPMAIHH.

1.2. 3apaum:

-03HAKOMJICHUSI 00YYAIOIIUXCSI C MEpaMH M MEPOTIPHATHIMH, 00SCICYHBAIOIIUMY 0€30MacHOCTh HH(GOPMAIMU U HHBOPMAIIMOHHBIX
CHCTEM;

-paccMOTpETh OCHOBHBIE MOJIXO/IBI K 3aIIUTe HH(POPMAIIHHY;

-03HAKOMHUTBH 00YYAIOIIHXCS ¢ HAaOO0JIee MMPOKO IPHUMEHHUMBIMU BUIAMH TEXHUYCCKUX U IPOTPAMMHBIX CPE/ICTB 3aIUTHI
UHPOPMAITHH.

2. MECTO JUCHUATIMHBI (MOJYJISI) B CTPYKTYPE OBPA3OBATEJBLHOM MPOI'PAMMBI M OB BEM C
PACIIPEJEJEHHUEM I10 KYPCAM

Huxka (pazaen) OIT: B1.0

JuctmmmuHa oTHOCUTCS K 00s3aTenbHoi yacTi OITOIT u o0s13aTenbHa 111 OCBOCHUSI.

CBs3b ¢ NpeAlIecTBYIOIIMMH THCHUILITNHAMY (MOAYJISIMU), IPAKTHKAMHU

Ne n/m HaumenoBanue Kype Mudp xkoMneTeHIUH
WHocTpaHHBIH A3BIK B TPOGECCHOHANTBHON OIIK-6.1, OIIK-6.2, OIIK-6.3, YK-4.4, VK-
1 3
JIEATETLHOCTH 4.5, YK-4.6
2 5 3 OIIK-4.1, OIIK-4.2, OIIK-4.3, OIIK-9.1,
JICKTPOTEXHUKA H AIIEKTPOHHUKA OINK-9.2. OTIK-9.3
3 OBHAKOMUTENBHAS IPAKTHK 5 VK-7.1, YK-7.2, VK-7.3, OIIK-14.1, OIIK-
SHAKOMHTEIIbHAA HpakTHia 14.2, OTIK-14.3, YK-4.1, YK-4.2, VK-4.3
4 OCHOBBI QITOPUTMH3ALIAN U TIPOTPAMMHPOBAHUS 1 OIIK-14.1, OIIK-14.2, OTIK-14.3
5 0 . 1 VK-1.1, YK-1.2, VK-1.3, OIIK-4.1, OIIK-
CHOBBI HHPOPMAITHOHHBIX TEXHOJIOTHI 42, OTIK-4.3
6 ITakeTsl PUKIIATHBIX IPOTPAMM JJISI 1 OIIK-2.1, OIIK-2.2, OIIK-2.3, OIIK-4.1,
poheCCHOHANBLHON ACATEIBHOCTH OI1K-4.2, OIIK-4.3
7 Pa3paboTka NporpaMMHBIX IPUIOKEHUN 1 OIIK-14.1, OIIK-14.2, OIIK-14.3

Pacnpeue.ﬂe}me YacCoB TUCHMILIMHBI

Kypce 4
Uroro
Bup 3anstuii Vi PI
Jlekiumn 4 4 4
JlabopaTopHsbie 6 6 6 6
[Ipaktuueckue

B ToM uncne anextpon. | 14 |14 (14 |14

B tom uncine B popme | 2 2 2 2
MPAKT.IIOATOTOBKH

Uroro ayn. 14 14 14 14
Konraxthas pabota 14 114 |14 |14
Cam. pabora 189 | 189 | 189 | 189
Yacel Ha KOHTPOJIb 13 |13 |13 |13
Uroro 216 | 216 | 216 | 216
Bujx npoMe:XyTO4HOI aTTeCcTAlINN:

Ox3ameH 4 KypcC

3auér 4 KypcC

3. INTAHUPYEMBIE PE3YJIbTATbBI OBYUEHMUS ITO JUCHUIIVIMHE (MOAYJ10), COOTHECEHHBIE C
PE3YJIbTATAMM OCBOEHHS OBPA3OBATEJILHOM ITPOI'PAMMBbI
IIpouecc U3ydyeHus: TMCUMIUIMHBI (MOJLYJIs ) HANpaBiieH Ha GOPMUPOBAHKE CISAYOIUX KOMIIETCHIIMH U HHIMKATOPOB UX

OIIK-14:Cnoco0en pa3padaTpIBaTh aJITOPUTMBI 1 KOMIIbIOTEPHbIE IPOIPAMMBI, IPUTOAHBIE JJISl NIPAKTHYECKOI0
NpHMeHeHu .




OIIK-14.1: 3naeT nporecchl, METOIbI MIOUCKa, cOopa, XpaHeHwUsI, 00padOTKH, IPEIOCTABICHUS, PACTIPOCTPAHEHHUS HH()OPMAITAN
U CIIOCOOBI OCYIIECTBIICHHUS TAKHUX MIPOIECCOB M METOAOB (MH(OPMAIIMOHHBIC TEXHOJIOTHH); JIOTUKY MOCTPOCHHUS U MPHHIIUIIBI
(YHKIHOHUPOBAHHUS COBPEMEHHBIX SI3bIKOB IIPOIPAMMHUPOBAHHS U SI3bIKOB paboThI ¢ 6a3aMu JaHHBIX, cpe]| pa3paboTKu
HH(QOPMAIMOHHBIX CUCTEM U TEXHOJIOTHH, IPUHITUITEI Pa3pabOTKU aJiITOPUTMOB U KOMITBIOTEPHBIX MTPOrPaMM; COBPEMCHHBIC
SI3BIKHM IPOTPAMMUPOBAHUS U SI3BIKK PA0OTHI ¢ 0a3aMH JaHHBIX, CPE/Ibl pa3paboTKU HHPOPMAIIMOHHBIX CHCTEM M TEXHOJIOTHI

OIIK-14.2: YMmeer BbIOHpaTh SI3BIKK IPOTPAMMHUPOBAHUS U S3bIKH PaOOTHI ¢ 0a3aMM IaHHBIX, CPEAbl pa3paboTKH
MHQOPMAMOHHBIX CHCTEM U TEXHOJIOTHH, UCXO/IS M3 HMEIOIIUXCS 3a/1a9; IPUMEHITH COBPEMEHHBIC SI3BIKH MTPOTPAMMHUPOBAHHS
JUISl pa3paboTKN OPUTMHAIIBHBIX aJITOPUTMOB M KOMIBIOTEPHBIX IPOIPaMM, IPUTOIHBIX AJISl IPAKTHYECKOTO NPUMEHEHHSI, BECTH
0a3bl TaHHBIX U HHOOPMAIIMOHHBIE XPaHWIININA, IPIMEHATh COBPEMEHHBIE TPOrPaMMHBIE Cpesl pa3paboTku HHPOPMATHOHHBIX
CHCTEM M TEXHOJIOTHI; YUTATh KOJABI IPOTPAMMHBIX MPOIYKTOB, HAIMCAHHBIX HAa OCBOCHHBIX S3bIKaX NPOrPaMMHUPOBAHUS, 1
BHOCHUTH TpeOyeMble N3MEHEHNS; aHATTN3UPOBATh IpodecCHOHANBHBIC 3a7a9H, pa3padaTeIBaTh MOAXOIMIINE HHHOPMAITOHHEIE
peLIeHus; CaMOCTOSITENIFHO OCBaNBaTh HOBBIE JUIsl CE0s1 COBPEMEHHBIE SI3BIKH TPOTPaMMHPOBAHUS U SI3BIKU paboThI ¢ 6a3aMu
JAHHBIX, CPeNbl, pa3paboTKi HHPOPMAIMOHHBIX CHCTEM U TEXHOJIOTHH

OIIK-14.3: BrageeT HaBbIKaM# pa3pabOTKU OPUTHHAIBHBIX aJITOPATMOB U KOMITBIOTEPHBIX MTPOTPaMM, IPUTOTHBIX JIJIS
MPAKTUUECKOr0 MPUMEHEHUS; HAaBBIKaMU OTJIAJIKK U TECTUPOBAHUS MPOTOTUIIOB MIPOTrPAMMHO-TEXHUYECKUX KOMIUJIEKCOB 3a/1a4

OIIK-2:Cnoco0eH NpuMeHATH OCHOBHBIE METO/AbI, CIOCO0BI U CPEACTBA MOJIyUeHHs], XpaHeHUsl, TepepadoTku nHopManun
NP pelieHuH 3a1a4 NpogdecCHOHATBHOIT TesITeTbHOCTH;

OIIK-2.1: 3HaeT OCHOBHBIE METO/IbI, CIOCOOBI U CPEICTBA MOJIYUYCHUs, XpPaHEeHNU s, epepaboTKu HHPOpMaIUU

OIIK-2.2: YMeeT NpUMEHATH B MPO(HEeCCHOHAIBLHOMN AEATSIILHOCTH OCHOBHBIC METOIbI, CIIOCOOBI M CPECTBA MOIYUICHUS,
XpaHeHUs, TepepadoTku HHGOpMaLUH

OIIK-2.3: BiiageeT HaBbIKaMU IIPUMEHEHHsI OCHOBHBIX METOJIOB, CIOCOOOB M CPE/ICTB MOIYy4EHHsI, XpaHEHHs, IIEpepadoTKH
HHPOpPMALTTH

OIIK-4:Crnoco6eH MOHHMATH MPHHIUIEBI PA60THI COBPeMEeHHBIX HHGOPMAIMOHHBIX TEXHOJIOTHIT H MCI0JIB30BATh NX IS
pelnieHns 3a1a4 MPoecCHOHATLHOI 1eATeT-HOCTH;

OIIK-4.1: 3HaeT mporecchl, METOABI MONCKa, cOopa, XpaHeHHs1, 00pabOTKH, IPEACTABICHNUS, PAaCIIPOCTPaHeHN HHPOPMAIIUH U
CIIOCOOBI OCYIIECTBIICHUSI TAKUX TIPOLIECCOB U METOOB (MH(OPMAIIIOHHBIE TEXHOJIOTHUH); COBPEMEHHbBIE HHCTPYMEHTaJIbHBIE
Cpelpl, MPOrPaMMHO-TEXHIIESCKHE TATPOPMBI H IPOTPaMMHBIE CPEACTBA, B TOM YHCJIE OTEYECTBEHHOTO IIPOU3BO/ICTRA,
UCIIOJIb3YEMBbIE JJISl PELICHUs 3a71a4 MPO(ECCHOHANBHOMN JIESITeIbHOCTH, M IIPUHIHIIBI UX pabOThI

OIIK-4.2: YMeeT BRIOHPATh U HCIIOIB30BATh COBPEMEHHBIE MH(POPMAITMOHHO-KOMMYHHUKAIIMOHHBIC U HHTEIUICKTYJIEHBIC
TEXHOJIOTHH, HHCTPYMECHTAIBHBIC CPEIbl, MPOrPAMMHO-TEXHUYCCKHE TIATPOPMBI M IPOTPAMMHBIC CPEICTBA, B TOM YHCIIC
OTEYECTBEHHOTO MPOU3BOJICTBA, IS PEIICHHUS 3a/1a4 MPO(eCCHOHATHHOHN NeSTeTbHOCTH; aHATU3UPOBATh PO eCCHOHAIEHBIC
3a/1a4¥, BEIOMPATH M MCIIOJIB30BATh MOAXOIAIINEe HH)OPMAIIMOHHBIE TEXHOJIOTHH

OIIK-4.3: Brageet HaBBIKaMU paOOTHI C JAHHBIMU C ITIOMOIIBI0 HHPOPMAITHOHHBIX TEXHOJIOTHIT, HABBIKAMU TIPUMCHEHUS
COBPEMEHHBIX HH(OPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX U UHTEJUICKTYaIbHBIX TEXHOJIOTHH, HHCTPYMEHTAIBHBIX CPE/I,
MPOTPAMMHO-TEXHUYECKUX TUIAT(GOPM H IPOTPAMMHBIX CPENICTB, B TOM YHCIIE OTCUYSCTBEHHOTO MTPOU3BOJICTBA, IS PEIICHUS
3a/a4 IpoQPeCCHOHANBHON eI TeIBHOCTA

OIIK-6:Crnoco6eH pemaTs CTaHAapPTHBIE 32/1a4M MPO(ecCHOHAIBHOI 1eATeTLHOCTH Ha 0OCHOBE HH(OPMAIIMO HHOI 1
Oondmorpadguyeckoii KyJIbTyphl ¢ IPpUMEHeHHeM HH(POPMAIIMOHHO-KOMMYHUKAIMOHHBIX TEXHOJIOTHIH;

OIIK-6.1: 3HaeT npuHIUIE HHOOPMAIIMOHHOHN 1 OMOIHMOTpadUIecKoi KyIbTyphl, METOIBI U CPEIICTBA PEIICHHS CTaHIAPTHBIX
3aJa4 MpoQecCHOHANIBHON NESTENbHOCTH C IPUMEHEHHEM HHPOPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTUH U C yYETOM
OCHOBHBIX TpeOOBaHMH NH(OPMALMOHHON 0€301acHOCTH

OIIK-6.2: YMeerT pemiats cTaHAAPTHBIC 334a49H TPOECCHOHATIBHOM NeSTeTFHOCTH Ha OCHOBE HH()OPMAIIMOHHOH 1
O6ubmrorpaduuecKkoil KyJIbTypbl ¢ IPUMEHEHHEM HH(POPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHH U C yYETOM OCHOBHBIX
TpeboBaHuil HHPOPMAIIMOHHOM O€30MaCHOCTH

OIIK-6.3: Bnageet MeTojaMu TIOMCKA 1 aHAIM3a HH()OPMAIIMHU JJIs1 TOATOTOBKH JOKYMEHTOB, 0030pOB, pedhepaToB, JOKIAI0B,
MyOJIMKaLMi, Ha OCHOBE MH(POPMaNMOHHOI 1 OMOIHorpaduIecKoi KyJIbTyphl C yHETOM COOJIIOICHUS] aBTOPCKOTO TIpaBa 1
TpeboBaHui MHPOPMAITMOHHOM O6€30MacHOCTH

4. CTPYKTYPA U COJAEPKAHUE JTUCHUIIJIMHBI (MOAYJIS)

HaumenoBanus pasaenos, TeM, HX HNuaukaTopsl
Kon Hnure | Ilpak.
KpaTKoe coiep:KaHue v pe3yJbTaThl Kypce | Yacos JAOCTH/KEHHA OuenoyHble CpeACTBA
3aHATHSA pakT. | moar.
0CBOEHMSI /BH] 3aHATHS1/ KOMIeTeHIHH
Pazgen 1.0cHOBHBIC BHIBI H
HCTOYHUKH aTaK Ha HHPOPMALHIO
1.1 Tema 1. OcHoBHBIE BUABI H 4 1 0 0 OIIK- TectupoBanue Y CTHbII
HCTOYHUKH ATAaK Ha HH(popManuio 2.1,0IIK- orpoc
Kpartkoe conep:kanue: 4.1,0IIK-
1.1 CoBpemeHnHasi cUTyalnus B 00J1aCTH 6.1,0I1K-14.1

HH(OPMAIMOHHOIT 6€30MaCHOCTH;
1.2 Kareropuu nndopmanuoHHoii
0e3onmacHOCTH

1.3 AGcTpaKkTHBIE MO/IEJIN 3ALUTHI
HHpopMaAMHU




1.4 O630p Haubo1ee
PacnpocTpaHeHHbIX MeTO/10B
""B3;10Ma"

3HaTh: COBPEMEHHbIE METO/bI
ofecrneyeHNs MEeJOCTHOCTH M 3aIIUThI
HHPOPMAIMH ¥ TPOTPAMMHBIX
CPeACTB OT HeCAHKIMOHHPOBAHHOIO
aocTyna u konupoBanus. /Jlex/

1.2 IpakTnyeckas padora 1. 1 OIIK- 3anaHus K MPaKTHYECKOM
IMudpoBanue u nemnppoBanue 2.2,0IIK- pabote
¢aiinoB npu nomMouu NpocTeHux 2.3,0IIK-

NMporpamMm 4.2,0TIK-
Kpatkoe conepxanne: lllndpposanue 4.3,0IIK-
u JemudpoBanne GpaiioB Npu 6.2,0I1K-
NMOMOLIY NPOCTEIfINX POrpamMm 6.3,0I1K-
yMeThb: BbIOPATh COOTBETCTBYIOIHE 14.2,0I1K-
OpraHu3alHOHHbIE U POTPAMMHO- 14.3
anmapaTHble CpeACTBa ISt

OpraHu3aluM cHCTeM

UHGOPMAIMOHHOM 3alIIUTHI

BJIaJeTh: METOAMH 3alIUThI

HHPOPMAMU ¥ TPOTPAMMHOI0

obecrnieyeHus OT

HECAHKIMOHMPOBAHHOIO 10CTYNa U

KOMMPOBAHUSA

/Mp/

1.3 Tema 1. OcHoBHBIE BUIBI H 47 OIIK- Bomnpocsr s
HCTOYHUKH aTaK HA HH(OPMALHIO 2.1,0IIK- CaMOTIOATOTOBKH
KpaTkoe cogepxanne: H3y4uThb 2.2,0IIK-

COBPEMEHHYIO CHTYaIlHI0 B 00J1aCTH 2.3,0I1K-
HH(OpManMOHHOI 6€30MacHOCTH; 4.1,0TIK-
KATeropuu HHPOPManMOHHOM 4.2,0I1K-
0e30macHOCTH; Aa0CTPAKTHBIE MOJIE]IH 4.3,0I1K-
3alUTHl HHPOpManuu, 0030p 6.1,0I1K-
HauboJIee pacpocTPaHEHHBIX 6.2,0I1K-
MeTo10B ''B3jioMa" 6.3,0I1K-
3HATh: COBPEMEHHbIE METObI 14.1,0I1K-
o0ecneyeHUus eJOCTHOCTH U 3aIUThI 14.2,0I1K-
HHPOPMaNMH ¥ TPOTrPAMMHBIX 14.3
CPeACTB OT HECAHKIMOHHPOBAHHOTO

AOCTYNA U KOMHPOBAHUS

YMeTh: BbIOPATh COOTBETCTBYIOLINE

Opranu3auuoOHHbIE H MPOrPaAMMHO-

anmnapaTHbIe CPeICTBA 1A

OpraHU3alUH CHCTEM

HH(OPMAMOHHOI 3aIUTHI

BJIA/IETh: METOAAMH 3aIIUTHI

uHpopManHH U MTPOrPAMMHOIO

obecneyeHus OT

HECAHKIMOHUPOBAHHOI'O 10CTYIA U

KONMUPOBAHUS

/Cp/

Pa3nen 2.CereBasi 6e30nacHOCTH

21 Tema 2. CeTeBasi 6€301aCHOCTH 1 OIIK- TectupoBanue Y CTHBIN
Kpartkoe conepikanue: 2.1,0IIK- 0TIpoC
2.1 AtakyeMble ceTeBble KOMIIOHEHThI 4.1,0IIK-

2.2 YpOBHHU ceTeBbIX aTAK COIJIACHO 6.1,0I1K-14.1
monesau OSI

3HATh: YCTPOICTBO CeTEBBIX

KOMIIOHEHTOB: cepBepa, padouue

CTaHIIHM, CPe/ia MepeIaydn

HHPOPMALMH M Y3JIbI KOMMYTAILUH

cereit

/Jlex/

2.2 Tema 2. CereBasi 6e3011aCHOCTH 47 OIIK- Bomnpocs! st
Kpartkoe conep:xkanune: Cepsepa, 2.1,0IIK- CaMOIOATOTOBKH
pa0ouue CTAaHINH, cpeJa HepeJaun 2.2,0IIK-




HH(pOPMALMH U y3JIbl KOMMYTAllUH 2.3,0I1K-
ceTeil. DTaJIOHHAN MOJIeJIb 4.1,01IIK-
B3aHMOJeHCTBHS OTKPBITBIX CHCTEM 4.2,0IIK-
osl 4.3,0IIK-
3HATH: YCTPOICTBO CeTEBBIX 6.1,0I1K-
KOMIIOHEHTOB: cepBepa, padoune 6.2,0I1K-
CTAHIINHU, Cpe/ia Mepeaaun 6.3,0I1K-
HH(OPMALMHU U Y3JIbl KOMMYTAllUH 14.1,0I1K-
cereit 14.2,0I1K-
YMETh: NMPOEKTHPOBATH JIOKAJILHYIO 14.3
ceTh, 00bEINHAN cepBepa, padoune

CTAHIUHU U Cpely nmepenaqyu

unopmanun

BJIa/IeTh: HABBIKAMHM MOHTAKA

JokajabHoi cetu. /Cp/

2.3 3auer. OIIK- Bomnpock! k 3auety
3HaTh NPUHIUNBI HHPOPMALMOHH O 2.1,0I1K- TectupoBanue
U Oubauorpaduyeckoii KyJbTypbl, 2.2,0I1K-
METO/bI M CPEACTBA PelIeHus 2.3,0I1K-
CTAaHJAAPTHBIX 32124 4.1,0I1K-
npogeccuoHAIBLHON NeATeJbLHOCTH C 4.2,0IIK-
3HaeT npouecchbl, METOAbI MOMCKA, 4.3 OIIK-
cOopa, xpaneHusi, 00padoOTKH, 6.1,0I1K-
npeacTaBIeHNs, PacCPOCTPaAHEeHU S 6.2,0I1K-
HH(OPMALIMHU U CNIOCOOBI 6.3,0I1K-
OCYIIEeCTBJIECHHUS TAKUX MPOLECCOB U 14.1,0I1K-
MeToA0B (MH(popMaAIMOHHBbIE 14.2,0I1K-
TeXHOJIOTHH); COBPpeMEeHHbIe 14.3

HHCTPYMEHTAJbHbIE CPebl,
NMPOrpaMMHO-TeXHUYECKH e
m1aT¢opMbl ¥ IPOrpaMMHbIe
Cpe/CTBa, B TOM YHCJIe
0TeYeCTBEeHHOT 0 IPOM3BO/ACTBA,
HCNOJIb3yeMble UIsl pelleHus 3a1a4
npogeccuoHAJLHON AeATeJHLHOCTH, H
NPUHIUNBI UX Pa0OThI; JOTHKY
MOCTPOEHUS U MPUHITANBI
(pyHKUMOHNPOBaHHS COBPEeMEHHBIX
SI3LIKOB MPOrPaMMUPOBAHUS U
SI3BIKOB PadoThl ¢ 0a3aMM JaAHHBIX,
cpex pa3padoTKu HH(POPMAMOHHBIX
CHCTEM U TEXHOJIOTHIi, NPUHIUTIBI
pa3padoTKu aJIrOpUTMOB U
KOMNBIOTEPHBIX MPOrpamMM;
COBpeMeHHbIEe SI3BIKH
NMPOrpaMMHUPOBAHNS U SA3BIKH PadOTHI
¢ 6a3aMH JaHHBIX, CPeIbl Pa3padoTKH
HH(GOPMAIIMOHHBIX CHCTEM U
TEXHOJIOTHIA;

YMeeT BHIOUPATH U HCNOJIL30BATH
coBpeMeHHbIe HH(POPMALHOHHO-
KOMMYHUKAIIMOHHbIE U
HHTE/IEKTYaJIbHbIe TEXHOJIOTHH,
HHCTPYMEHTAJIbHbIE CPeabI,
NMPOrpaMMHO-TEXHHYECKHE
nJ1aT(opMbl H POrpaMMHbIe
Cpe/CTBa, B TOM YHCJIe
0Te4eCTBEHHOI 0 POU3BOACTBA, IS
peuieHust 3a1a4 npogeccuoHaIbLHOM
JIesiTeJIbHOCTH; AHAJTU3HPOBAThH
npodeccuoHaIbHbIE 321241,
BBIOMPATH U UCOJIL30BATH
noaxoasimue HHGoOpMaHOHHbIE
TeXHOJIOTHH; BHIOUPATDH A3BIKH
NPOrpaMMHPOBAHUS U SI3LIKH PA0OTHI
¢ 0a3aMM JaHHBIX, cpelbl Pa3padoTKH
HHGOPMALMOHHBIX CHCTEM U
TeXHOJIOTHIl, HCXO0s U3




HMeIoIuXcsl 3a1a4; IPUMEHATH
COBpPeMEHHbIE 3bIKH
NPOrpaMMHPOBAaHMS JJIs1 pa3padoTKu
OPUTMHAJIBHBIX AJITOPHTMOB H
KOMINBIOTEPHBIX POrpamMM,
NMPUTOHBIX /ISl IPAKTHYECKOTO
NpUMeHeHHsl, BeCTH 0a3bl JaHHBIX U
uHGoOpManMOHHbIE XPAHMIIMIIA,
NPUMEHATb COBPeMEHHbIEe
NporpaMMHBbIe cpeabl Pa3padoTKH
HHGOPMAIMOHHBIX CHCTEM U
TeXHOJIOTHii; YNTATH KOJbI
NMPOrpaMMHBIX MPOAYKTOB,
HANMCAHHBIX HA 0CBOCHHBIX SI3BIKAX
NpOrpaMMHPOBaHMsA, U BHOCUTH
TpedyeMble H3MEHEHUS;
aHAJM3NPOBATh NpPodeccHOHAIbHbIE
3aa4u, pa3padaTbIBaTh MOJXOASIINE
HH(}OPMaLMOHHbIE PelIeHUs;
CAMOCTOSITEIbHO OCBAMBATH HOBbIE
JJ1s1 ce0s1 COBpeMEHHbIe SI3bIKU
NPOrpaMMHPOBAHMSA U SI3bIKH Pa0OTHI
¢ 60a3aMu JaHHBIX, Cpelbl, pa3padoTKu
HHGOPMALIMOHHBIX CHCTEM U
TeXHOJIOTHIA;

Bnageer HaBbIkaMu padoThI ¢
JaHHBIMH C IOMOIIBIO
HH(OPMAIMOHHBIX TEXHOJIOTHIi;
HaBBbIKAMHU PUMEHEHMS
CcOBpeMEeHHBbIX HHGOPMALHOHHO-
KOMMYHUKALUOHHBIX H
HHTE/UIEKTYaJIbHBIX TeXHOJIOTHiA,
HHCTPYMEHTAJIBHBIX cpeJ,
NPOrpaMMHO-TeXHHYEeCKHX IIaTgopm
U MPOTrPAMMHBIX CPEACTB, B TOM
YyHcJie 0Te4eCTBEHHOro NPOM3BO/ACTBA,
JJIs1 peleHus 3a1a4
npogecCHOHATBHOM IesITeJIbHOCTH
HABBIKAMHU Pa3padoTKu
OPUTHHAJIBHBIX AJITOPUTMOB M
KOMIbIOTEPHBIX NPOrpamMm,
NPHUTOIHBIX /ISl IPAKTHYECKOI0
NpUMeHEeHHUs; HABBIKAMHU OTJIAJAKHU U
TeCTUPOBAHMSA NMPOTOTUIIOB
NPOrpaMMHO-TeXHHYECKHX
KOMILJIEKCOB 3a/1a4.

/3auér/

Paznen 3.Kpunrtorpadgus

3.1

Tema 3. Kpunrtorpadpus

KpaTkoe conep:xanue:

3.1 Kinaccuguxanus
KPUITOAJITOPUTMOB

3.2 CummeTpUYHbBIE
KPUITOAITOPHUTMbI

3.3 CuMMeTpHYHBbIe KPUNITOCHCTEMbI
3.4 AcuMMeTpUYHBIC
KPUITOAITOPHTMbI

3HATh: KJIACCH(PHKALUIO
KPHITOAITOPHUTMOB, IIPHHIIMII
padoTbl CHMMETPHYHBIX
KPHITOAITOPHTMOB H KPHIITOCHCTEM,
NPUHLIMI Pa0OThI ACHMMETPUYHBIX
KPHIITOAJITOPHUTMOB ¥
kpunrocucrem. /Jlex/

OIIK-
2.1,0IIK-
4.1,0IIK-

6.1,0IIK-14.1

TectupoBanue Y CTHbII
ompoc

3.2

IIpakTnyeckas pabora 2. MeToanl 1
cpeJcTBa 321U ThI HHGOPMALK B
Microsoft Office

OIIK-
2.2,0IIK-
2.3,0IIK-

3agaHust K IPaKTUIECKON
pabote




Kpatkoe cogepxxanue: Metoasl n 4.2,0I1K-
cpe/ACTBa 3alMThHI HHGOPMALUK B 4.3,0I1K-
Microsoft Office 6.2,0IIK-
YMeTh: CO31aBaTh CHMMeETPHYHbIE 6.3,0I1K-
KPHITOAITOPATMBI B 14.2,0I1K-
aCHMMETPHYHBbIC KPHNITOAJITOPHTMBI 14.3
BJIa/1eTh: HABBIKAMM 3a1IH(POBKHU

JAHHBIX CHMMETPHYHBIMH U

acCHMMeTPUYHBIMHU

kpunroanropurmamu /Ip/

3.3 JlaGopaTopHas padora 1. 1 OIIK- Ortuer o n1a6. pabore
Kpunroanaroputm TEA 2.2,0IIK-
Kpartkoe conep:xkanue: Peannzanust 2.3,0IIK-
kpunrtoaiaropurma TEA Ha si3bIke 4.2,0TIK-
nporpammupoBanus Pascal 4.3,0I1K-
yMeTh: €031aBaTh CHMMeTpPUYHbIEe 6.2,0I1K-
KPHOTOAITOPUTMBI U 6.3,0I1K-
ACMMMeTPHYHbI¢ KPHIITOAJITOPUTMBI 14.2,0I1K-
BJIaJIeTh: HABBIKAMH 3aIIU(POBKH 14.3
JAHHBIX CHMMETPHYHBIMH U
acCHMMeTPUYHBIMHU
Kpunroaiaropurmamu /J1a6/

34 JlaGopaTopHasi padora 2. 2 OIIK- Ortuer o n1ab. pabore
Kpunroaaropurm Rijndael 2.2,0IIK-
Kpartkoe conep:xanue: Peanusanus 2.3,0I1K-
kpunroaiaroputMa Rijndael Ha si3pike 4.2,0TIK-
nporpaMmMupoBanus Pascal 4.3,0I1K-
yMeTh: €031aBaTh CHMMeTPUYHbIE 6.2,0I1K-
KPHITOAITOPUTMBI U 6.3,0I1K-
acMMMeTpHYHbIe KPUNTOAJITOPUTMBI 14.2,011IK-
BJIaJIeTh: HABBIKAMH 3aIIU(POBKH 143
JAHHBIX CHMMETPHYHBIMHA U
acCHMMeTPHYHBIMU
Kpunroairoputmamu /J1ad/

3.5 JlaGopaTopHas paoora 3. Ilepenaua 2 OIIK- Ortuer o n1a6. pabore
3amun(ppoBaHHOr0 TEKCTA 2.2,0IIK-
kpunroaaroputmom Rijndael 2.3,0I1K-
Kpartkoe conep:kanue: Ilepenaua 4.2,0I1K-
3amn(ppoBaHHOrO TeKCTA 4.3,0TIK-
kpunroaaropurmom Rijndael mo 6.2,0I1K-
JIOKAJILHOW CeTH HA SI3bIKe 6.3,0I1K-
nporpammupoBanus Pascal 14.2,0I1K-
yMeTh: €031aBaTh CHMMeTPUYHbIE 14.3
KPUITOAITOPUTMBI U
aCUMMETPHYHbIe KPUNITOAJITOPUTMBI
BJIa/IeTh: HABBIKAMM 3aIIH(POBKH
JAHHBIX CHMMETPHYHBIMHA U
acCHMMeTPUYHBIMU
KpunrToaiaropurmamu /J1a6/

3.6 JlaGopaTopHas padora 4. [Ipuem 1 OIIK- Ortuer o na6. pabore
3amn(ppoBaHHOIO TEKCTA 2.2,0IIK-
kpunroaaropurmom Rijndael 2.3,0I1K-
Kpartkoe conep:xkanue: Ilpuem 4.2,0IIK-
3amn(ppoBaHHOr0 TeKCTA 4.3,0I1K-
xpunroaaropurmoMm Rijndael mo 6.2,0I1K-
JIOKAJILHOM ceTH M ero pacmugposBka 6.3,0I1K-
Ha s13bIKe mporpaMmmuposanust Pascal 14.2,0IIK-
yYMeTh: €C031aBaTh CHMMETPHYHbIC 14.3
KPHITOAITOPUTMBI U
acMMMeTpUYHbIe KPHITOAJITOPUTMBbI
BJIa/IeTh: HABBIKAMM 3aIIH(POBKH
JAHHBIX CHMMETPHYHBIMH U
acCHMMETPUYHBIMHU
Kpunroaiaropurmamu /J1ad/

3.7 Tema 3. Kpunrtorpadus 47 OIIK- Bompocer qis
Kpartkoe conep:xanue: TaiiHonucs, 2.1,0IIK- CaMOIIOATOTOBKU
Kpunrorpagus ¢ KiIno4oMm, 2.2,0IIK-
CHMMeETPHYHbIE KPHIITOAJITOPHTMBI, 2.3,0IIK-




ACUMMETPUYHBIC KPUIITOAJITOPUTMBI,

4.1,0IIK-

nepecTaHOBOYHbIE, MIOACTAHOBOYHbIE, 4.2, 0OIIK-
NMOTOKOBBIE LIN(PHI, 010YHBIE 4.3,01IIK-
HPpsI 6.1,0I1K-
3HATh: KJIACCH(PUKALNIO 6.2,0I1K-
KPUITOAITOPHUTMOB, IIPHHIMII 6.3,0I1K-
PatoThl CUMMETPUYHBIX 14.1,0I1K-
KPHUITOAITOPUTMOB U KPUNITOCHCTEM, 14.2,0I1K-
NPHHIUI Pa00THI ACHMMETPUYHBIX 14.3
KPUITOAITOPHTMOB H KPHIITOCHCTEM.
YMeTh: CO31aBaTh CHMMeETPHYHbIE
KPHUITOAJITOPUTMBI
acHMMeTpPUYHbIe KPHNITOAJITOPUTMbI
BJIa/1eTh: HABBIKAMM 3a1IH(POBKHU
JAHHBIX CHMMETPHYHBIMHU U
acCHMMeTPUYHBIMHU
kpunroaiaropurmamu /Cp/
Pazgen 4.I110 u undopmanuoHHas
0e3onacHocTh. KoMmiiekcHasi cucrema
0e30macHOCTH

41 Tema 4. I10 u undopmanoHHas OIIK- TectupoBanue Y cTHBIN
0e3onmacHocTthb. KommiiekcHas cucrema 2.1,0IIK- otpoc
0€30MacHOCTH 4.1,0IIK-
Kparkoe conep:xkanue: 6.1,0I1K-14.1

4.1 O630p coBpemennoro I1O

4.2 OmuoKu, NPUBOASIIHE K
BO3MO:KHOCTH aTaK Ha uHGoOpManuo
4.3 OcHOBHBIE NOJIOKEHHUS MO
paspabortke I1O

4.4 Knaccupuxanus
HH(OPMALNMOHHBIX 00HEKTOB

4.5 IoauTuka poaei

4.6 Co3naHue NOJHTUKH
uHpopManHoOHHOI1 0e30macHOCTH

4.7 MeTtoasb! obecrieyeHust
0€30TKa3HOCTH

3HATh: MHGOPMallUOHHAS
0e30MacHOCTH B OMEPAIMOHHBIX
cucTeMax, NPUKJIATHBIX IPOrpaMMax,
OIIUOKH, MPUBOASIIHE K
BO3MO:KHOCTH aTaK Ha uHGopManuIo,
OCHOBHbBI€ T0JIOKEHHS 10 pa3padoTke
O, kaaccudukanmio no TpedyemMoi
cTeneHu 0€30TKA3HOCTH,
KjJaaccupuKanms no ypoBHIO
KOHHUIEHINATLHOCTH, TPeGOBaHUS
no padore ¢ KOHPUAEHINAILHOI
undopmanuei,

yYMeTh: OPraHU30BaTh
HHGOPMAIIMOHHYI0 6€30N1aCHOCTH B
ONepanHoOHHBIX CHCTEMAX,
NPUKJIAAHBIX POrpaMmax,
NPUMEHSATH OCHOBHBIE MOJI0KEeHHUS 110
pa3padorke I10, ocymecTBIATh
0€30TKa3HOCTh CEPBUCOB U CIYKO
XpaHeHUsI IAaHHBIX IOCTHTAETCS C
MOMOIIBI) CHCTEM CAMOTECTHPOBAHMS
U BHeCEeHHUs M30BITOYHOCTH HA
Pa3IMYHBIX YPOBHSIX: aNMapaTHOM,
NpOrpaMMHOM, HHPOPMAIMOHHOM
BJIa/IeTh: HABBIKAMH HACTPOIKHU
HH(OPMALIMOHHOIT 6€30MacHOCTH B
onepauHoOHHBIX CHCTEMAX,
NPUKJIATHBIX MPOrpaMmax,
HABBIKAMHU NPUMEHEHHS OCHOBHBIX
NoJ10KeHuii no paspadorke I10,
METOIMKOH CO3JaHUS MOJUTHKH
0e30macHOCTU NPeANPUATHS,




cocTosiiieii 3 yueTra 0CHOBHBIX
(HanboJiee ONACHBIX) PUCKOB
HH(OPMALMOHHBIX aTaK.

/J1ex/

4.2

IIpakTHyeckas padora 3. I'enepanust
kmoveil. lllugpoBanue n
pacuiugpoBKa coo0ueHnii B
nporpamme PGP.

Kpatkoe cogepxxanue: I'enepanust
koyeii. lllndposanne u
pacuigpoBka coodLeHnii B
nporpamme PGP.

yMeTb: OPraHU30BaTh
HH(OPMALMOHHYIO 6€30MACHOCTh B
onepanuoOHHBIX CHCTEMAX,
NPHUKJIATHBIX POrpaMmax,
NPUMEHSATH OCHOBHbIE MOJIOKEHUS 10
pa3pabotke I10, ocymecTBAATH
0€30TKa3HOCTh CEPBHCOB U CJIY:KO
XpaHeHMs1 AAHHBIX JOCTHTraeTcs ¢
NMOMOIIBIO CHCTEM CAMOTECTHPOBAHMS
U BHeCeHHs M30BITOYHOCTH HA
Pa3JM4YHBIX YPOBHSX: aNNAapPaTHOM,
NPOrpaMMHOM, HH(OPMATHOHHOM
BJIa/IeTh: HABBIKAMHM HACTPOIKHU
HH(OPMALIMOHHOIT 6€30MaCHOCTH B
ONnepanuoOHHBIX CHCTEMax,
NPUKJIAAHBIX IPOrpaMmax,
HABBIKAMU MPUMEHEHHS OCHOBHBIX
nmoJiokeHuii mo paspadorke I10O,
METOIMKOH CO3JaHUs MOJUTHKH
0€30MacHOCTH NpPeANnpPUsTH,
COCTOsIIIEH M3 Y4eTa OCHOBHBIX
(HaunboJiee OMACHBIX) PUCKOB
HHGPOPMALIMOHHBIX ATAK.

Mp/

OIIK-
2.2,0IIK-
2.3,0IIK-
4.2,0IIK-
4.3,0IIK-
6.2,0IIK-
6.3,0I1K-
14.2,0I1K-

14.3

3amaHus K IpaKTHYECKON
pabote

4.3

[pakTuyeckas padora 4.
3amm¢poska n pacmudpoBka
JAaHHBIX aaroputmoM RSA.

Kpartkoe conep:kanune: 3amudposka u
pacuu(poBKa JaHHBIX AJITOPUTMOM
RSA

yMeTh: OPraHU30BaTh
HHGOPMAMOHHYI0 6€30N1aCHOCTD B
onepanUHOHHBIX CHCTEMax,
NPUKJIATHBIX IPOrpamMmax,
NPUMEHSATh OCHOBHBIE I0JIOKEHUS 110
paspabortke I10, ocymecTBIATH
0€30TKa3HOCTh CEPBUCOB U CIYKO
XPaHEeHMs IaHHBIX TOCTHTaeTCs C
MOMOIIBI0 CHCTEM CAMOTECTHPOBAHMSA
U BHECeHHs U30BbITOYHOCTH HA
Pa3IMYHBIX YPOBHSX: allNapPaATHOM,
NPOrpaMMHOM, HHOPMALIMOHHOM
BJIa/1eTh: HABBIKAMM HACTPOIKHU
HH(OPMALMOHHOIT 6€30MaCHOCTH B
onepanuoOHHBIX CHCTEMaX,
NPUKJIAAHBIX POrpaMmax,
HaBbIKAMHU MPUMEHEHHs OCHOBHBIX
noJio:keHuii mo paspadorke I10,
MEeTOAUKOM CO31aHHusI NOJTUTHKHU
0e30nMacHOCTH NMpeaNpUATHS,
cocTosIIIeil U3 yueTa 0CHOBHBIX
(HanboJiee OMACHBIX) PHCKOB
HH(OPMALMOHHBIX aTaK.

Mp/

OIIK-
2.2,0T1K-
2.3,011K-
4.2,0TIK-
4.3,0T1K-
6.2,011K-
6.3,011K-
14.2,011K-

14.3

3amaHust K IPaKTAYECKON
pabote

4.4

Tema 4. 110 u nndopmanuonnas
0e3onacHocTh. KoMiuiekcHas cucrema

48

OIIK-
2.1,0IIK-

Bompocsr qis
CaMOMNOJrOTOBKH




0e30MmacHOCTH

Kpatkoe conep:xanue: 0030p
coBpemennoro I10, omuoku,
NPUBOJSAIINE K BO3MOKHOCTH aTaK Ha
uHdopManuio, OCHOBHbIE MOJIOKEHHS
no paspadorke [10. Knaccuuxauus
no TpedyeMoii creneHu 0€30TKa3HOCTH,
KkJaccupuKanus M0 YPOBHIO
KOH(HIeHIHATBHOCTH, TPeOOBAHMS
no padorte ¢ KOHGUAEHINAILHOII
uHpopMmanmeii. PekomMenayemsble poJin:
CIIeNUATNCT 110 HHGOPMAIHOHHOMH
0€30MacCHOCTH, BJajeJiel]
uHopManuM, NOCTABIIUK
annapaTHOro M MpPOrpaMMHOIO
obecnevyeHns, pa3padoTYUK CHCTEMBbI
W/MJIM IPOrPaMMHOI0 obecriedeHusl,
JIMHEHHBIN MeHeIKep WM MeHeIxKep
0T/eJ1a, OTIepaTopPhbl, AyANTOPHI.
3HaTh: HH(pOPMALMOHHAS
0e30MacHOCTh B ONePallMOHHbBIX
cucTeMax, NPUKJIAJIHbIX NPOrpaMmMmax,
OIIUOKH, IPUBOASIIHE K
BO3MO’KHOCTH aTaK Ha uHGopMauuio,
OCHOBHbI€ T0JIOKEHHS 10 pa3padoTke
O, kaaccupukanuio no TpedyemMoit
cTeneHu 0€e30TKA3HOCTH,
KJIaccupuKaIus M0 YPOBHIO
KOH(UAEHIMAIBLHOCTH, TPeOOBAHUS
no padore ¢ KOHPUAEHINAILHOI
uHpopmanmeii,

YMeTh: OPraHU30BaTh
HH(OPMALMOHHYIO 6€30MACHOCTh B
onepanuoOHHBIX CHCTEMAX,
NPUKJIATHBIX MPOrpaMmax,
NPUMEHSATH OCHOBHbIE MOJI0KEHHUS 110
pa3pabortke I1O, ocymecTBIAATH
0€30TKa3HOCTH CEPBHCOB H CJIY:KO0
XpaHEeHMs AaHHBIX JOCTHTaeTcs ¢
MOMOIIBI0 CHCTEM CAMOTECTHPOBAHMS
U BHeCeHHsI M30BITOYHOCTH HA
Pa3JHYHBIX YPOBHSX: aNNapPaTHOM,
NpOrpaMMHOM, HHPOPMALIMOHHOM
BJIa/IeTh: HABBIKAMHM HACTPOIKHU
HH(OPMALIMOHHOIT 6€30MacHOCTH B
onepanUHOHHBIX CHCTEMax,
NPUKJIATHBIX MPOrpaMmax,
HABBIKAMU MPUMEHEHHS OCHOBHBIX
NoJioskeHuii mo paszpadorke I10,
METOIMKOMH CO31aHUS MOJUTHKH
0e30MacHOCTH NpeANnpPUsTHS,
COCTOsAMIEH U3 yuYeTa OCHOBHBIX
(Hau0oJiee ONIACHBIX) PHCKOB
HH(GOPMAIIMOHHBIX aTaK.

/Cp!

2.2,0IIK-
2.3,0IIK-
4.1,0IIK-
4.2,0IIK-
4.3,0IIK-
6.1,0I1K-
6.2,0I1K-
6.3,0I1K-
14.1,0IIK-
14.2,0I1K-
14.3

4.5

JK3aMeH.

3HaTh NpUHUMNBI HHGOPMAMOHHOI
u Oudauorpaduyeckoii KyJabTyphbl,
MeTOAbI M CPeJCTBA pelIeHust
CTAHAAPTHBIX 3224
npodeccuoHaILHON NeATEeJIbLHOCTH C
3HaeT npouecchl, METOABI MOUCKA,
coopa, xpaHenus, o0padoTKH,
Npe/iCTaABJICeHHUs], PACIIPOCTPAHEHUSs
HH(OPMALMHU U CNIOCOOBI
OCylIeCTBJICHHS TAKHX IPOLECCOB H
MeTo10B (MH()OpMALIMOHHbIE

OIK-
2.1,0TIK-
2.2,0TIK-
2.3,01IK-
4.1,0T1IK-
4.2,0TIK-
4.3,0TIK-
6.1,0TIK-
6.2,011K-
6.3,011K-
14.1,0I1K-
14.2,0I1K-

Bomnpocs! k 3x3aMeHy
TectupoBanue




TeXHOJIOTHH); COBPEMEHHbIe
HHCTPYMEHTaJIbHbIE cpe/bl,
NMPOrpaMMHO-TEXHUYeCKHUe
WIaT(GopMbI M IPOrpaMMHbIe
cpelacTBa, B TOM YHC/Ie
0Te4eCTBEHHOT0 NPOM3BO/CTBA,
HCIOJIb3yeMble 1151 peleHus] 3a1a4
npogecCHOHATBbHOM 1esITeILHOCTH, H
NPUHUHUIIBI X Pa0OThI; JOTHKY
NMOCTPOEHUS U NPUHIHUIIBI
(GyHKIMOHMPOBAaHNA COBPEMEHHBIX
SI3bIKOB MPOrPAMMHPOBAHHUS H
SI3bIKOB PadoTHI ¢ 6a3aMHU TaHHBIX,
cpel pa3pa6oTku HHPOPMaLMOHHBIX
CHCTEM U TeXHOJIOTHii, IPUHIHUIIBI
Pa3padoTKH aJropuTMOB U
KOMINBIOTEPHBIX NPOrPaMM;
COBpPEMEHHBbIE SI3BIKU
NMPOrpaMMHUPOBAaHUS M SI3bIKH PadoThI
¢ 6a3aMu JaHHBIX, cpebl pa3padoTKu
HHPOPMALMOHHBIX CHCTEM U
TeXHOJIOTHIi; YMeeT BbIOUPATh U
HCI0JIb30BAaTh COBPEMEHHbIE
HH(OPMaALMOHHO-
KOMMYHHKALIHOHHbIE H
HHTEJVIEKTyaJbHbI€ TEXHOJIOTHH,
HHCTPYMEHTAJbHbIE Cpe/bl,
NMPOrpaMMHO-TEXHUYECKHUE
IIAT(OPMBI M IPOrpaMMHbIe
cpelacTBa, B TOM YHC/Ie
0Te4eCTBEHHOT0 NPOM3BOJACTBA, IJIs
peleHus 3a1a4 npodeccuoHATbHOI
AesiTeJILHOCTH; AHAJIN3UPOBATH
npodeccuoHaIbHbIE 321a4H,
BbIOMPAThH U HCNOJIB30BATH
nojaxoasimue HHGOPMaHOHHbIE
TeXHOJIOTHH; BBIOUPATH A3BIKH
NMPOrpaMMHPOBaHUS M SI3bIKH PadoThl
¢ 0a3aMu JaHHBIX, Cpebl pa3padoTKu
HHPOPMAIMOHHBIX CHCTEM U
TeXHOJIOTHI, UCXOS M3 UMEKOIINXCS
3a/1a4; NPUMEHSITH COBPeMeHHbIe
SI3bIKM POrpaMMHPOBAaHUS 115
Pa3padoTKN OPUTHHAIBHBIX
AJIFTOPUTMOB ¥ KOMIIbIOTEPHBIX
NMporpaMm, MPUIroOAHBIX A
NMPaKTHY€CKOT0 MPUMEHEHHs1, BECTH
0a3bl JaHHBIX U HHPOPMAIIMOHHBIE
XpPaHWINIIA, IPUMEHATH
COBpPEMEHHBbIE POrpaMMHbIE Cpe/bl
pa3padoTKu MH(POPMAIIMOHHBIX
CHCTEM U TeXHOJIOTHii; YUTATH KOJbI
NMPOrpaMMHBIX MPOAYKTOB,
HANMUCAHHBIX HA 0CBOEHHBIX A3bIKAX
NMPOrpaMMHpPOBaHNsl, U BHOCUTH
TpedyeMble H3MEHEHHUS;
aHAJM3UPOBATh NpodeccHoHaIbHbIE
3a/1a4u, pa3padaTeIBaTh MOIX0AsIIIHE
HHPOPMALMOHHBIE PELIeHHUs;
€CaMOCTOSITEILHO OCBAUBATH HOBbIE
17151 ce0si COBpEMEHHbIE SI3bIKU
NMPOrpaMMHUPOBAaHUS U SI3IKH PadOTHI
¢ 6a3aMu JaHHBIX, Cpelbl, pa3padoTKu
HHPOPMAIIMOHHBIX CHCTEM U
TexHoJ0rnii; Biageer HaBbIKaMu
padoThI ¢ JAHHBIMH € TOMOIIbIO
UHGOPMAIMOHHBIX TEXHOJIOTHIA;
HABBIKAMHU IIPUMEHEHH

14.3




COBpeMEHHbBIX HHPOPMAIIMOHHO-
KOMMYHUKAIIMOHHBIX U
I/IHTe.]I.IIeKTya.]'l])H])IX TCXHOJ'IOFPIﬁ,
HHCTPYMEHTAJBbHBIX Cpel,
NPOrpaMMHO-TeXHHYECKHX IIaThopm
U MPOIrPaMMHBIX CPEACTB, B TOM
YHcJe 0TeYeCTBEHHOr0 MPOU3BOACTBA,
IS peleHusi 3a1a4
npodeccHoHAIbLHOI T1eATeILHOCTH;
HABBIKAMHU Pa3paboTKu
Opl/IFI/IHaJII)HLIX a.]'lI‘Opl/lTMOB n
KOMIIBIOTEPHBIX IPOIrPaMM,
l'lpPIl"OJlHLIX I npaKanecxoro
NMpUMEHEeHHs1; HABBbIKAMH OTJIAIAKH U
TeCTHPOBAHMSI MPOTOTHIIOB
MPOrpaMMHO-TEXHHYECKHUX
KOMILJIEKCOB 3a/1a4.

/Ix3amen/

IlepeueHb NpUMeHsIeMbIX AKTUBHBIX U HHTEPAKTHBHBIX 00pa30BaTe/IbHbIX TEXHOJIOTHH:
Komnvromepnas mexnonozusa ooyuenusn

OcHOBaHa Ha MCIIOJIb30BaHNH MH(OPMALMOHHBIX TEXHOJIOTHH B y4eOHOM mpolecce. Peanu3anust JaHHOH TEXHOIOTHUH
OCYILECTBIIIETCS MOCPEICTBOM KOMITBIOTEPA M MHBIX MYJIbTUMEIUWHBIX CPEACTB. Vcrop30BaHHE KOMIBIOTEPHBIX TEXHOIOTUI
JieNiaeT yueOHBIH MMpoIlecc He TOJIBKO COBPEMEHHBIM M IT03HABATENbHBIM, HO HHTEPECHBIM ISl 00YYarOIUXCsl

Texnonozusa odyuenusa é compyonuuecmaee

TexHosnorust 00y4eHHs: B COTpYAHUYECTBE UCIIOJIB3YETCsl B 00pa30BaTeIbHON IPAKTUKE IS TIPEOT0JICHHS TIOCIIEICTBUI
WHIMBUIYAJILHOTO XapaKTepa Y4eOHOI AesTeIbHOCTH CYOBEKTOB M HX CTPEMIICHUH HCKITIOYUTENBHO K MHAWBH Y JIbHBIM
00pa3oBaTenbHBIM HOCTIKeHUsIM. OHA 103BOJIAET 000TaTUTh OIBIT U IPHOOPECTH Yepe3 YUeOHbIH TPYA Te HABBIKH COBMECTUMOM
JeATEIbHOCTH, KOTOPBIE 3aTeM MOTYT CTAaTh HEOOXOAUMBIMH B Oyaylieil mpodhecCHOHAIBHON M COLMABHOM NesTeIbHOCTH B
TeueHue KU3HU. L[esb TeXHOIOrHH COCTOUT B (HOPMHUPOBAHUN YMEHHI Y CYOBEKTOB 00pa3oBaTeIbHOTO Mmpoiiecca 3hdhekTuBHO
paboTaTh coolIa BO BpEMEHHBIX KOMaHAaX U TPpyNIax U 100UBaThCs KaYeCTBEHHBIX 00pa30BaTeIbHBIX PE3yJIbTaTOB

5. METOJIMYECKME YKA3AHUSA JIJISI OPTAHU3AIIMM CAMOCTOSATEJIBHOM PABOTHI CTYJEHTOB

CPC — nnanupyemas yaeOHas1, yaeOHO-HCCle[oBaTeNbCKast, HAyIHO-HCCIIeJoOBaTeNbcKas paboTa CTYACHTOB, BBITOIHAEMAS BO
BHeayIUTOPHOE (ayJUTOPHOE) BpeMs I10 3aJaHHIO 1 IIPH METOJHIECKOM PYKOBOJCTBE IIPEIofaBaTels, Ho 0e3 ero
HEMOCPEACTBEHHOT0 y4acTHs (BO3MOXKHO YaCTHYHOE HEMIOCPEACTBEHHOE YUaCTHE MIPEHOAaBaTells IpY COXPAHEHUH Beyleil ponu
cryznenros). Llensio CPC saBisercs oBnaaeHue GpyHIaMEHTaNIbHBIMU 3HAHUSIMU, IPO(HECCHOHATBHBIMI YMEHUSIMU M HABBIKAMHU I10
npoduto OyayIe crenuantbHOCTH, ONBITOM TBOPUECKOM, UCCIIE0BATEILCKOM NEATeIbHOCTH, PA3BUTUE CAMOCTOSTEILHOCTH,
OTBETCTBEHHOCTHU U OPraHM30BaHHOCTH, TBOPUECKOTO MOAX0/1a K PEIICHUIO Tpobi1eM yueOHOro 1 NpohecCHOHATBHOIO YPOBHEH.
3amaun CPC: cucreMaTn3anus 1 3aKpeTICHUE TOIYYCHHBIX TEOPSTHIECKIX 3HAHUI U MPAKTHYECKUX YMEHUH CTYIEHTOB;
yTIIyOJIeHne U pacIIupeHne TeOPETHICCKOH ITOATOTOBKH; (JOPMUPOBaHIE YMEHNUI HCIONIB30BaTh HOPMATHBHYIO, TIPAaBOBYIO,
CIIPaBOYHYIO JOKYMEHTAINIO U CIICHHATBHYIO INTEPaTypy; Pa3BUTHE TO3HABATENBHBIX CIIOCOOHOCTEH M AKTHBHOCTH CTYIEHTOB!
TBOPUYECKOM MHUIIMATUBBI, CAMOCTOSTEIILHOCTH, OTBETCTBEHHOCTH U OPTaHU30BAaHHOCTH; (POPMUPOBAHIE CAMOCTOSITEILHOCTU
MBIIUIEHUS], CIOCOOHOCTEH K CaMOPa3BUTHIO, CAMOCOBEPIIEHCTBOBAHUIO M CAMOPEAIU3aLUH; PA3BUTHE UCCIIEJOBATENbCKIX
YMEHHMH; UCTI0JIb30BaHUE MaTepHalla, COOPAHHOTO U MOTYyYSHHOTO B XO/I€ CAMOCTOSATENbHBIX 3aHATHH Ha IPAKTUUECKUX 3aHATHUIX,
IPU HaNMCAHUM KYPCOBBIX U BBITYCKHOH KBanu(uKannoHHOH paboT, s 3¢ (HeKTUBHOM HOATOTOBKU K UTOTOBBIM 3a4€TaM U
sk3ameHaM. Oynkimu CPC: pa3zBuBatomnias (IIOBBIIIEHHAE KyIbTYPEl YMCTBEHHOTO TPYAa, IproOmeHne k 10 TBOpUecKHM BUIaM
JEATEeIIbHOCTH, 000TallleHue HHTEIUIEKTYalIbHbIX CIIOCOOHOCTEH CTYAEHTOB); HH(POPMALMOHHO-00yuaromias (yuyeOHas JesTeIbHOCTh
CTYZI€HTOB Ha ayAUTOPHBIX 3aHATHUAX, HEIOAKPEILUIEHHAs. CAMOCTOATEIbHOM pabOTON, CTAHOBUTCS MaJIO PE3yJIbTaTUBHOI);
OpHEHTHpYIOIIAs ¥ CTUMYJIHpYIOmast (Iporieccy 00ydeHNUs IPUAACTCS YCKOPSHUE i MOTHBAIIHSA ); BOCITHTaTeNbHAS ((POPMHUPYIOTCS H
Ppa3BHUBAIOTCS NMPOGECCHOHANBHBIE KaUeCTBa CIENUAINCTa U TPAKIAHIHA); HCCIIEA0BATENbCKas (HOBBIH yPOBEHD NPO(EeCCHOHANBHO-
TBOPYECKOTO MBIIUICHUS).

CamocrosTenbHas padoTa CTyISHTOB SIBISIETCS 00s3aTeIbHBIM KOMIIOHEHTOM Y4e0HOTO Ipoliecca AT KaKA0ro CTyIeHTa U
orpezenseTcs yueOHbIM IUIaHOM. BBl caMOCTOATENBHOM pabOThI CTYIEHTOB OIPEAEIIAIOTCS IPU pa3paboTke pabodyKX IPOrpaMM U
yueOHBIX METOANYECKUX KOMIUIEKCOB JUCHUILUIAH CoAep:KaHueM yueOHol nucuumiussl. [Ipu onpenenenny coaepxanus
CaMOCTOSTEIbHON PabOThI CTYAEHTOB CIIENYET yUYUTHIBATh UX YPOBEHb CAMOCTOSTENBHOCTU U TPEOOBAHUS K Y POBHIO
CaMOCTOSTEIbHOCTH BBITYCKHUKOB JUI TOTO, YTOOBI 3@ IEPUOA 00y4eHUS HCKOMBII ypOBEHb ObLI OCTUTHYT. Tak, yaenbHbli Bec
CaMOCTOSTEIbHOM paboThI U 00y4eHHH B 04HOH hopme coctaBisieT 10 S0% OT KONMUYecTBa ay TUTOPHBIX YacOB, OTBEACHHBIX Ha
U3ydeHHe TUCLHUIUINHBL, B 3209HOH (OpMe - KOJIMUECTBO YaCOB, OTBEICHHBIX Ha OCBOCHUE IUCLUILUINHEL, yBenuuuBaeTcs 10 90%.
CamocrosTenbHas padoTa ONpenesieTcs] Kak HHAUBUAyanbHas WIN KOJUICKTHBHAs ydeOHas NeITeIbHOCTh, OCYLIeCTBIsIeMas 0e3
HENOCPEJCTBEHHOIO PYKOBOJICTBA [IEAarora, HO MO €ro 3alaHusAM U 10J] ero KoHTposeM. CaMocTosTenpHas paboTa — 3T0
M03HABaTeNIbHAS y4eOHasl JeaTeIbHOCTD, KOTAa OCIEeJ0BATEIEHOCTh MBIIUICHHS CTYACHTA, €T0 YMCTBCHHBIX U MPaKTHYECKHX
onepauuil u qefcTBUI 3aBUCUT U OIPENEISETCS CAMUM CTYIEHTOM.

CamocrosrenbHas paboTa CTyIEHTOB CIIOCOOCTBYET Pa3BUTHIO CAMOCTOSITEIbHOCTH, OTBETCTBEHHOCTH U OPTaHU30BaHHOCTH,
TBOPYECKOTO MOJX0/1a K PEeIIeHNI0 MpobaeM ydeOHOTo 1 TPOo(eCCHOHANBHOTO YPOBHS, YTO B UTOTE IPUBOAUT K PA3BUTHIO HaBBIKA
CaMOCTOSATENBHOTO MIIAHUPOBAHUS U Pean3aliy AesTeNbHOCTH. Llenbio caMoCToATeTbHOM pabOTHI CTYJEHTOB SBISAETCS OBIANACHUE




HEOOXOANMBIMH KOMIICTCHIMSIMH 110 CBOEMY HAIPABJICHHIO TOrOTOBKH, OIIBITOM TBOPYECKOH M HCCICIOBATEIBCKOM ASSTSIBHOCTH.
Ha ocHOBaHHH KOMIIETEHTHOCTHOTO [TOAXO0/1a K peann3aui mpodhecCHOHAIbHBIX 00pa30BaTeIbHBIX MPOrPAMM, BUIAMH 3a1aHHUIH
JUISL CAMOCTOSITEIIBHON PaOOTHI SIBIISIIOTCS:

- IS OBJIA[ICHUS 3HAHWSIMU: YTCHUE TeKcTa (yueOHUKA, TEPBOMCTOYHUKA, JOIIOJHUTEILHON JIUTEPATYPHI), COCTABICHHE IIaHA
TeKcTa, rpaduueckoe n300pakeHne CTPYKTYPhI TEKCTA, KOHCTIEKTHPOBAHUE TEKCTA, BBIMUCKH U3 TEKCTa, Pab0Ta CO CIOBAPSIMH U
CTMPaBOYHHKAMH, 03HAKOMJICHHE ¢ HOPMaTHBHBIMHU JIOKYMEHTaMH, Y4eOHO-HUCCIIeI0BaTeNIbcKast paboTa, UCTIOIb30BaHUE ayAUO- U
BUJICO3ATHCEH, KOMITBIOTEPHON TEXHUKH ¥ HHPOPMALOHHO-TEJICKOMMYHHKAITUOHHOW ceTn MIHTepHeT U JIp.

- IS 3aKPEIUICHUS M CHCTEMATU3aLIK 3HAHU T paboTa ¢ KOHCIEKTOM JIeKIIUH, 00paboTka TekcTa (yueOHHKa, IEPBOMCTOYHHUKA,
JOTIOJHUTEIIBHOMN JIMTEPATyPhI, ayIHO U BHICO3AIKCEH ), TOBTOPHAs paboTa Haj y4eOHBIM MAaTEPHAIOM, COCTABICHHUE ILIaHa,
cocTapJIeHHe TaOIHI[ ISl CHCTEMATH3AlNuH YIeOHOT0 MaTepraa, OTBET Ha KOHTPOJIBHBIC BOIPOCH, 3aM0IHEHHE pabodelt TeTpaii,
aHaJTUTHYeCKas 00paboTKa TeKCTa (AHHOTUPOBAHUE, PELICH3UPOBaHUe, pehepupoBaHKe, KOHCIIEKT-aHAIIU3 | JP.), 3aBepIICHHE
ayJIMTOPHBIX MPAKTUIECKUX PAOOT U 0OPMIICHHE OTUETOB 110 HUM, ITOJIrOTOBKA MyJIbTUMEIHA COOOICHHI/ TOKIAI0B K
BBICTYIUICHUIO Ha CeMUHape (KOHMEpeHIINH), MaTepraoB-pe3eHTalHi, MOATOTOBKA pedepaTa, coctapieHue Oudanorpaduu,
TEMaTHYECKUX KPOCCBOPIOB, TECTUPOBAHUE U JIP.

- 11t OpMUPOBAHUSI YMECHHIA: PEIICHUE 33124 ¥ YIPOKHEHHUIT 10 00pasily, pelieHHe BAPUATHBHBIX 337134, BBIIIOIHECHHUE YePTEeKEH,
CXEM, BBITOJIHEHHE pacueToB (Tpaduueckux paboT), pelieHHe CUTYallnOHHBIX (PodecCHOHANBHBIX) 3a/1a4, IIOATOTOBKA K JICJI0BbIM
Urpam, IPOSKTUPOBAHKE M MOJCIMPOBAHUE PA3HBIX BHIOB U KOMIIOHEHTOB MPO()ECCHOHAIBHOMN IEATEIBHOCTH, PEhICKCHBHBII
aHAITN3 TPO(ECCHOHATBHBIX YMEHHUI C HCIIOIb30BAHIEM ayIH0- H BUICOTCXHUKH H JID.

CamocrosTenbHas paboTa MOXKET OCYIISCTBISITHCS UHMBUIYAIbHO WM IPYINAMU CTYJCHTOB B 3aBUCHUMOCTH OT I[€JH, 00beMa,
KOHKPETHOM TeMaTHKH CaMOCTOSATEIbHON pabOThI, YPOBHSI CIIOHOCTH, YPOBHSI YMEHHIA CTYICHTOB.

6. OHEHOYHBIE U METOJUYECKHUE MATEPHUAJIBI

6.1. HepequL KOMIIEeTeHIHH ¢ YKazaHueM 3TanoB (bOpMHpOBaHI/IH HHIUKATOPOB UX NOCTHKCHUSA B ITPOUECCE OCBOCHUA
onon

OIIK-14:Cnoco6en pa3padaThIBaTh aJITOPUTMBI U KOMIIbIOTEPHbIE MPOTrPaAaMMbl, IPUTOAHbIE /151 MPAKTUHYECKOT0
NpUMEeHeHHsl.

Heoocmamounutit ypoeens:

He 3Haer nporiecchbl, METO/IbI TOKUCKA, COOpa, XpaHeHHs, 00pabOTKH, IIPEIOCTABICHHS, PACTIPOCTPaHEHH HHPOPMAIIMK U CIIOCOOBI
OCYIIECTBICHHS TAKHX IPOIECCOB M METOIOB (HH(POPMAIIMOHHBIC TEXHOJIOTHH); JIOTUKY TOCTPOCHHS U IPUHIHAIIBI
(YHKIMOHUPOBAHKSI COBPEMEHHBIX SI3BIKOB [IPOrPAMMHPOBAHUS M S36IKOB PabOTHI ¢ 0a3amMu JaHHBIX, Cpell pa3paboTKu
UH(DOPMAIIMOHHBIX CHCTEM M TEXHOJOT Ui, IPUHIIMITH Pa3pabOTKH alrOPUTMOB U KOMITBIOTEPHBIX MIPOTPaMM; COBPEMEHHBIE SI3BIKH
MPOrPaMMHUPOBAHHUS U SI3BIKK PAOOTHI ¢ 6a3aMHU JaHHBIX, CPEIbl Pa3pabOTKH HHPOPMAIIMOHHBIX CUCTEM U TEXHOJIOTHIHA

He ymeet BbIOUpATh A3bIKU IPOrPaMMUPOBAHUS U S3bIKK pabOTHI ¢ 6a3aMU JaHHBIX, CpeIbl pa3paboTKU HHPOPMALIMOHHBIX CUCTEM
1 TEXHOJIOTHH, UCXOJI U3 UMEIOIIUXCS 3a/1a4; IPIMEHATh COBPEMEHHBIC S3BIKH MPOrPaMMHUPOBAHUS JUTS pa3pabOTKH OPUTHHAIBHBIX
aITOPUTMOB M KOMITIBIOTEPHBIX IIPOTPaMM, TIPATOIHBIX JUIS MIPAKTHYECKOTO IPAMEHEHHS, BECTH 0a3bl JAHHBIX U HH(OPMAI[OHHEIE
XpaHHWINIIA, TPUMEHATh COBPEMEHHbIE TPOTPAMMHBIE CPe/Ibl Pa3pabOTKH HHPOPMAIIMOHHBIX CHCTEM M TEXHOJIOTHI; YHTaTh KOJIBI
IPOrpaMMHBIX IPOAYKTOB, HAMCAHHBIX HA OCBOSHHBIX SA3bIKAaX IPOrPAMMHPOBAHUS, U BHOCUTh TpeOyeMble U3MEHEHHUS,;
aHaIN3UPOBaTh NpodhecCHOHAIbHBIE 3aJa4Ul, pa3padaThIBaTh MOIXOLANINE HHOPMAMOHHbIE PEIIECHUS; CAMOCTOATEIBHO OCBAaHBaTh
HOBBIE JUIs ce0sl COBPEMEHHBIE SI3BIKY IPOrpaMMUPOBAHHUS U SI3BIKU PabOTHI ¢ 0a3aMu JaHHBIX, CPEbl, Pa3paboTKu
UH()OPMAIIOHHBIX CUCTEM U TEXHOJIOT Uil

He BrageeT HaBbIKaMU pa3pabOTKH OPUIMHAIBHBIX AITOPUTMOB ¥ KOMIIBIOTEPHBIX IPOrPaMM, IPUTOJHBIX IS IPAKTHYECKOTO
TIPMMEHEHNUS; HABBIKAMH OTJIAJKU U TECTUPOBAHUS NPOTOTUIIOB NPOrPaMMHO-TEXHUYECKUX KOMIIJIEKCOB 3a/1a4

Iopozoeviii yposens:

3HaeT MpOIecChl, METO b TOUCKa, cO0pa, XpaHeHus!, 00pabOTKH, IPEOCTABIECHHS, PACTIPOCTPaHEH I HH)OPMAIHU H CIIOCOOBI
OCYILIECTBIICHUS TAKUX MTPOLECCOB U METOJI0B (MH()OPMAIIMOHHBIE TEXHOIOTHH)

YMeeT BBIOHPATh S3BIKA IIPOTPAMMHPOBAHUS U SI3BIKH PAOOTHI ¢ 0a3aMH JaHHBIX, CpelIbl pa3paO0oTKu HHPOPMAMOHHBIX CUCTEM U
TEXHOJIOTHH, HCXOAsI U3 UMEIOLINXCS 3aa4

BJ'[alICCT HaBBIKaMH pa3pa60T1<1/1 AJITOPUTMOB, IPUT'OAHBIX JIA IMIPAKTUYCCKOTO IPUMEHCHUSA
Ilpoosunymeutii yposens:

3HaeT NPOoLEecChl, METO b IOUCKa, cOopa, XpaHeHus1, 00pabOTKH, IPETOCTABIEHHS, PACIPOCTPAHEHUS HHPOPMALUK U CLIOCOOBI
OCYLIECTBIICHUSI TAKHX MPOLIECCOB M METO0B (MHOOPMALMOHHBIE TEXHOJIOTUH); JIOTUKY TIOCTPOCHUSI Y TPUHIIUTIBI
(hyHKIIMOHUPOBaHUS COBPEMEHHBIX S3bIKOB IIPOIrPAMMHPOBAHUS U SI3BIKOB paboThI ¢ 6a3aMy JaHHBIX, Cpel] pa3paboTKU
MH(POPMALMOHHBIX CUCTEM M TEXHOJIOTUH, MPUHIMIIEI Pa3pabOoTKHU aITOPUTMOB U KOMIIBIOTEPHBIX IIPOrpPaMM

YMeeT BBIOUPATh A3BIKK IPOTPAMMUPOBAHUS U SI3bIKH PAOOTHI ¢ 0a3aMH JaHHBIX, CpEbl pa3pad0oTKu MHPOPMALMOHHBIX CUCTEM U
TEXHOJIOTHH, UCXOJs U3 UMEIOLIMXCS 3aa4; IPUMEHSITh COBPEMEHHBIE SI3bIKU [IPOrpaMMUPOBaHUS JUIs Pa3paOb0TKU OPUTHHAIBHBIX
QJIFOPUTMOB ¥ KOMIIBIOTEPHBIX IPOrPaMM, IPUTOAHBIX AJIs IPAKTHYECKOrO IPUMEHEHUS, BECTU 0a3bl JAHHBIX U NH(OOPMALIMOHHBIE
XPaHWINIIA, TPUMEHATh COBPEMECHHEIE TPOTPAMMHBIE CPe/Ibl Pa3pabOTKH HH(POPMAIIMOHHBIX CHCTEM H TEXHOJIOTHH

BJ'IaJICCT HaBBIKAMU pa3pa60T1<H OPUTHMHAJIBHBIX aJITOPUTMOB U KOMIIBIOTECPHBIX IMTPOTPaMM, NPUTOAHBIX IJI MPAKTHUICCKOT'O
TIPUMCHCHUA

Buicokuii yposens:

3HaeT MpoIecchl, METO/IbI TIOUCKA, cOOopa, XpaHeHus, 00pabOTKH, PEIOCTABICHHUS, pACTIPOCTPAHEHHUS HH(POPMALIUH U CTIOCOOBI
OCYILIECTBICHHS TAKHX IIPOIIECCOB M METOIOB (MH(POPMAIIMOHHBIC TEXHOJIOTHH); JIOTUKY MOCTPOCHHS X IPHHIIUIIBL
(YHKIIMOHUPOBaHHS COBPEMEHHBIX S3bIKOB MMPOTPAMMHUPOBAHHUS M S3bIKOB PA0OTHI ¢ 0a3aMu JaHHBIX, Cpel Pa3paboTKu
MHGOPMALMOHHBIX CUCTEM M TEXHOJIOTHI, IPUHIUII Pa3paO0TKU aJITOPUTMOB U KOMITBIOTEPHBIX MPOTPaMM; COBPEMEHHBIE SI3BIKH
MIPOrpaMMHUPOBAHHUS U A3bIKU pabOTHI ¢ 0a3aMH IaHHBIX, CPEeIbl pa3paboTKU HHPOPMAMOHHBIX CUCTEM M TEXHOJIOTHI




YMmeer BBIOMpATh A3bIKH MPOTPAMMHUPOBAHUS U A3bIKK PabOThI ¢ 0a3aMH JaHHBIX, CPEAbl pa3paOd0TKH HHPOPMALIMOHHBIX CUCTEM H
TEXHOJIOTHH, HCXOSI M3 UMCIOLIMXCS 3a/1a4; IPHUMCHAITh COBPEMEHHBIC SI3BIKH POrPaMMHUPOBAHHS TSl Pa3paOOTKH OPUTHHAIBHBIX
QJITOPUTMOB M KOMITBIOTEPHBIX IIPOTPAMM, IIPUTOHBIX IS IPAKTHYECKOTO IPHUMEHEHHSI, BECTH 0a3bl JAHHBIX U HH(OPMAILOHHBIC
XPaHWIAILA, TPUMEHSITH COBPEMEHHBIE IPOrPAMMHBIE CPe/Ibl Pa3pabOTKH HHPOPMAILIMOHHBIX CUCTEM M TEXHOJIOTUit; YUTATh KOJIBI
MPOrPaMMHBIX MPOIYKTOB, HAMMCAHHBIX HA OCBOCHHBIX fA3bIKaX MPOrPAMMHPOBAHUS, U BHOCHThH TPeOyeMble H3MCHEHHUS,
aHaIM3UPOBaTh NpodecCHOHaIbHBIC 3aJa4YH, Pa3padaThIBATh MOIXOSIINE HHPOPMAIUOHHBIC PEUICHHS; CAMOCTOSTEIIBHO OCBAUBATH
HOBBIE JUIs ce0s1 COBPEMEHHBIE SI3BIKH MPOTPaMMHUPOBAHUS U SI3BIKK PA0OTHI ¢ 0a3aMU JJAHHBIX, CPEIbl, pa3paboTKu
UHGOPMALMOHHBIX CHCTEM U TEXHOJIOTHI

Brnaneer HaBbikamMu pa3pa60TKH OPUTHMHAJIbHBIX aJITOPUTMOB U KOMIIBIOTECPHBIX MTPOTPaAMM, NPUTOAHBIX IJI HPAKTHICCKOT'O
IIPUMECHCHHUA; HaBbIKaAMHU OTJIAAKU U TECTUPOBAHHUSA ITPOTOTUIIOB IPOTPAMMHO-TEXHUYCCKUX KOMIUICKCOB 3a/1a4

OIIK-2:Cnoco0eH NpuMeHATH OCHOBHBIE METO/IbI, CIIOCOOLI M CpPe/ICTBA NMOJy4YeHHUsI, XPaHeH s, TepepadoTKu MH(opManuu
NPHU pelieHuH 3a1a4 NpodecCHOHATBHOM 1esATeJIbHOCTH;

Heoocmamounuwlit yposeens:
He 3HaeT ocHOBHBIE METO/IBI, CITOCOOBI U CPENICTBA NOJTYUEHUs, XpaHEHUs, epepadoTKH HHPOPMALIUK

He ymeeT npuMeHsTh B IPO(heCCHOHATBHON IESITEIbHOCTH OCHOBHBIE METOJIBI, CLIOCOOBI M CPE/ICTBA TTOJTYICHHS, XpaHCHHS,
nepepadoTKH HHPOPMALTUH

He BraseeT HaBbIKaMU IPUMEHEHHSI OCHOBHBIX METOJIOB, CIIOCOO0B U CPECTB MOJIyUeHHs], XpaHeHHUs, epepaboTku HH(opMau
Ilopozoguwlii yposens:

3HaeT OCHOBHBIC METO/IBI ITepepadoTKH HHPOPMALIUU

YMeeT npuMeHsITh B podeccnoHanbHON AESTETEHOCTH OCHOBHBIE METOBI IEPepadoTKH HH(POPMAIHN

BrnaneeT HaBBIKAMU MPUMEHEHHUST OCHOBHBIX METOJIOB ITepepaboTKH HHPOpMaLIUH

Ilpoosunymeutii ypoeens:

3HaeT OCHOBHBIE METO/IbI, CIOCOOBI IIepepadoTKU NH(POPMAIUU

YMeer IpUMeHATh B PO ECCHOHANBHON IEATEILHOCTH OCHOBHBIE METO/IBI, CIIOCOOBI nepepaboTku HHGOpMAIUU
BrnaneeTr HaBBIKAMU MPUMEHEHHUST OCHOBHBIX METOJIOB, CIIOCOOO0B TIepepadoTKN HHPOPMAIIUU

Buicokuii yposens:

3HaeT OCHOBHBIE METO/IbI, CIOCOOBI U CPEACTBA IOJIyYEeHUs], XpaHEeHUs], IepepaboTKu UHGOpMaUH

YMeeT NpUMEHATH B PO(ECCHOHATIBHOI ASSTEIBHOCTH OCHOBHBIC METOIBI, CIOCOOBI U CPE/ICTBA HOJIy4YCHHUS, XPAaHCHNUS,
nepepaboTKu HHGOpMaIUU

Brnaneer HaBbikamMu NPUMCHEHUS OCHOBHBIX METOI0B, cIroco0oB 1 CpPCACTB IOJIYUYCHUA, XpAaHCHN, Hepepa6OTKI/I I/IH(i)OpMaHI/II/I

OIIK-4:Cnoco6eH NOHUMATh MPHHIMIIBI PA0OTHI COBPEeMEHHbIX HH(POPMAIMOHHBIX TEXHOJOTHH U NCNOJIBL30BATH X /IS
pemieHust 3axa4 NpogeccHoHAJbLHOM NeATeJbHOCTH;

Heoocmamounuwtii yposens:

He 3Haet nporiecchl, MeTOIbI MOUCKA, cOOpa, XpaHeHHs, 00pabOTKH, MPEICTaBICHHs, PACIPOCTPAHEHN HHPOPMALIUK U CIIOCOOBI
OCYLIECTBIICHUS TAKUX MPOLECCOB ¥ METOOB (MH(DOPMAIIMOHHBIC TEXHOJIOTHH ); COBPEMEHHbIE HHCTPYMEHTAJIbHBIE CPEMBL,
HIpOrpaMMHO-TEXHUYECKHUE IIIAaT(HOPMBI U IPOrpaMMHBIE CPEACTBA, B TOM YHCJIE OTEYECTBEHHOTO IPOU3BOACTBA, HUCIIONIb3YEMbIE AL
penenus 3a1a4 NpohecCUOHATbHON IEITEILHOCTH, U IPUHLUIIBI X pabOThI

He ymeet BBIOMpATh U UCHONB30BATh COBPEMEHHBIE HH(POPMAIIMOHHO-KOMMYHHKAIIMOHHBIC U HHTEIUICKTYalIbHBIC TEXHOJIOTHH,
MHCTPYMEHTAJIbHBIE CPEIbl, IPOrPaMMHO-TEXHUYECKUE IIaT(HOPMBI U IPOrpaMMHBIE CPEACTBA, B TOM YHCIIE OT€YECTBEHHOTO
IPOU3BOJCTBA, AN PEIICHUS 3a]ad MPOPECCUOHATLHOMN AEATEIbHOCTH; AaHAIN3UPOBATh PO eCCHOHANBHBIE 331a41, BRIOUPATh U
UCIIOIb30BATh NOAXOIIIME HH(POPMALIMOHHbBIE TEXHOIOTUU

He BrageeT HaBBIKaMHU pabOTHI C JAHHBIME C TOMOIIIBI0 HH(QOPMAMOHHBIX TEXHOJIOTHH; HaBBIKAMHU IPUMEHEHHS COBPEMEHHBIX
UH()OPMAIIIOHHO-KOMMYHHKAIIMOHHBIX Y HHTEIUIEKTYaJIbHBIX TEXHOJIOTHH, HHCTPYMEHTAJIbHBIX CPell, IPOrPaMMHO-TEXHHYECKUX
wiaThopM U MPOrpaMMHBIX CPEICTB, B TOM YHCIIE OT€YECTBEHHOTO MIPOM3BOACTBA, VIS peLIeHHs 3a/1ad IPOoeCcCHOHATBHOM
JIeSTENbHOCTU

Ilopozoeviit ypogenn:

3HaeT NpoIecchl, METO b OUCKa, cOopa, XpaHeHus1, 00pabOTKH, IPEICTABICHNUS, PACTIPOCTPAHEHHUS HH(OPMALIH U CIIOCOOBI
OCYLIECTBIICHUSI TAKUX MPOLECCOB M METOIOB (MH()OPMAIIIOHHBIE TEXHOIOTHN)

Ymeer BbIOMpaTh U UCIOJIB30BaTh COBPEMEHHBIE HH(OPMALIMOHHO-KOMMYHHKAIIMOHHBIE M HHTEIJUIEKTYaIbHbIE TEXHOJIOTHH,
MHCTPYMEHTAIIBHBIE CPEJIbl, MPOTPAMMHO-TEXHUUECKHE IUTaTPOPMBI JUTS pelIeHHs 3a1a9 TPO(eCCHOHATBHON NeITeILHOCTH
BnaseeT HaBbIkaMu pabOTHI C IaHHBIMU C TIOMOIIBI0 HHPOPMAIIHOHHBIX TEXHOJIOTHI

Ilpoosunymeutii ypoeens:

3HaeT MpoIecchl, METOIbI TIOUCKa, cOopa, XxpaHeHus1, 00pabOTKH, ITPECTAaBICHUS, PACIPOCTPAHEH I HHPOPMAITUH U CIIOCOOBI
OCYLIECTBIICHUS TAKHX MPOLECCOB ¥ METOOB (MH()OPMAIIHOHHBIE TEXHOJIOTHH ); COBPEMEHHbIE HHCTPYMEHTAJIBHBIE CPEIbL,
MIPOrpaMMHO-TEXHUUYECKUE TIATGOPMBI U IIPOrPaMMHBIE HCIIOJIb3yeMbIe ISl PEIeHHs 32124 NPOPEeCCHOHANBHO I TeTbHOCTH

Ymeer BbIOMpaTh U UCIOJIB30BAaTh COBPEMEHHBIE HH(OPMALIMOHHO-KOMMYHHKAIIMOHHBIE M HHTEJUICKTYalbHbIE TEXHOJIOTUH,
MHCTPYMEHTAJIbHBIE CPEbl, IPOrPaMMHO-TEXHHYECKHE IIaTGOPMBI U TPOTPaMMHBIE CPEACTBA, B TOM YHCIIE OTEYECTBEHHOTO
MPOU3BOJCTBA, A PEIICHUS 3a4a4 MPOPeCCHOHATBLHON ASTEIbHOCTH

Brnaneer HaBbIkaMu pabOTHI ¢ JAHHBIMH € TOMOLIBI0 MHYOPMAIIMOHHBIX TEXHOJIOTHIA; HABBIKAMH NPUMEHEHUSI COBPEMEHHBIX
MH()OPMAIIIOHHO-KOMMYHHKAIIMOHHBIX ¥ HHTEIUIEKTYAJIBHBIX TEXHOJIOTHH, HHCTPYMEHTAIBHBIX Cpell, IPOrPaMMHO-TEXHHYECKUX
m1aT(opM U MPOrpaMMHBIX CPEJICTB AN PEIISHUS 3a4ad IPO(PECCUOHAIBLHOM AESTEIbHOCTH




Buicokuii ypoeens:

3HaeT MpoIecChl, METOIbI TIOUCKA, cO0pa, XpaHeHUs, 00pabOTKH, MPEIICTABICHNUS, PACIPOCTPAHEHUSI HHPOPMALIUHU U CIIOCOOBI
OCYILECTBICHHS TAKHX IPOIIECCOB M METOIO0B (MH(GOPMAIIMOHHBIC TEXHOJIOTHH); COBPEMEHHBIC HHCTPYMEHTAIBHBIC CPEIBI,
OPOrpaMMHO-TEXHHYECKHE MIAaT()OPMBI U TPOrPAMMHBIC CPEJCTBA, B TOM YHCIIC OTCYSCTBEHHOTO IPOM3BO/ICTRA, UCIIOIB3YEMBIE IS
pereHust 3a1a4 npohecCHOHATBHOM ASSITEbHOCTH, M IPHHLUITBI HX PAOOTHI

YMeeT BBIOMPATh U UCIIOIB30BAaTh COBPEMEHHbIE HHPOPMAIIMOHHO-KOMMYHHKAIIMOHHBIE U HHTEJIEKTyalbHbIe TEXHOJIOTUH,
MHCTPYMEHTAJIbHBIE CPEIbl, IPOrpaMMHO-TEXHHYECKHUE TUIaT(HOPMBI U TPOTPaMMHBIE CPEACTBA, B TOM YHCIIE OTEYECTBEHHOTO
MPOU3BOJCTBA, IS PEIICHNUS 3a1a4 MPOoheCcCHOHATBLHON AESTEIbHOCTH; aHATM3UPOBATh PO ECCHOHANBHBIE 33/1a41, BRIOUPATh U
UCIIOIB30BATh MOIXOIIINE HH(POPMAIIMOHHBIE TEXHOIOTUU

Bnaneer HaBbIkaMu pabOTHI ¢ JAHHBIME € TIOMOIIBI0 HHOPMAIIMOHHBIX TEXHOJIOTHI; HABBIKAMH IPHUMEHEHHS COBPEMEHHBIX
MH()OPMAIIOHHO-KOMMYHHKAIIMOHHBIX M MHTEIUIEKTYJIBHBIX TEXHOJIOTHH, HHCTPYMEHTAJIBHBIX Cpell, IPOrPaMMHO-TEXHIYECKUX
wiaThopM U MPOrpaMMHBIX CPECTB, B TOM YHCIIE OT€YECTBEHHOTO IIPOU3BOCTBA, IS PEIeHHs 3a1a4 NpodhecCHoHaIbHON
JIeSATEIbHOCTU

OIIK-6:Crnocod6eH pemaTs cTaHAAPTHBIE 32124 MPO(ecCHOHAIBHOI 1esITeILHOCTH HA 0CHOBe HH(OPMALIMOHHO 1
oudanorpadguyeckoii KyJabTypbl ¢ HPpUMEHEHHeM HH(POPMAIMOHHO-KOMMYHUKAIMOHHBIX TeXHOJIOTHIA;

Heoocmamounulii yposens:

He 3naet npuHImns! HHGOPMANHOHHOH U OHOIHOrpadMIecKoi KyIbTyPhl, METOIBI U CPEACTBA PEIICHNS CTAHAAPTHBIX 3a1a4
podeCCHOHATBLHOM AESTETEHOCTH C MPUMEHEHHEM HH(OPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHIA 1 C YY€TOM OCHOBHBIX
TpeOoBaHHi HHPOPMAIHOHHOI 6e30MMacHOCTH

He ymeer pelrats craniapTHbIe 3a1a4d PO(HECCHOHATBHON ACSITETHOCTH Ha OCHOBE HH(OPMAIIMOHHON U OHOIMorpaduieckoit
KyJbTYPHI C IPHMEHEHHEM HH()OPMAIHOHHO-KOMMYHHKAITHOHHBIX TEXHOJIIOTHI U C Y4ETOM OCHOBHBIX TPeOOBaHM
UH()OPMAIIMOHHON 0€30IaCHOCTH

He BiageeT MeToaMu MOYCKA U aHANN3a HHPOPMAIMH IS IIOATOTOBKH JTOKYMEHTOB, 0030pOB, pedepaTos, JOKIAI0B,
nyOJMKaIuii, Ha OCHOBE HH(OpMaIIMOHHOH U OnbIHOTrpadUIecKoil KyIbTyphI C Y4€TOM COOJIIOICHHS aBTOPCKOT'O 1paBa U
TpeOoBaHHi HHPOPMAIIHOHHO 6€30MacHOCTH

Ilopozoewiii yposens:

3HaeT NPUHIMIB HHPOPMAMOHHOH KYJIbTYPHI, METObI PELIEHHs] CTAHAAPTHBIX 33/1a4 PO(MEeCCHOHANBEHOMN NeITeNbHOCTH C
IpUMeHeHneM HH(OPMAIIHOHHO-KOMMYHUKAIIMOHHBIX TEXHOIOTHIA

Ymeer pemiats craHIapTHBIE 3a/1a4u MPO(ECCHOHAIBHOM JeITENbHOCTH Ha OCHOBE HH()OPMAIIMOHHOM KYJIBTYPBI C IPUMEHEHHEM
UHPOPMAIIOHHO-KOMMYHHUKAIIHOHHBIX TEXHOJIOTHH

Brageer MeTogamMu moncKa M aHanHM3a HHGOPMAIUHK JUIS HOATOTOBKH JOKYMEHTOB, 0030pOB, pedepaToB, TOKIAI0B, ITyOIIKAIHi,
Ha OCHOBE NH(OPMALMOHHON 1 OUOIHOrpadUIecKOi KyIbTYphI

IIpoosunymotit ypoeens:

3HaeT NPUHIUITEI HHPOPMAIIMOHHON 1 6HOMHorpadudeckoil KyIbTypbl, METOIBI M CPEJCTBA PEIICHNS CTAaHAAPTHBIX 3a/1a4
po(heCcCHOHATBEHOM AEATSIBHOCTH ¢ IPUMEHEHHEM HH(pOPMAIIHOHHO-KOMMYHHUKAITHOHHBIX TEXHOIOTHI

YMeeT peraTh CTaHAapTHBIE 3aJaul IPo(hecCHOHAIbHON IEsTeNbHOCTY Ha OCHOBE MH(GOPMalMOHHOM U Oubauorpaduueckoi
KyIBTYpPBI C IPEMEHEHHEM HH(POPMAITMOHHO-KOMMYHHUKAIIHOHHBIX TEXHOJIOTHIT

Brnaneer MetoaMu oucKa U aHainu3a HHGOPMAIMU JUIs TOJrOTOBKU IOKYMEHTOB, 0030p0B, pedepaToB, JOKIANO0B, IIyOIuKanui,
Ha OCHOBE HH(OPMALMOHHON 1 OubIHorpaduIecKoi KyIbTyphl C yU€TOM COOIIOEHHS aBTOPCKOT'O IIpaBa

Buvicokuii yposenn:

3HaeT NPUHIHUITEI HHPOPMAIIMOHHON 1 6HOMIorpadudeckoil KyIbTypbl, METOIBI M CPEJCTBA PEIICHNS CTAaHJAPTHBIX 3a/1ad
po(hecCHOHATBHOM AEATENPHOCTH ¢ TIPUMEHEHHEM HH(POPMAITHOHHO-KOMMYHHUKAITHOHHEIX TEXHOJIOTHI U C y9ETOM OCHOBHBIX
TpeOoBaHMi HHPOPMAIIOHHOM 0€3011aCHOCTH

YMeeT peraTh CTaHIapTHHIE 3aJaul IPO(HECCHOHATIBHON JIESITEIbHOCTH HAa OCHOBE HH(MOPMALMOHHON 1 6ubarorpaduyeckoi
KYJIbTYPBI C IPUMEHEHHEM UH()OPMAIIHOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHH U C yYETOM OCHOBHBIX TPEOOBaHUI
MH(OPMAIIIOHHON 0€30MacCHOCTH

Brnaneer MetoaMu moucka 1 aHanu3a HHGOPMAIMU IS TOATOTOBKH JOKYMEHTOB, 0030pOB, pedepaToB, JOKIAA0B, ITyOIuKanui,
Ha OCHOBE MH(POPMALUOHHON 1 616110orpaduecKkoil KyabTyphl ¢ y4eTOM COOJIIOAEHUS aBTOPCKOTO TIpaBa U TpeOOBaHUI
“HGOPMALMOHHON 0€30MacHOCTH

6.2. Illxana oueHMBAHUS B 32aBHCUMOCTH OT YPOBHs c)OPMHPOBAHHOCTH KOMIIeTeHIHii

YpoBens c(hopMHpPOBAHHOCTH KOMIIETeHIMI

Xii;f;:ﬁ,ffgn 1. HenocraTo4Hblii: 2. Iloporosbiii: 3. lIponBUHYTBII: 4. Boicokuii:
KOMIIeTEeHIINH He KOMIeTeHIINH KOMIeTEeHIIUH KOMIeTeHIIUH
JIOCTHIKEHUSI
KOMIIETE I copMHpOBaHBI. copMHupOBaHBI. copmupoBaHbl. copmupoBaHbl.
3HaHUs OTCYTCTBYIOT. CdopmupoBaHbl 6a30BbIE 3HaHus OOLIMpPHEIE, 3HaHUs TBEpbIE,
3HaHus: CTPYKTYpbI 3HAaHHH. CHUCTEMHBIE. apryMeHTHPOBaHHBIE,
BCECTOPOHHHUE.
YMmeHus He YMeHus GparMeHTapHbl U1 | YMeHUs HOCAT YMeHns ycnenHo
c(hOpMHUPOBaHEIL. HOCAT penpoyKTUBHBIN PEeNpONYKTUBHBIHN MIPUMEHSIOTCS K PEIIeHHIO
Ymenus: XapakTep. XapakTep MPUMEHSIOTCA K | KaK TUIOBBIX, TaK U
PEIICHUIO THIIOBBIX HEeCTaH/IapTHBIX
3aJlaHuil. TBOPUYECKHX 3a/laHUI.




HaBbiku He

HaBpbikn:

c(hOpMHPOBAHBI.

Hemonctpupyercs Hu3kuii | JleMoHCTpUpyeTcst
yYpOBEHb JIOCTaTOYHBIN yPOBEHb
CaMOCTOSITEIbHOCTH CaMOCTOSITENIbHOCTH
MIPAKTUYECKOTO HaBBIKA. YCTOHYUBOTO
MPAaKTUYECKOTO HaBbIKA.

HemoncTpupyercs
BBICOKHH yPOBEHB
CaMOCTOSITEIIbHOCTH,
BBICOKAsI aallTHBHOCTD
MPaKTUYECKOrO HaBbIKA.

Onncanne KpUTEpHEeB OUCHUBaAHUA

OO0yuaromuicst JTeMOHCTPHUPYET:
- CyILECTBEHHbIE TPOOEIIbI B
3HaHUAX y4eOHOro MaTepuara,
- IOy CKaIOTCS
NPUHIUNHATBHBIE OIIUOKHU MTPU
OTBETE HAa OCHOBHBIE BOIIPOCHI
OnneTa, OTCYTCTBYET 3HAHHE U
MOHMMaHUE OCHOBHBIX TIOHATHH
U KaTErOpHUi;

- HENIOHMMaHUE CYLTHOCTH
JOTIOJIHUTENHHBIX BOIIPOCOB B
paMmKax 3aJlaHuii Oniera;

- OTCYTCTBHE YMEHUS
BBITIOJTHATD TIPAKTUIECKHE
3aJlaHus, IPEelyCMOTPEHHBIC
MPOTPaMMON JUCIMILIMHBL,

- OTCYTCTBHE TOTOBHOCTH
(CTIOCOOHOCTH) K AMCKYCCHU U
HU3Kasl CTENICHb KOHTAKTHOCTH.

OO0yuaromuiicst JTeMOHCTPUPYET:
- 3HAHUS TEOPETHIECKOTO
Marepuana;

- HEeTIOJIHbIE OTBETHI Ha
OCHOBHBIE BOIIPOCHI, OIIUOKH B
OTBETE, HEIOCTATOYHOE
MOHMMAaHUE CYIIHOCTH
M3JIaraeMbIX BOTIPOCOB,

- HEYBEpPCHHbBIC U HETOYHBIC
OTBETHI Ha JOTOJHHUTEIbHBIC
BOIIPOCHL;

- HEJIOCTATOYHOE BIIaJICHUE
TUTEpaTypOH,
PEKOMEHIOBaHHON MPOTpamMMOoit
JTACIUTUINHEI;

- yMeHue 6e3 rpyObIX OIHOoK
peniath MpakTHYSCKUe 3a1aHus,
KOTOPBIE CIIETYET BHITOIHUTD.

OOyuaromuiicst JeMOHCTPUPYET:
- 3HAHUE U MOHUMaHKe
OCHOBHBIX BOTIPOCOB
KOHTPOJIMPYEMOro o0bemMa
IIPOTrPaMMHOTO MaTepuana;

- TBep/bIe 3HAHUS
TEOPETHIECKOTO MaTepraa;
-CIIOCOOHOCTh yCTaHABIUBATh U
OOBSCHATH CBSI3b MIPAKTHKU
TEOPHH, BBISBIIATH
IIPOTUBOPEUHS, IPOOIEMBI U
TEHJCHIIMU Pa3BUTHS;

- IpaBUJIbHBIE U KOHKPETHBIE,
6e3 rpyOBIX OIIHOOK OTBETHI Ha
MOCTABJICHHBIE BOMPOCHI;

- yMEHHE PelIaTh MPAKTHICCKUE
3aj1aHus, KOTOPbIE CIeIyeT
BBITIOJTHUTE;

- BIaJIecHHuEe OCHOBHOM
JIATEPaATypOH,
PEKOMEHI0OBaHHO porpaMMoi
JIACIUTUTHHEI,

- HaJTM4YKre COOCTBEHHOU
000CHOBaHHOH MMO3UIINH 110
00CyKTaeMbIM BOIIPOCAM.
Bo03MOXHBI He3HAUNTEbHBIE
OTOBOPKH M HETOYHOCTH B
PaCKPBITHH OTIEITBHBIX
NOJIOKEHUI BONPOCOB OMIIETA,
IIPUCYTCTBYET HEYBEPEHHOCTH B
OTBE€TAaxX Ha AONOJHUTCIIbHBIC
BOIIPOCHL.

OO0yuaromuiicst JTeMOHCTPHUPYET:
- IIIy0OKHe, BCECTOPOHHUE U
apryMEHTHUPOBAHHbIC 3HAHUS
OPOrpaMMHOTO MaTepuara;

- IOJTHOE TIOHUMaHHUE CYLIHOCTH
U B3aHMOCBSI3U
paccMaTpUBaeMBbIX IIPOLIECCOB U
SIBJICHHI, TOYHOE 3HAHHE
OCHOBHBIX TIOHATHI B PaMKax
00CYKIaeMbIX 3aJaHHI;

- CIIOCOOHOCTH YCTAHABJIMBATH U
OOBSICHSTH CBSI3b IPAKTHKH U
TEOopHH;

- JIOTHYECKH
MOCJIeTOBATEbHBIC,
coJiepKaTeNbHble, KOHKPETHBIE
Y MCYEPTIBIBAIONINE OTBETHI HA
BC€ 3a7aHus OMIIeTa, a TaKKe
JIOTIOJTHUTEITBHBIC BOIIPOCHI
9K3aMEHATOPA;

- yMEHHE peliaTh
MPAKTHICCKHE 3aIaHNUs;

- cBOOOTHOE HCTIOJIb30BaHHKE B
OTBETaxX Ha BOIIPOCHI
MaTepuanoB PeKOMEHI0BaHHOM
OCHOBHOM U JIOTIOJIHUTEIIBHON
JIUTEPaTyPHL.

0 - 59 6a10B 60 - 69 6a10B 70 - 89 6a.10B 90 - 100 6aJ1;10B
Onenka Onenka Onenka Onenka
«He3aYer», «324YTEHO/yI0BJIETBOPUTEIHLHO, «32YTEHO/XOPOIIOY, «32YTEHO/OTIIMIHOY,
«HeyI0BJIETBOPUTETHLHO» «YIOBJIETBOPHUTEIHHO» «XOpOILI0» «OTJIHYHO»

OuneHoYHbIE CPEACTBA, 00ecneYnBaloIHe JHATHOCTHKY ¢(hOPMHPOBAHHOCTU KOMIIETEHIIUI, 3asiBJeHHBIX B padoyeii
nporpaMme 1o AMCHUILIMHE (MOJIY.II0) /sl IPOBeIeHUsI IPOMEXKYTOUHOMH aTTecTaluH

OLIEHUBAHUE YPOBHSI 3HAHUI: TeopeTndeckmuii 0JI0K BOIPOCOB. YPOBeHb 0CBOEHHUSI MPOrPaAMMHOI0 MaTepuaJa,
JIOTHKA M TPAMOTHOCTb M3JI0’KEHHs, YMEHHe CAaMOCTOATEIbHO 000011aTh M M3J1araTh MaTepuall.

1. HenocraTtouHsliit ypoBEeHb

He 3HaeT OCHOBHBIE METO/BI, CIIOCOOBI U CPEACTBA MONTYUYCHUs, XPAaHEHUs], TIepepadOTKN HHBOPMALTUU

He Bnaneer HaBbIkamMu pa6OTI)I C JaHHBIMH C IIOMOIIBLIO HHd)OpMaHHOHHBIX TeXHOJ’IOFHﬁ; HaBbIKaMU NPUMCHEHUA COBPEMCHHBIX
PIH(bOpMaHI/IOHHO-KOMMyHI/IKaIII/IOHHI)IX 1 UHTCJUICKTYaJIbHBIX TeXHOJ’IOl"HfI, HUHCTPYMCHTAJIBHBIX CPE/], IPOTPAMMHO-TEXHUYCCKUX
HJ'IaT(bOpM " IporpaMMHBIX CPEACTB, B TOM YUCJIE OTECUCCTBCHHOT'O IIPOU3BOJACTBA, JJId pCUHICHUSA 3a1a4 HpO(i)eCCHOHaHI)HOﬁ

JACATCIBbHOCTH

He 3HaeT nporecchl, MeTo/bI TOKUCKA, cOOpa, XpaHeHHs, 00pabOTKH, IIPEICTaBICHUS, pACIPOCTPAHEHUS! HH(OPMALIUU U CTIOCOOBI
OCYLIECTBIICHUS TAKHX MPOLECCOB ¥ METOOB (MH()OPMAIIHOHHBIE TEXHOJIOTHH ); COBPEMEHHbBIE HHCTPYMEHTAJIBHBIE CPEIbL,
MIPOrpaMMHO-TEXHUUYECKUE IIATGOPMBI U IPOTPaAMMHBIE CPEJICTBA, B TOM YHCIIE OTEUYECTBEHHOTO MPOHU3BOJICTBA, UCIIOIb3YEMBbIE JUIS
peuieHus 3a1a4 npo(ecCUOHaIbHOM ACATENLHOCTH, Y IPUHIUIIBI UX PabOThI

He 3HaeT npuHIMIBI HHPOPMAIUOHHOK U OHOIHOTrpadUIecKoi KyJIbTYPhI, METOIBI U CPEACTBA PEIICHNS CTAHAAPTHBIX 3a1a4
podeCCHOHATBHOM AEATEIBHOCTH C MPUMEHEHUEM HH(MOPMAIIMOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTHI M C Y9€TOM OCHOBHBIX
TpeOoBaHMi HHPOPMAIIMOHHOI 0€30MaCHOCTH

He 3Haer npouecchl, MeTo/1bl IOKCKA, cOOpa, XpaHeHHs, 00pabOTKH, IpeloCTaBICHHs, PaCIpPOCTPpaHeHUsI HH(OpMaIMU 1 cIOCOOBI
OCYILIECTBIICHUS TAKHUX MPOLECCOB U METOJI0B (MH()OPMAIIMOHHBIE TEXHOJIOTHH); JIOTUKY TOCTPOSHUS M PUHIIMIIBI
(YHKIIMOHUPOBAHHS COBPEMEHHBIX S3bIKOB IIPOTPAMMHUPOBAHHS M S3BIKOB PaOOTHI ¢ 0a3aMy JaHHBIX, Cpex Pa3paboTKu
MH()OPMAIIOHHBIX CHCTEM M TEXHOJIOTUH, IPUHIMIIBI pa3pabOTKH alrOPUTMOB U KOMIIBIOTEPHBIX MIPOTPaMM; COBPEMEHHBIE SI3BIKH
HPOrPaMMHUPOBAHHUS U SI3BIKK PaOOTHI ¢ 6a3aMu JaHHBIX, CPEAbl Pa3pabOTKH HHGOPMALIMOHHBIX CUCTEM U TEXHOJIOTHH




He Bnaneer HaBbIkamMu pa3pa60TKH OPUTMHAJIBHBIX aJITOPUTMOB U KOMIIBIOTCPHBIX IIPOTpaMM, IMPUTOJHBIX IJIA IPAKTUYECKOro
NPUMCHCHUSI; HABbIKAMU OTJIAAKU U TECCTUPOBAHUS IMTPOTOTHUIIOB IIPOTPAMMHO-TCXHUYCCKUX KOMITJICKCOB 3a1a4

He Bnaneer HaBbIkamMu MNPUMCHECHUSI OCHOBHBIX METO0B, cIoco0oB 1 CpEACTB MOJYUCHUS, XPaHCHUS, nepepa60TI<1/1 I/IH(l)OpMaHI/II/I

He ymeer perrats craniapTHbIe 3a1a4d MPO(HECCHOHATIBHOM ACSITENBHOCTH Ha OCHOBE MH(OPMAIIMOHHOW U OHOIHorpaduveckoit
KyJIbTYpHI C IPHMEHEHHEM HH()OPMAIMOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTHI U C Y4ETOM OCHOBHBIX TPeOOBaHMI
UH()OPMAIIOHHON 0€30IaCHOCTH

He ymeet npuMeHsITh B IpodeCCHOHAIBHON JESTENFHOCTH OCHOBHBIE METOIbI, CIIOCOOBI M CPEACTBA MONTYYCHHUS, XPAHCHHUS,
nepepadoTKH HHPOPMALTUH

He Bmageer MeTomaMu MOMCKa U aHaNM3a HHGOPMAIUH IS HOATOTOBKH JOKyMEHTOB, 0030pOB, pedepaToB, AOKIAA0B, TyOINKaLIH,
Ha OCHOBE UH(OPMAIOHHON U 6ubarorpapuIeckoi KyIbTyphl C yU€TOM COOMIOIEHHS aBTOPCKOIO IpaBa U TpeOoBaHUH
UH()OPMAIIOHHON 0€30IaCHOCTH

He ymeet BbIOMpaTh S3bIKH IPOTPAMMHUPOBAHUS U S3bIKH PabOThI ¢ 0a3aMH JaHHBIX, CpeAbl pa3padOTKU MH(POPMAIIMOHHBIX CHCTEM
U TEXHOJIOTH, KCXOsl N3 UMEIOIINXCS 3a/]1a4; IPUMEHATh COBPEMEHHBIE SI3bIKH IPOrPaMMHUPOBAHUS JUIs pa3pabOTKU OPUTHHAIBHBIX
ITOPUTMOB ¥ KOMIIBIOTEPHBIX IPOrPaMM, IPUTOIHBIX ISl IPAKTHYECKOTO IPUMEHEHHUs1, BECTH 0a3bl JaHHBIX U HH(OPMAIMOHHBIE
XPaHWIUIIA, TPIMEHATH COBPEMEHHBIE IPOTPaMMHBIE Cpe/Ibl Pa3paboTKu HHPOPMAMOHHBIX CUCTEM U TEXHOJIOTHH; YUTATh KOJBI
IPOrPaMMHBIX NIPOAYKTOB, HAMCAHHBIX HA OCBOSHHBIX SA3BIKaX MPOrPAMMHPOBAHUS, U BHOCHTh TpeOyeMble H3MEHEHHUST;
aHAIN3UPOBaTh NpodheccHoHaIbHBIE 3aJa4H, pa3padaThIBaTh MOIXOIAMIINE HHPOPMAMOHHEIE PEIICHUS; CAMOCTOATEIHFHO OCBAaHBATh
HOBBIE 7151 ce0s1 COBPEMEHHBIE S3bIKH IIPOTPaMMHUPOBAHUS U SI3bIKH PA0OTHI ¢ 0a3aMu IaHHBIX, CPEIbl, pa3paboTKu
UH()OPMAIIOHHBIX CUCTEM U TEXHOJIOTHH

He yMmeeT BLI6I/IpaTI> 1 UCIIOJIB30BAaTh COBPECMEHHBIC I/IHCI)OpMaL[I/IOHHO-KOMMyHI/IKaL[I/IOHHBIE 1 MHTCJUICKTYaJIbHBIC TCXHOJIOTHH,
HHCTPYMCHTAJIBHBIC CPEABI, IPOTPAMMHO-TCXHUYCCKUE l'[J'[aT(t)OpMI)I " nporpaMMHBbIE CPEACTBA, B TOM YUCJIC OTCUCCTBCHHOT'O
IMPpOU3BOACTBA, AJIA PCIICHUA 3a/1a4 HpOCbeCCI/IOHaJ'H)HOI\/‘I JACATCIIBHOCTHU, aHAJIU3UPOBATh HpO(beCCI/IOHaJ'IBHLIC 3ajaduu, BLI6I/IpaTI) "
HCIIOJIB30BaTh NMOAXOAAIIUE PIH(bOpMaLII/IOHHLIC TCXHOJIOIT'HHU

2. IToporoBelil ypoBeHB

3HaeT MIPUHIOHUIIBL PIHCbOpMaLIPIOHHOﬁ KYJBbTYPbI, METOABI PCIICHUA CTAHAAPTHBIX 3aJla4 HpOd)eCCI/IOHaHLHOﬁ JACATCIIBHOCTH C
TMPUMCHCHUEM I/IH(bOpMaI_II/IOHHO-KOMMyHI/IKaIlI/IOHHLIX TEXHOJIOTUH

Ymeer periats craHIapTHbIE 3a/1a44 PO(EeCCHOHATIBHOI esITebHOCTH Ha OCHOBE HH()OPMAIIMOHHOM KYJIBTYPBI C IPUMEHEHHEM
UHPOPMAIIOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHIHA

Bﬂa;[eeT HaBbBIKaMU pa60T1>1 C JaHHBIMH C IIOMOUIBIO I/IH(i)OpMaI_[I/IOHHI;IX TEXHOJIOTUH

Birazeer MeToqamMu MOKCKA M aHAIH3a HHGOPMALUHK sl MOATOTOBKU JOKYMEHTOB, 0030p0B, pehepaToB, HOKIAI0B, IyOInKaiuii, Ha
OCHOBE HHPOPMAIIHOHHOHN U ONOIHOrpadUUECKO KyIbTyphI

YMeeT BBIOHPATH S3BIKK IIPOTPAMMHPOBAHUS U SI3BIKH PAOOTHI ¢ 0a3aMH JaHHBIX, CPeAbl Pa3padOTKH HHHOPMAIIMOHHBIX CHCTEM U
TEXHOJIOTHH, HCXOAS U3 UMEIOLINXCS 3aa4

3HaeT NpoIEecChl, METO b OUCKa, cOopa, XpaHeHus1, 00pabOTKH, IPEIOCTABIEHUS, PACIPOCTPAHEHUS UHPOPMALIUH U CIIOCOOBI
OCYILIECTBIICHUS TAKUX MPOLECCOB U METOJI0B (MH()OPMAIIMOHHBIE TEXHOJIOTHH )

3HaeT MpOIeCcChl, MeTO bl TOUCKa, cOopa, XpaHeHus], 00pabOTKH, IPECTABICHNS, PACIIPOCTPAHEHUS HHGOPMALIMH 1 CIIOCOOBI
OCYLIECTBIICHUSI TAKHX MPOLECCOB M METOIO0B (MH()OPMAIIOHHBIE TEXHOJIOTHN)

3HaeT OCHOBHBIE METO/BI TIepepadoTKH HH(POPMAIIUU

BrnaneeTr HaBbIKaMu IPUMEHEHUSI OCHOBHBIX METOJIOB NI€pepadoTKu HHPOpMaLUK

BJ'[aIlCCT HaBbBIKaAMU pa3pa60T1<1/1 AJITOPUTMOB, IPUT'OAHBIX IJIA IMIPAKTUYCCKOTO IPUMCHCHUS

VYmeer BLI6I/IpaTL 1 HUCII0JIB30BATH COBPEMECHHBLIC I/IH(I)OpMaL[I/IOHHO-KOMMyHI/IKaL[I/IOHHBIE W UHTCIJICKTYAJIbHBIC TEXHOJIOTHUH,
HUHCTPYMCHTAJIBHBIC CPCAbI, IPOTPAMMHO-TEXHUYCCKUC HHaT(bOpMLI JJI peHICHUA 3a1a4 HpO(I)eCCHOHaJILHOfI JACATCIIbHOCTH

YMeeT npuMeHsITh B podeccnoHanbHON IeSATENFHOCTH OCHOBHBIE METO/IBI TIEPepadoTKH HHPOPMAIIUU

3. [IpoBUHYTEIH YPOBEHB

YMeeT BBIOUPATh A3BIKK IPOTPAMMHUPOBAHUS U SI3BIKH PAOOTHI ¢ 0a3aMH JaHHBIX, CPebl pa3padoTK HHGOPMAIMOHHBIX CUCTEM U
TEXHOJIOTHH, UCXOJSl U3 UMEIOLIMXCS 3a1a4; IPUMEHSITh COBPEMEHHbIE S3BIKM TPOTPaMMUPOBAHHS AL Pa3pabOTKU OPUTHHATIBHBIX
ITOPUTMOB M KOMIIBIOTEPHBIX MIPOTPAMM, IIPUTOAHBIX AT HPAKTHIECKOTO IPUMEHEHHUS, BECTU 0a3bl JaHHBIX 1 HH(OOPMAILIOHHBIE
XPaHWINIIA, TPUMEHATh COBPEMEHHEIE TPOTPAMMHBIE CPe/Ibl Pa3pabOTKH HH(POPMAIIMOHHBIX CHCTEM H TEXHOJIOTHH

3HaeT MPOIIeCChl, METOMBI TIOKCKA, cOOpa, XpaHeH s, 00pabOTKH, TPEIOCTABIEHNUS, PACIPOCTPaHEHNI HHOOPMAILIHN U CTIOCOOHI
OCYLIECTBIICHUSI TAKUX MPOLIECCOB M METOJO0B (MH()OPMAIIIOHHBIE TEXHOIOTHH); JIOTUKY MOCTPOCSHHS 1 IPUHIUIIBI
(YHKIIMOHUPOBAHHS COBPEMEHHBIX S3bIKOB IIPOrPAaMMHUPOBAHUS U A3BIKOB PaOOTHI ¢ 0a3aMy JaHHBIX, CPel Pa3paboTKu
“H(QOPMALUOHHBIX CUCTEM M TEXHOJIOIUH, IPUHIMIIB! Pa3pabOTKU aArOPUTMOB U KOMIIBIOTEPHBIX IPOrpaMM

Brnaneer MeToaMu IMoucKa W aHaM3a HHGOOPMAIHH JUIS TOJrOTOBKH JTIOKYMEHTOB, 0030pOB, pedepaToB, JOKIAI0B, ITyOINKalnii, Ha
OCHOBE WH()OPMAMOHHOW 1 ONOIHOTrpadUIecKOr KyIBTYPhI C Y4ETOM COONIOZICHHS aBTOPCKOTO MpaBa

3HaeT OCHOBHbIE METO/IbI, CLIOCOOBI TepepaboTku nHGopMamu

YMeeT peraTh CTaHAapTHHIE 3aJa4l IPo(HEeCCHOHATIBHON IESITeIbHOCTH Ha OCHOBE HH(MOPMAMOHHON 1 OubIrorpaduyeckon
KyJIbTYpBI C IPUMEHEHHEM UH(GOPMALMOHHO-KOMMYHUKALMOHHBIX T€XHOIOTHi

YMeeT NpUMEeHSITh B PodeccnoHaIbHON AeSTeNbHOCTH OCHOBHBIC METO/IBI, CIOCOOBI IEpepadoTKH HH(POPMALIUU

Brnaneer HaBbIKaMu MPUMEHEHHUS! OCHOBHBIX METOJI0B, CIIOCOO0B IepepadoTKN HHGOPMaAUU

Brnaneer HaBbIkaMu pa3pabOTKH OPUTHHAIBHBIX alTOPUTMOB M KOMITBIOTEPHBIX IPOTPaMM, IPUTOAHBIX /ISl TPAKTUIECKOTO
MIPUMECHEHUS

Brnaseet HaBbIkaMu pabOTHI C IaHHBIMH C TIOMOIIBI0 HH(POPMAIIMOHHBIX TEXHOJIOTHIT, HABBIKAMHU MPUMEHEHHUSI COBPEMEHHBIX
MH()OPMAIIIOHHO-KOMMYHHUKAIIMOHHBIX M MHTEJUICKTYIBHBIX TEXHOJOTHH, HHCTPYMEHTAIBHBIX CPEJI, MPOrPAMMHO-TEXHUYECKUX




mw1aT(GopM U POrpaMMHBIX CPEJCTB AJsl PEIISHUS 3aJa4 IPO(PECCUOHAIBHOM AESTEIbHOCTH

3HaeT MpoIecChl, METO/IbI TIOUCKA, cOOpa, XpaHEeHHs, 00pabOTKH, ITPEACTABICHUS, PACIPOCTPAHEHHSI HHPOPMAIUH U CITOCOOBI
OCYLICCTBICHUS TAKHX MPOLECCOB ¥ METOJ0B (MH()OPMAIIHOHHBIC TEXHOJIOTHH ); COBPEMEHHbBIC HHCTPYMEHTAIBHBIE CPEIbL,
IpOrpaMMHO-TEXHHYECKUE MIAT(HOPMBI U MTPOrpaMMHBIE HCTIONb3YEeMBbIC IS PEIICHUS 33124 MPo(eCcCHOHATbHON ISSITENbHOCTH

3HaeT NPUHIUIBI UHGOPMAIMOHHOHN 1 6ubIHorpaduueckoil KyabTypbl, METObI U CPEJCTBA PEIICHHS CTaHJAPTHBIX 3a/1a4
npodecCHOHANbHON IeITeIBHOCTH C MPUMEHEHNEM HH(POPMAIIMOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTHH

Ymeer BLI6I/IpaTB 1 UCIIOJIB30BaTh COBPCMEHHBIC HH(bOpMaLIPIOHHO'KOMMyHI/IKaLII/IOHHbIC W UHTCIUICKTYAJIbHBIC TCXHOJIOTHUH,
HWHCTPYMCHTAJIBHBIC CPEABI, IPOTPAMMHO-TCXHUYCCKUE l'[J'IaTt’pOpMI)I U NporpaMMHBIE CPEACTBA, B TOM YUCJIC OTCUCCTBECHHOT'O
MpOoUu3BOACTBA, AJIs1 pCHICHUS 3a/1a1 HpO(beCCHOHaHBHOI;'I JACATCIIbHOCTH

4. Bricokuii ypoBeHb

3HaeT MpoIecChl, METOIBI TIOUCKA, COOpa, XpaHeHus1, 00pabOTKH, MPEIOCTABICHHS, PACTIPOCTPAHCHUST HH()OPMAIIUU U CIIOCOOBI
OCYIIECTBICHHS TAKHX IIPOIIECCOB M METOIOB (MH(POPMAIIMOHHBIC TEXHOJIOTHH); JIOTUKY [TOCTPOCHHMS U IPUHIHIIBI
(YHKIIMOHUPOBaHHS COBPEMEHHBIX SI3BIKOB MPOrPaMMHUPOBAHUS U S3bIKOB PaOOTHI ¢ 0a3aMH TaHHBIX, Cpell pa3pabOTKU
UH()OPMAIIOHHBIX CHCTEM M TEXHOJOTHUHl, IPUHIIMITHI pa3pabOTKU alrOPUTMOB U KOMITBIOTEPHBIX IIPOrPaMM; COBPEMEHHbIC S3bIKU
MPOrPaMMHUPOBAHHUS U SI3BIKK PabOTHI ¢ 0a3aMHU JAHHBIX, CPEbl Pa3pabOTKH HH(GOPMAIIMOHHBIX CHCTEM U TEXHOJIOTHIA

Ymeer BbIOMpATh S3bIKK IPOTPAMMHUPOBAHUS U S3bIKH paboThI ¢ 0a3aMU JaHHBIX, Cpebl pa3pad0TKU HH(POPMALIMOHHBIX CUCTEM H
TEXHOJIOTHHA, HCXOS U3 MMEIOLINXCS 33/1a4; IPUMEHSATh COBPEMEHHBIE SI3bIKH IPOrPaMMHUPOBAHUS JUI Pa3pabOTKU OPUTHHAIIBHBIX
ITOPUTMOB U KOMIBIOTEPHBIX MPOrPaMM, IPUTOIHBIX JUIsl IPAKTHUYECKOTO IPUMEHEHHsI, BECTH 0a3bl JAaHHBIX U HH()OPMAIIMOHHbIC
XpaHWIHIIA, IPUMEHSTH COBPEMEHHbIE IPOTrpaMMHbIE Cpe/Ibl pa3paboTKU MH(OOPMAIIMOHHBIX CUCTEM M TEXHOJIOTHIA; YUTATh KOJIbI
MIPOTrPaMMHBIX IIPOAYKTOB, HAITHCAHHBIX HA OCBOCHHBIX SI3BIKaX MPOTrPaMMHUPOBAHHMS, U BHOCUTD TpeOyeMble N3MEHEHNS;
aHaIM3UPOBaTh NpodhecCHOHAIbHBIE 3aJa4UH, pa3padaThIBaTh MOIXOIAIINE HHPOPMAIMOHHBIE PEIICHHUS; CAMOCTOSTEIEHO OCBAaUBaTh
HOBBIE JUTsI ce0sI COBpEMEHHBIE S3BIKU TPOTPaMMHUPOBAHUS U S3bIKU pabOoTHI ¢ 6a3aMu TaHHBIX, CPEBI, Pa3padOTKH
MHGOPMALIMOHHBIX CHCTEM H TEXHOJIOTHI

Brnaneer HaBbIkaMu pabOTHI ¢ JaHHBIMH € TOMOLIBI0 MHPOPMAIIMOHHBIX TEXHOJIOTHIA; HABBIKAMH MPUMEHEHUS COBPEMEHHBIX
“HGOPMATMOHHO-KOMMYHHKAIIHOHHBIX ¥ HHTEJUIEKTYIBHBIX TEXHOJIOTHIA, HHCTPYMEHTAIBHBIX Cpell, IPOrPaMMHO-TEXHHYECKUX
w1aT(opM U IPOTPaMMHBIX CPEJICTB, B TOM YHCIIE OTEUECTBEHHOTO IPOU3BOICTRA, U PEIeHNs 3a1a4 NpodeccHoHaIbHON
JIeSITeIbHOCTH

YMeer perath cTaHIapTHBIC 3a1a44 PO(ECCHOHATBHOM JeSITETHOCTH Ha OCHOBE MH(OPMAIIMOHHOW U OHOIHorpaduyeckoit
KyJbTYPHI C IPHMEHEHHEM HH)OPMATHOHHO-KOMMYHHKAIIHOHHBIX TEXHOJIOTHI U C Y4ETOM OCHOBHBIX TPeOOBaHM
UH(OPMAIIOHHON 0€30IaCHOCTH

3HaeT MPUHIMITEI HHPOPMALMOHHON U OMOIIMOrpaduecKol KyJIbTypPbl, METO/IbI U CPEJICTBA PEIICHUS CTAaHIapTHBIX 33134
npo¢eCcCHOHAIBHON IESTEILHOCTH C IPUMEHEHNEM HH(OPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTUH U C Y4€TOM OCHOBHBIX
TpeboBaHui HH(POPMAIIMOHHOH 0€30I1aCHOCTH

Vmeer BbIGl/lpaTb 1 UCIIOJIB30BaTh COBPEMECHHBIC I/IH(i)OpMaLll/IOHHO-KOMMyHI/IKaLlI/IOHHble 1 UHTCJUICKTYAJIbHBIC TCXHOJIOTUH,
HUHCTPYMCHTAJIBHBIC CPCAbI, IPOTPAMMHO-TEXHUYCCKUC l'[J'IaTCbOpMBI " nporpaMMHbI€ CPEACTBA, B TOM YUCJIC OTCUCCTBECHHOT'O
HIPOU3BOACTBA, AJIA pCHICHUSA 3a1a4 HpO(I)CCCPIOHaIILHOﬁ JACATCIIBHOCTHU; aHAJIU3UPOBATH HpOCbeCCI/IOHaHBHBIe 3ala4u, BLI6I/IpaTL u
HCIIOJIB30BaTh NOAXOAAINNE PIHCbOpMaL[I/IOHHBIe TEXHOJIOI'MHU

3HaeT Mpolecchl, METO Ikl TIOUCKa, cO0pa, XpaHeHus, 00pabOTKHU, MPENICTABICHHUS, PACIIPOCTPAHEHHUS HH(POPMALIUH U CIIOCOObI
OCYLIECTBIICHUS TAKHX MPOLIECCOB M METOOB (MH()OPMAIIHOHHBIE TEXHOJIOTHH ); COBPEMEHHbIE HHCTPYMEHTAJIBHBIE CPEbL,
MIPOrpaMMHO-TEXHIUUYECKUE IIATGOPMBI U IPOrPaMMHBIE CPEJICTBA, B TOM YHCIIE OTEYECTBEHHOTO ITPOU3BOJICTBA, UCTIONb3YEMBbIE JUTS
penreHus 3a1a4 NpophecCHOHANBEHOM e TeTbHOCTH, H IPHHIHITBL KX PaOOTHI

Brnaneer HaBbIKaMu IPUMEHEHHUSI OCHOBHBIX METOJIOB, CIIOCOOO0B U CPEACTB MOIyUYCHUS, XPAHEHUs], IepepaboTKu HH(POPMAIUU

Vmeer MPUMCHATH B Hqu)eCCHOHaJ'[bHOﬁ JACATCIIBHOCTH OCHOBHBIC METObI, CITIOCOOBI U Cpe€acCTBa MMOJYUCHUS, XPaHCHUS,
nepepabdoTky HHGOpPMaIu

3HaeT OCHOBHBIE METO/IbI, CIOCOOBI U CPEACTBA IOJIYyUESHUs], XPaHEHUs], IepepaboTKu HHGOpMALUH

Brnageer MeToamMu MoucKa W aHaH3a HHG)OPMAIHH JUTS TOITOTOBKH JOKYMEHTOB, 0030pOB, pedepaToB, TOKIAI0B, MyOIHKaHii, HA
OCHOBe WH(pOPMAOHHON 1 ONOIHOTrpadUIecKON KYJIBTYPhI C y4ETOM COONIOACHHS aBTOPCKOTO MpaBa U TpeOOBaHHUI
“HPOPMALMOHHON 0€30MacHOCTH

BHa}leeT HaBBIKAMU pa3pa60T1<1/1 OPUTHMHAJIBHBIX aJITOPUTMOB U KOMIIBIOTCPHBIX IIPOrpaMM, MPUTOAHBIX IJIA MIPAKTUYICCKOTO
MPUMCEHCHNS, HaBbIKaMH OTJIAAKU U TECTUPOBAHUSA IMTPOTOTUIIOB IPOTPAMMHO-TEXHUYCCKUX KOMIUICKCOB 3a/1a4

B ciydae, ecnu cyMMa peTHHIOBBIX OAJLIOB, IOJMYYEHHBIX IPU MPOXOXKAECHUH IIPOMEXYTOUHOM aTTecTanuu cocranser ot 0 10 9
OasutoB, To 3a4eT/ 3aueT ¢ oueHkoi/ 3xk3ameH HE CJIAH, He3aBHCHMO OT UTOTOBOTO PEHTHHTA MO TUCHUTUINHE.

B ciydae, eciii cyMMa peHTHHIOBBIX OaJlIOB, IOJIyYEHHBIX [IPU IPOXOKAECHUU IPOMEXKYTOUHOM aTTeCTallul HAXOAUTCA B Ipeaenax
ot 10 mo 30 6ayioB, To 3auet/ 3aueT ¢ oreHko/ sx3amen CIIAH, u pe3ynbTaT cauu onpenessieTcs B 3aBUCUMOCTH OT HTOTOBOTO
pelTrHra N0 AUCLUIIIMHE B COOTBETCTBUY C YTBEPKAECHHOHU MIKanoi nepesosaa u3 100-0a/1bHOM MIKajIbl OLEHUBAHUSA B 5-
OauTBHYIO.

Jns mpuBeeHns: peHTHHTOBOM OLleHKH 1o auciuiuinae o 100-0amibHo# mkase K aTTecTaluoHHON 10 5-0abHOM 1IKase B
cooTBeTcTBHU ¢ [TonoxeHneM o 6alIbHO-PEHTHHIOBOM CHCTEME OLIEHKH YCIIEBAEMOCTH CTYICHTOB (elepaIbHOro
TOCYAapCTBEHHOTO OI0PKETHOTO 00pa30BaTEeIbHOIO YUPEXKCHHUS BBICILIETO 00pa3oBaHus «MOCKOBCKUH rocy1apCTBE HHBIH
YHUBEPCUTET TeXHOJIOTHi 1 ynpasieHus nMenn K.I'. PasymoBckoro (IlepBrlii ka3aunii yHUBEPCUTET) UCTIONB3YETCS CIEAYIOLIast
miKaa:

ATTeCTAlMOHHASI OLIEHKA MO0 U CHUILIUHE PeiiTHHIOBasi Oll€eHKA MO TUCIUIJIMHE

"OTJINYHO" 90 - 100 6amoB

"XOopoHIo" 70 - 89 6amnoB




"VIOBJIETBOPUTEJIbHO" 60 - 69 6amoB

"HEYJIOBJIETBOPUTEJIbHO" meHee 60 6amIoB
"3AYTEHO" 6omee 60 6amnoB
"HE 3AUYTEHO" MmeHee 60 6amIoB

6.3. OueHo4yHbIe CPeACTBA TEKYLIero KOHTPOJIsi (IpUMepHbIe TeMbI JOKJIa10B, pedepaToB, 3cce)
Bompocsr st yctHOTO 0mIpoca

Tema 1. OCHOBHBIC BU/IbI 1 HICTOYHHUKH aTaK Ha HH(OPMAIIUIO

1. AprymeHTupyiite nporpecc "HQOPMaIOHHBIX TEXHOIOTUH 1 HEOOXOJUMOCTh 00ecreueH s THPOPMAIMOHHON
6€30MacCHOCTH.

2. Packpoiite ocHOBHBIE MOHATHS HH(POPMAIIMOHHOH O€30NacHOCTH.

3. Cucrema 3amuThl HHGOPMALIUY U €€ CTPYKTYpa.

4. PaccMOTpUTE 3KOHOMHUYECKYI0 HHPOPMAIHMIO, KaK TOBAap U 00BEKT 0€30MacHOCTH.

5. IlpuBenuTe npodecCHOHANBHBIC TAWHBI, UX BUIBI.

6. Pacckaxxute mpo nepcoHaNbHbIe JAHHBIE U UX 3aIUTY.

7. Packpoiite nH)OpMaIMOHHBIEC YTPO3bl, UX BUJbI U IPUYMHBI BOSHUKHOBEHUSI.

8. [IpuBenure nH(GOPMAIIMOHHBIE YTPO3BI AJIsl TOCYJapCTBA.

9. ITpuBeuTe HHPOPMAITMOHHBIE YTIPO3bI Il KOMITAHHH.

10. ITpuBeaure nHGOPMALMOHHBIE YTPO3bI UL INUHOCTHU ((DU3UIECKOTO JIULA).

Tema 2. CereBast 6€30MacHOCTb

1. Onumure 3amuty uHbpopManuu B HTepHeTE.

2. OnummTe 3anmTa IeKTPOHHOHN TOYTHI.

3. OnummuTe 3ayTy OT KOMIBIOTEPHBIX BUPYCOB.

5. PaccMOTpHTE TOMYJIAPHBIC AaHTUBUPYCHBIC MIPOTPAMMBI H UX KIACCH(UKAIIUIO.

6. TIpuBeiuTe IPUMEPBI OPraHU3ANUH CHCTEMBI 3AlUTHI HHOPMAIMH YKOHOMHUYECKHX 00BEKTOB
7. PaccMoTpHTe aTaKkyemble CETEeBbIe KOMITOHEHTHI

8. IIpuBenuTe ypoBHU CeTEBBIX aTak coryacHo mozenu OSI

9. PackpoiiTe 0COOCHHOCTH 3alIUTHI HH)OPMAIMU B cepBepax

10. PackpoiiTe 0cOOCHHOCTH 3aIIUThl HHYOPMALIUHU B PAOOYHX CTAHIIUAX

Tema 3. Kpunrorpadus

1. IIpuBeauTe KIacCU(UKAIIMIO KPUIITOAITOPUTMOB

2. TlpuBeaUTE TPUHITKI PAOOTHI CHMMETPHUYHBIX KPUIITOAITOPUTMOB

3. TlpuBeAnTE MPHUHIMI PAOOTHl CHMMETPHYHBIX KPHIITOCHCTEM

4. TIpuBeaUTE TPUHIAI PAOOTHl ACHMMETPUIHBIX KPUIITOAITOPUTMOB

5. TlpuBeAuTE MPHUHIIKIT PAOOTHl ACHMMETPUIHBIX KPUIITOCUCTEM

6. OmuImMTe METOIBI M CpeCcTBa 3amuThl nHdopmarmu B Microsoft Office
7. OnuuMTe NPUHIUI paboThl KpunToairopurma TEA

8. OnmmmTe TpUHIMI paboTs! Kpunroanropurma Rijndael

9. Packpoiite 0cOOCHHOCTH Mepeiauu 3amppoBaHHOTO TEKCTa Kpunroanroputmom Rijndael
10. HazoBute oTiu4ust TAHOIKMCH OT KPUITOTpa(Uu ¢ KIIOUOM,

Tema 4. I1O u nuadopmanmonHas 6ezonacHocTb. KomiekcHas cuctema 6€30macHOCTH

. Onumure noauTuKa 6€30MacHOCTH U €€ MPUHIUIIBL.

. Packpoiite ¢pparMeHTapHbIi U CUCTEMHBIN MOAXO]] K 3alIUTe HHYOPMALIHH.

. OnummTe MEeTOAB! 3aIUTH HH)OPMAIHH.

. Onummre cpeacTa 3auThl HHOOPMAIHH.

. Packpoiite opraamzanmnonHoe obecnieuenue Mb.

. PaccmoTpure opranuzanuio KOHGHUICHIIMANEHOTO JEIONPOU3BOICTBA.

. HazoBuTe KOMIIIEKC OpraHU3aIOHHO-TEXHUUECKUX MEPONPHUSTHI IO 00ECTIeUeHHIO 3alUThl HHPOPMALIHK.
. B uem 3akmovaeTcss MH)KEHEPHO-TEXHUYECKOoe o0ecrieyeHue KOMITBIOTEPHOH 0e30IacHOCTH?

. [lpuBenute rian obecrieyeHUst HEIIPEPHIBHON pabOTH M BOCCTAHOBICHUS (DYHKIIMOHUPOBAHUS aBTOMAaTH3UPOBAHHOM
MHGOPMALMOHHON CHCTEMBI.

10. B yem 3aximtodaercs ynpasiieHre HHOOPMAMOHHONW 6€30IaCHOCTH Ha rOCy1apCTBEHHOM ypOBHE?

O 00 QN LN W~

Bomnpocs! 1t caMOIIOArOTOBKH:

Tema 1. OcHOBHBIC BUIBI K UICTOYHUKH aTaK Ha UH()OPMAIHIO

. IlpuBeauTe 00BEKTH KOMMEPYECKON TaiiHBI HAa MPEANPHATHH.

. Packpoiite coBpeMeHHY10 CHTyaIuio B 001aCTH HHPOPMAIUOHHON 0€30MacHOCTH;

. HazoBure kareropuu nHGOpMALMOHHON 0€30MaCHOCTH B OTHOIICHUH WHPOPMAIHH
. HazoBure kareropuu nHGOpPMALMOHHON 0€30MaCHOCTH B OTHOIICHHUH HHPOPMAIIHOHHBIX CHCTEM
. [IpuBenuTe adOCTpaKTHBIE MOJEIHN 3ANIUTHl HHPOPMAIIUH

. [IpuBenure 0630p HanboIEE PacIPOCTPAHEHHBIX METOAOB "B310Ma"

. Packpoiite crioco0b! nosryyeHue naposisi Ha OCHOBE OIIMOOK aMUHUCTpaTOpa

. Packpoiite cioco0bI mosryueHue naposis Ha OCHOBE OIIMOOK MOJIb30BaTEIICH

. OnuimTe TepMHUHANBI 3alIMIICHHOW NHPOPMAIIMOHHON CUCTEMBI

10. OnuimTe COMaIbHYI MICUXOJIOTHIO U MHBIE CIIOCOOBI TIOJTYYEHHS TTapoJiei

O 00 1O W A~ WK —

Tema 2. CereBas 6€30MacHOCTE




1. Onummre ocHoBHbIe aTtakk Ha DNS-ceprepa

2. Omummre 0cOOCHHOCTH aTak Ha MIMPOKOBEIIATENbHbIE IMHUN C HEOTPAaHUIEHHBIM OCTYIIOM

3. Omummre 0cOOCHHOCTH aTak Ha HIMPOKOBEIIATENIbHbIC JIMHUN C OTPAHUYCHHBIM JOCTYIIOM

4. Onumurte 0cOOCHHOCTH aTak Ha KaHaJbl "TOYKa-To4kKa"

5. B uem 3axi1r04ar0TCs 0COOCHHOCTH MPOCTYIIMBAHUS CETEBOTO TpaduKa B HE BUTOU mape?

6. B 4eM 3aKITI0YarOTCsl 0COOCHHOCTH MPOCITYIINBAHUS CETEBOr0O TpaduKa B BUTOM mape?

7. B 4eM 3aKITI0YaroTCsl 0COOCHHOCTH MPOCIYIINBAHUS CETEBOTO TpadhUKa B KOAKCHAILHOM NPOBOJIe?
8. B ueM 3aKir04arTcsi 0COOCHHOCTH MPOCIYIIMBAHUS CETEBOTO TpaduKa B ONTHYECKOM BOJIOKHE?
9. OnummrTe 0COOCHHOCTH 00KMMa BHUTOM Maphbl.

10. Onumute 0coOEHHOCTH coenuHeHus padouunx craniuii B JIBC

Tema 3. Kpunrorpadus

1. HazoBuTe 0COOCHHOCTH MEPECTAHOBOYHBIX KPUIITOAITOPUTMOB
2. HazoBuTe 0COOCHHOCTH MOJICTAHOBOYHBIX KPUIITOAITOPUTMOB
3. HazoBuTe 0COOEHHOCTH MOTOKOBBIX IIH(POB

4. Ha3zoBute 0cOOCHHOCTH OI0YHBIX MH(POB

5. B 1em 3axmovaercs npuHIENI paboTel cetu Deiimens?

6. B ueM 3akiroyaercsi IpUHIUI paboThl CKpeMOiepoB?

7. OnuiuTe NpuUHIUN paboThl KpuntoairoputMa RSA

8. HazoBuTe 0COOCHHOCTH XEIIMPOBAHHUS TAPOJICH

9. HazoBuTe (hyHKIMU KPUITOCHCTEM

10. B 4em 3akiroyaeTcsi TPaHCIIOPTHOE KOAUPOBaHUE?

Tema 4. T1IO u nndopmanmonHas 6e3omacHocTb. KoMruiekcHast cucrema 6e301macHOCTH.
1. B yem 3akiroyaercs 3alUTa 3JIEKTPOHHOW KOMMEpPLUH?

2. MeHePKMEHT U ayTUT HHPOPMAITMOHHOH 0€30MaCHOCTH Ha YPOBHE MPEANPHSTHS.

3. NudopmanroHHas 0€30MacHOCTh MPEIIPUHUMATEIHCKON IeaTeabHOCTH. AyanT b aBTOMaTH3MPOBAaHHBIX OaHKOBCKHX
CHCTEM.

4. Paccmotpute 0030p coBpemernoro 110

5. Onumure omMOKH, TPUBOSAIINE K BOBMOXKHOCTH aTaK Ha HH(OPMALIUIO

6. HazoBuTe OCHOBHBIE MOJIOXKEHUS 110 pa3padoTke [10

7. IlpuBenute KiaccuuKaruo HHGOPMAIIMOHHBIX OOBEKTOB

8. B gem 3axrouaeTcs monuTruka posueit?

9. OnuuMTe MPOoIEece CO3aHUs TIOTUTHKH HHPOPMAITMOHHON 0€30TaCHOCTH

10. HazoBute mMeTo bl obecrieueH st 6€30TKa3HOCTH

3agaHus 111 IPaKTHIECKUX paboT

IIpaktuyeckas pabota 1. Illudposanue u nemmdposanue Gpaiaos mpu MOMOLIM IPOCTEHIINX IPOTPAMM

1. Bamudpyitre u pacimdppyiite TekcTOBBIH (aiin mporpammoii Codefile

2. 3ammudpyiite u pacmmppyiite TekcToBbId daitn mporpammoii CryptoFan 2

3. 3ammdpyiite u pacmmdpyiite TekcToBbIN (aiin nporpammoii DX Secure 4.0

4. 3ammdpyiite u pacumdpyiite TeKCTOBBIN (aitn mporpammoit Visual AES 1.1

5. Bamudpyiire u pacmmppyiTe TEKCTOBBIN (aitn nmpu oMo anropurma mudposanus CFB 1 OFB nporpammer Visual
AES 1.1.

IpakTrdeckast pabota 2. MeTobl 1 cpezcTBa 3amuThl nHGopmarmu B Microsoft Office
1 YcranoBuTte napons Ha OTKpbITHE (aitna B MS Word.

2 VcraHOoBHTE OrpaHHYeHus Ha popmaTuposarne B MS Word.

3 YcraHoBuTE OrpaHUucHUs Ha pegakTupoBanue B MS Word.

4 VcraHoBHTE Mapojib Ha OTKpeITHE (haiina B MS Excel.

5 VcranosuTe 3amuty jucta B MS Excel.

6 YcranosuTe 3amuty kauru B MS Excel.

Ipakrryeckas padota 3. ['enepanus kiroueit. [ludposanne n pacumbppoBka coodbmienuii B mporpamme PGP.
1 Crenepupyiite kimouu B nporpamme PGP.

2 Cozpaiite naposibHyH0 (pasy K 3aKpBITOMY KITHOUY

3 CoxpaHuTe KII0YU U IPOU3BEIUTE OOMEH OTKPBITHIX KITIOYeH

4 3amm¢pyiiTe TEKCTOBBIH (i Ty>KUM OTKPBHITHIM KJIFOUOM H OTIPABLTE BIAACIBILY

5 Pacum¢pyiiTe 3aKphITEIM KITIOYOM, TOJTY4EHHBIN 3an(pOBaHHbINA (aii.

IpakTryeckas padota 4. 3ammppoBka 1 paciudpoBKa TaHHBIX aaroputMom RSA.
1. BeiGepere mpocTble yncia P u g

2. Beramciure B MS Excel n=p * q

3. Berunciure B MS Excel f(n) = (p-1) *(q- 1)

4. Breibepere uuncno d B3aumuo mpoctoe ¢ f(n), T.e. HOJ (d, f(n))=1, 1<d<= f(n).

5. Beibepere uncio e tak, utobsr €*d mod f(n) =1, e<n.

3ananus 17st 1a00paTopHBIX padoT

JlaGoparophas pabora 1. Kpunroanroputm TEA

1. Hanucats nporpamMmy minQpoBaHusi, HCIONIB3Ys KpUunroanroputM TEA Ha si3pike nporpamMupoBanwst Pascal
2. Hamnmcats nporeaypy aewndposku DeCryptRouting Ha si3bike nporpammuposanus Pascal.



3. Hanmcats nporpammy mu$poBaHus ¥ Jemn(pPOBKH OTHOBPEMEHHO.

4. HamrcaTh OCHOBHYIO ITPOTpaMMy: BBOJI CTPOKOBO# IIepeMeHHO; BbI30B mporeaypsl ENCryptRouting, B kauecTse
napameTpa KOTOPOH CTPOKOBasi TEPEMEHHas; BEIBOJ CTPOKOBOI epeMeHHOi; BbI30B mporeaypsl DeCryptRouting, B kauectse
rmapaMeTrpa KOTOpOil CTpOKOBasi IEpeMeHHasl; BBIBOJ] CTPOKOBOH ITEPEMEHHOM.

5. Peanu3zosars kpunroanroput™ TEA B cpene nporpammuposanus Visual Basic.

JTaGoparopnas pabora 2. Kpunroarropurm Rijndael

1. Pazpaborars aroputm kirova mupposanus kpunroaaropurmom Rijndael

2. Hanmcats nporpamMmy muQpoBaHusi, HCTIONb3ys kpunroanropurM Rijndael na s3pike nporpammuposanus Pascal.
3. Pa3paboTats anroput™ Kioda aemudpoBku kpunroaaroputmom Rijndael

4. HarnucaTpb mporpamMmy mudpoBaHus U Aenn(ppoBKH OJHOBPEMEHHO Ha sI3bIKe IIporpammupoBanus Pascal.

4. PeanuzoBath kpunroanroput™ Rijndael B cpeme nporpamMmmupoBaust Visual Basic.

JlabopatopHas pabora 3. Tlepenava 3amidpoBaHHOro TekcTa kKpunroanropurmom Rijndael

1. Pa3paboTarh arOpUTM 3aIHCH TEKCTa B TEKCTOBBIH (haili.

2. Hammcats nporpamMmy mudpoBaHus, HCTonb3ys kpunroaaroputM Rijndael u ocymectButs 3amuch 3amndpoBaHHOro
TEKCTa B TEKCTOBBIH (haii.

3. ITepenats cpencreamu JIBC 3ammdpoBanHblii daiin Ha coceqHUil KOMIIBIOTED.

4. Peanu3oBath mepenady Ha Apyroi KommeioTep kpunroanroputma Rijndael B cpexe mporpammuposanus Visual Basic.

JlaGopatopHast pabota 4. TIprem 3armmppoBaHHOTO TeKCTa KpunroanroputMoM Rijndael

1. Pa3paboTraTh arTOPUTM YTCHHUS TEKCTA U3 TEKCTOBOTO (aiiia.

2. Hamucatsb mporpaMmy aemu@poBKH, HCIONB3ys KpunroaaroputM Rijndael ma s3p1ke mporpammuposanus Pascal u
OCYIIECTBUTH YTEHHE 3aIIH(MPOBAHHOIO TEKCTA U3 TEKCTOBOIO (haiiiia B OTHOMEPHBINA MacCHB, KOTOPBIN 3aT€M HEOOXO0AUMO
pacuudpoBath.

3. Peanu3oBaTh mepe/ady Ha qpyroi kommeioTep kpunroairoputMa Rijndael B cpene nmporpammuposanus Visual Basic.

TecTsl A7 TEKYIETo KOHTPOJIS:

Tema 1. OCHOBHBIC BH/IbI 1 HICTOYHHUKH aTaK Ha HH(OPMAIIUIO

1. TapaHTHs TOTO, YTO KOHKpETHAasE HHGOOPMAIHS TOCTYIIHA TOJIBKO TOMY KPYTY JIMIL, I KOTO OHA IIpeJHa3HavueHa;
HapylUIeHHe STOH KaTeropruy Ha3bIBAETCS XUIIEHUEM JIN0OO PacKPHITHEM HHPOpMaLUH

KOHHICHIIHATEHOCTh

LIEJIOCTHOCTD

ayTEeHTUYHOCTh

aneMpyeMocTh

2. I'apanTus Toro, 4to HHGOpMaNUs cefyac cylmecTBYeT B € HCXOJHOM BHUJIE, TO €CTh IIPH €€ XPaHSHUH WM [iepeiaue He

OBLTO IPOM3BENCHO HECAHKIIMOHUPOBAHHBIX M3MEHEHHUH; HapyIICHUE 3TOH KaTeropuy Ha3bBaeTcs (ambcudukarieil coodmerns
KOH(HUIEHIHATEHOCTh

LENTOCTHOCTh

ayTEeHTUYHOCTH

aneJIupyeMoCcThb

3. lapaHTHs TOTO, YTO KCTOYHUKOM WH(POPMALIUH SBJSIETCS MMEHHO TO JIUIIO, KOTOPOE 3asBJICHO KaK €€ aBTOp; HapyllIeHHe
9TOW KaTeropuu TakxKe Ha3blBaeTcs (habCUPUKALIUEH, HO YKe aBTOpa COOOLICHUS

KOH(HICHINATEHOCTh

LETOCTHOCTD

AyTEeHTHYHOCTh

aneJuIpyeMOCTh

4. T'apaHTHs TOTO, YTO IIPU HEOOXOUMOCTH MOXHO OYJIET TOKa3aTh, YTO aBTOPOM COOOIICHUS SIBISIETCS UMEHHO

3asIBJIICHHBIN YEeJIOBEK, M HE MOXKET SIBJIATHCS HUKTO APYroOi; OTIMYUE 3TOM KaTeropuH OT MPEeAbLAYIIeH B TOM, YTO NP MOJMEHE
aBTOPA, KTO-TO JIPYTO# MBITACTCS 3asiBUTh, YTO OH aBTOP COOOILCHHUS, & IPU HAPYIICHHH alleJUINPYEMOCTH — CaM aBTOp IIbITAeTCS
"OTKpecTUTHCSA" OT CBOMX CJIOB, OJMMCAHHBIX UM OJHAXKIBI.

KOH(HICHIIUATLHOCTh

IIEJIOCTHOCTh

ayTEeHTUIHOCTH

aneJMpyeMoCTh

5. T'apaHTH TOrO, YTO CUCTEMA BEAET ce0s B HOPMAJIbHOM U BHEINTATHOM PEXUMaX TaK, KaK 3aIIAHUPOBAHO
HaJIeKHOCTh

TOYHOCTh

KOHTPOJIb JOCTyIa

KOHTPOJINPYEMOCTD

6. 'apaHTHsI TOYHOTO U TIOJIHOTO BBIITOJIHEHUS BCEX KOMaH,|
HaJIeKHOCTD

TOYHOCTh

KOHTPOJIb JOCTyIa

KOHTPOJIUPYEMOCTb



KOHTPOJIb JJOCTyIa
KOHTPOJIUPYEMOCTb

9. 'apaHTHsI TOTO, YTO KJIMEHT, MOAKIFOUCHHBIH B JAHHBIH MOMEHT K CHCTEME, SIBIISICTCS HMEHHO TEM, 32 KOT'O ce0sl BBIIAaeT
YCTOHYUBOCTH K YMBIIIICHHBIM COOSIM

KOHTPOJIb UIACHTU(DUKAIIUN

KOHTPOJIb JJOCTYTIa

KOHTPOJIAPYEMOCTh

10. TapanTus TOTO0, 4TO IIPU YMBIIIJICHHOM BHECEHUH OIIMOOK B IIpe/esiax 3apaHee OrOBOPEHHBIX HOPM cHcTeMa OyeT BeCTH
ce0s Tak, KaKk OTOBOPEHO 3apaHee.

YCTOWYNBOCTD K YMBIIUICHHBIM COOSIM

KOHTPOJIb UICHTU(DUKAIINI

KOHTpPOJIb JOCTYIa

KOHTPOJIUPYEMOCTb

Tema 2. CereBast 0€30MacHOCTb

1. TpostHCKas mporpamMma, TPOSIHell -

1) ABNIAIOTCS BPEAOHOCHBIMH IPOTrpaMMaMH, KOTOPBIE MOTYT "pa3MHOKAThCA" U CKPBITHO BHEAPSTH CBOU KONUU B (haiilibl,
3arpy304HBIE CEKTOPBI AUCKOB M JOKYMEHTHI. AKTHBHU3aLUs KOMITBIOTEPHOTO BHPYCa MOXKET BBI3BIBATh YHHUTOKEHUE MTPOTPAMM H
JaHHBIX.

2) SBISIOTCS] BPEJOHOCHBIMH MIPOTpaMMaMH, KOTOPBIE MIPOHUKAIOT Ha KOMITBIOTED, UCIONB3YsI CEPBUCH KOMITBIOTEPHBIX ceTeil. Mx
AKTHBHU3ALHS MOXET BBI3BIBATH YHHUTOKEHUE IIPOTPAMM H JIaHHBIX, & TAK)Ke MOXUIIEHNE TIEPCOHATBHBIX JaHHBIX ITOJIb30BATEIS.
3) BpenoHOCHAast IporpaMma, KOTopasi BBIIIOJIHSAET HECAHKIIMOHUPOBAHHYIO M10JIb30BATEINIEM Iepejauy yIpaBlIeHNUs] KOMIIBIOTEPOM
yAaIEHHOMY MOJIb30BATEIO, a TAKKE ICHCTBUS 110 YAAICHUI0, MOAUGBHUKAINHU, COOPY U NepechuIke HH()OPMAIMU TPETHUM JIUIIAM.
4) 3TO MpOrpaMMHOE WJIM alllapaTHOe 00ecreYeHrne, KOTOPOe MPOBepseT HHPOPMALIUIO, BXOSIIYIO B KOMITBIOTEP U3 JOKAIbHOM
cetu Wi MlHTepHeTa, a 3aTeM MO0 OTKIOHSET €€, IMOO MPOMYyCKaeT B KOMITBIOTEP, B 3aBUCHMOCTH OT I1apaMEeTpPOB.

5) mporpamMma Hi Habop MPOTPaMM IJIsl CKPBITOTO B3SITUS MO KOHTPOJIb B3IOMAHHOM CHCTEMBL. DTO YTHIHUTHI, HCTIOIb3YEeMbIe IS
COKDBITHS BPEZIOHOCHO! akTUBHOCTH. OHM MAaCKHPYIOT BPEIOHOCHBIE IPOTPaMMBI, YTOOBI H30€KaTh HX 0OHAPYKEHNUS
AQHTUBHPYCHBIMH MIPOTPaMMaMH.

2. Pytkur -

1) SABISIFOTCS. BPEZJOHOCHBIMH IIPOIpaMMaMu, KOTOPbIE MOTYT "pa3MHOXKaThcs" U CKPBITHO BHEAPSTH CBOU KOIHUHU B (hailibl,
3arpy304uHbIe CEKTOPBI JUCKOB U JJOKYMEHThI. AKTUBU3AIUs KOMIIBIOTEPHOTO BUPYCA MOXKET BbI3bIBATh YHUUTOXKEHUE [IPOTrPaMM U
JAHHBIX.

2) SBIAOTCS BPEIOHOCHBIMHU IIPOTPaMMaMH, KOTOPBIE MIPOHUKAIOT Ha KOMIIBIOTED, UCTIONB3Ys CEPBUCH KOMITBIOTEPHBIX ceTeil. x
aKTHUBH3AIUS MOKET BBI3BIBATH YHHUTOXKCHHUE IIPOTPaMM U JJAHHBIX, a TakKe MOXUIIEHHE NepPCOHANBHEIX TaHHBIX ITOJIb30BaTEls.
3) BpemOHOCHASI IPOTpaMMa, KOTOpasi BEIMTONHIET HECAHKIIMOHUPOBAHHYIO IOTB30BaTEIIEM NIepe/iady yIpaBIeHHs KOMITBIOTEPOM
yIaTEHHOMY TIOJTB30BATEI0, a TAKXKe JeHCTBHSA 10 YAAICHUIO, MOAUGHUKAINH, cOOPY M ITepechlIke HHYOPMAIHN TPETHUM JIHIaM.
4) 3T0 mporpaMMHOE WM alllapaTHOE 0OecleueHre, KOTOpoe MpoBepseT HHGHOPMAIHIO, BXOAAIIYIO B KOMIIBIOTEP U3 JIOKAILHOH
ceTu unu MHTepHeTa, a 3aTeM JI100 OTKIIOHSET e€, Tu00 MPOITyCKAeT B KOMIIBIOTED, B 3aBUCUMOCTHU OT apaMeTpoB.

5) mporpamma Uiy Habop NPOrpaMM AJIsl CKPBITOTO B3SITHsI OA KOHTPOJIb B3JIOMAaHHON CUCTEMBI. DTO YTHIIMTHI, UCIIOIb3YyEMBbIE JUIS
COKDBITUS BPEZIOHOCHON akTUBHOCTH. OHU MacKUpPYIOT BPEIOHOCHBIC IPOrPaMMBI, YTOOBI H30€KaTh UX 0OHAPYKEHUS
AQHTHBUPYCHBIMH ITPOTPAMMAaMH.

3. Yposens mozpemu OSI, koTopsIif 0TBeUaeT 3a Mpeodpa3oBaHne MEKTPOHHBIX CUTHAIIOB B CHTHAIIBI CPEIBI ITepejadn HHPOPMAIIIH
(MMITYTECHI HANPSDKEHNS, PAANOBONHEL, HH(PaKpacHbIe CUTHAIBI). Ha 3TOM ypoBHE OCHOBHBEIM KITACCOM aTakK SBIETCS "OTKa3 B
cepsuce". [locTaHOBKa IIyMOB 110 BCEl 110JI0CE IPOITYCKaHUS KaHalIa MOXKET IIPUBECTH K "HAJIEKHOMY" pa3phIBy CBSI3U.
dusznyeckuil ypoBeHb

KananbHslit ypoBeHb

CereBoil ypoBEeHb

TpaHcriopTHBIHM ypoBeHb

CeaHCOBBII ypOBEHb

4. Yposens Monenu OSI, KOTOpBIi yIIpaBIseT CHHXPOHH3AINEH IBYX M OONBIIET0 KOIHYIECTBA CETEBEIX aallTePOB, MOAKITIOYCHHBIX
K €IMHOM cpejie mepenadn aaHHbIX. [IpuMepoM ero sBisiercst mpotokos EtherNet.

DU3n4ECKUil ypOBEHb

KananpHslit ypoBeHb

CereBoil ypoBEeHb

TpaHcriopTHBIHM ypoBeHb

CeaHCOBBII ypOBEHb

5. Yposens Monenu OSI, KOTOpEBIiT 0TBEYAET 32 CHCTEMY YHUKAIbHBIX UMEH M IOCTABKY MTAKETOB MO 3TOMY HMEHH, TO €CTh 3a
MaplIpyTHU3aIHIo akeToB. [IpuMepom Takoro mpotokomna asisercs nporokon Murepuera IP.

PusznuecKuil ypoBeHb

KananpHbiii ypoBeHb

CeteBoil ypOBEHb

TpaHcriOpTHBIN YPOBEHb

CeaHCOBBIN YPOBEHb

6 Yposenb Moaenu OSI, kKOoTOpbIii 0TBEYAET 3a JOCTABKY OOJBIINX COOOIICHUH MO JIMHUSIM C KOMMYTaIiel makeroB. Tak kak B



9. Kakas YTHINTA MIO3BOJIAICT OIPEACIINTD HaCTpOfIKPI KOMITIBIOTEpA AJI MOAKIIIOUCHUS K JIOKaJIbHOM ceTH U K ceTH Internet
Ipconfig

ping

tracert

Whois

10. ITpu momomy Kakoi yTHIMTHI BO3MOXKHO HCCIIEI0BaHKe Tononoruu gparmenros cetu Internet
Ipconfig

ping

tracert

Whois

Tema 3. Kpunrorpadus

1. Inst 3atmdpoBky U pacuiudpoBKH COOOIICHUS UCTIONB3YETCS OJTUH U TOT ke 0JIOK nHpOpMAIUK (KITH0Y )
CuMMeTpHYHBIE KPUIITOANTOPUTMBI

ACHMMETPUYHBIE KPHITTOAITOPUTMBI

TaitHonUCH

Her BepHOTO OTBETa

2. ANTOPHUTM TaKOB, YTO JUIs 3alIM(PPOBKU COOOLICHUS UCTIONb3YyeTCs OUH ("OTKPBITHIA'") KIIFOY, U3BECTHBINA BCEM
JKENAIOIIUM, a JUTst paciiupoBKU — ApYyrou ("3aKphITHIA"), CYIIECTBYIOIININ TOJIBKO Y MOIyYaTes.
CHUMMeTpHYHbIE KPUIITOAITOPUTMBI

AcuMMeTpHUYHbIE KPUIITOAITOPHUTMBI

TaitHonuce

Her Bepnoro otsera

3. OTnpaBuTelNb ¥ MOTyYaTeNb IPOU3BOASAT HaJl COOOIIEHHEM PeoOpa30BaHusl, U3BECTHBIC TOJIBKO UM JIBOMM
CHUMMeTpHYHBIE KPUIITOAITOPUTMBI

ACUMMETPUYHBIE KPUIITOAITOPHUTMBI

TaiiHonuch

Her Bepnoro otBera

4. B 3aBUCUMOCTH OT XapakTepa BO3ACUCTBUH, MPOU3BOINMBIX HAJl JAHHBIMH, aITOPUTMBI IOPA3ACIIIIOTCS Ha
IlepecTanoBOUYHBIE U TTIOJCTAHOBOYHBIE

CHUMMETpHYHBIE KPUIITOAJITOPUTMBI 1 aCUMMETPHYHbBIE KPUIITOAITOPUTMBI

TloTokoBEIE U OJIOYHEBIE

Her Bepnoro orsera

5. Meron oOpatuMsbIx npeoOpa3oBaHUi TEKCTa, MPU KOTOPOM 3HAUCHHE, BBIYMCIIEHHOE OT OJIHOW M3 YacTel TEeKCTa,
HaKJIaJbpIBacTCs Ha APYTHE YaCTH.

Certp Deitmrens

CxpemMOepsr

CHUMMeTpHYHBIE KPUNITOAJITOPUTMBI 1 aCHMMETPHYHBIE KPUIITOAITOPUTMbI

IToTOKOBBIE KPUNITOAITOPUTMBI

Her Bepnoro orsera

6. B 3aBucumocTu oT pa3Mepa 010ka HHGOPMAIUK KPUITOAITOPUTMBI JETIATCS Ha:
HepCCTaHOBO‘IHbIe " IIOJICTAaHOBOYHBIC

CHMMeTpHYHBIC KPUNITOANTOPUTMBI X aCHMMETPHUYHBIE KPHITTOAITOPHTMEI
ITorokoBble U 61104HBIE

Her BepHOro orBera

7. AITOPHUTM CXXATHS OPHEHTHPOBAH Ha HEOCMBICIICHHEIE ITOCIICIOBAaTEIFHOCTH CHMBOJIOB KaKOT0-JIHOO0 angaBuTa.
Anroputm Xaddmana

Aunropurwm Jlemnens-3uBa

Auroput™ Rijndael

Anroputm TEA

8. ANropuTM CKaTUsl OCHOBaH HA00OPOT Ha KOPPEILILUIX MEXY PacloiI0KCHHBIMH PSAOM CUMBOJIaMH ayiaBuTa
(cmoBaMy, yIpaBIAIOIIIME OCIEA0BATENFHOCTSIMH, 3ar0JIOBKaMH (haitioB pUKCHPOBAHHOM CTPYKTYpPEI)
Asroputm Xaddmana

Aunropurm Jlemnens-3uBa

Auroput™ Rijndael

Anroputm TEA

9. B KakoM KpHUIITOAITOPUTME SMHUIICH KOJUPOBAHUS SBJISETCS OJUH OUT?
ITorokoBbie mudpsI

Bnounsle mudps

IToncTaHOBOYHBIE KPUIITOAITOPUTMBI

IlenecTaHOBOYHBIE KDUITOAITODHTMBI



10. B kakoM KpHNTOANTOPUTME CTUHULICH KOAUPOBAHHUS SBJISACTCS OJIOK M3 HECKOJBKUX OalTOB?
ITorokoBbie mudpsI

brounbie mmppbl

[ToncranoBouHBIE KPUITOATITOPUTMEI

IlepecTaHOBOYHBIE KPUIITOAITOPUTMBI

Tema 4. I1O u nndopmanmonHas 6e3onacHocTb. KoMruiekcHast cucrema 6e301acHOCTH

1. JIumo, HeTIOCPEICTBEHHO paboTarolee ¢ JaHHOH nHpOopMaluei. 3a4acTyIo TOJIBKO OH B COCTOSIHUM PEaIbHO OLICHUTH

KJacc oOpabaTsiBaeMOil HH(pOpMAaILIMK, a MHOT/IAa M pacCcKa3aTh O HECTAaHJAPTHBIX METO/IaX aTak Ha Hee (Y3Kocnenn(UIHbIX IS
9TOTO BHJA IaHHBIX).

CrieranucT 1o HHGOPMALMOHHON 0€30TTaCHOCTH

Bnanenen undpopmannu

TTocraBmyk anmnapaTHOro ¥ MPOrpaMMHOTO 00ecreueHHs

JIvHelHbIl MeHeKep

2. O0OBIYHO CTOPOHHEE JHII0, KOTOPOE HECET OTBETCTBEHHOCTD Nepes (hUPMOi 3a MoJIep kaHKe JOJDKHOTO YPOBHS
UH(OPMAIIMOHHON 0€30I1aCHOCTU B IOCTABJIIEMbIX UM IIPOJYKTOB.

Crnenuanuct no MHGOPMalUOHHOH 6€301aCHOCTH

Bnanenen undpopmannu

INocTaBmyk anmapaTHOTO W IIPOTPAMMHOTO 00ECTICUCHUS

Jluneitnsrit MeHeKep

3. JInmo, KoTOpoe SABISETCS NPOMEKYTOTHBIM 3BEHOM MEX.y OIepaTopaMy U CHEIUAINCTaMH M0 HH(POPMAIMOHHOH
6e3onacHoctu. Ero 3ajaua — CBOEBPEMEHHO U KaUE€CTBEHHO MHCTPYKTHUPOBATH MOAYMHEHHBIH eMy NepcoHall 000 Bcex TpeOOBaHMIX
ciryxObl 0€30IIaCHOCTHU U CIETUTH 3a €€ UX BBIIOJIHEHUEM Ha paboduUuX MecTax.

Crnenuanuct no MHGOPMalLMOHHON 0€30I1aCHOCTH

Bnanenen nndopmannu

IocTaBmuKk anmapaTHOTO U MIPOrPaMMHOTO o0ecriedeHust

Jluneitnsrit MeHeKep

4. Jluma, OTBETCTBEHHBIE TOJIBKO 332 CBOM MOCTYNKH. OHU HE MPUHUMAIOT HUKAKUX PEIICHUH U HU 32 KeM He HaOJI0JatoT
Crieranuct 1o nHGOPMAMOHHON 0€30T1aCHOCTH

Bnanenen undopmaryu

Oneparop

JIuneinslit MeHeKED

5. BHemnue crenuanucTsl Wi GUPMbl, HAHUMaeMble MIPEAPUSTHEM AT HEPHOIUUECKOM (IOBOJIBHO PEAKOI) MPOBEPKH
OpraHu3alry U QyHKIHOHUPOBAHUS BCEH CHCTEMBI 0€301aCHOCTH

CrnenuanucT no HHGOPMAIIMOHHOH 0€30IT1aCHOCTH

Brnanenen uabopManum

Omneparop

AynuTopst

6. JIu1o, KOTOpOE MPOBOAUT pacyeT U MepepacyeT PUCKOB, OTBETCTBEHEH 3a MOKMCK caMoil cBexel nHdopmamu oo
OOHapy’KEHHBIX YA3BUMOCTSIX B UCIOIb3YEMOM B (pUpMe IPOrpaMMHOM OOECIICUEHHH U B LIEJIOM B CTaHAAPTHBIX alrOpUTMax
Crieranuct 1o HHGOPMALIMOHHOW 0€30TaCHOCTH

Brnanenen nabopManum

Omneparop

JIvHelHbI MeHeKep

7. MakcuManbHO BO3MOKHOE HEIIPEPhIBHOE BpeMs 0TKa3a i uHbopManuu 0 kinacca 6e30TKa3HOCTH
1 Henens

1 cyTku

1 gyac

20 MuHYT

8. MakcuManbHO BO3MOXKHOE HENPEPBIBHOE BpeMsl 0TKa3a il HHGopMaluu | kiacca 0€30TKa3HOCTH
1 Hepens

1 cytkn

1 gac

20 MuHYT

9. MakcumalibHO BO3MOXKHOE HENPEPBIBHOE BpeMs OTKa3a Juisd HHpopMaiuu 2 kiacca 0€30TKa3HOCTH
1 Henens

1 cyTku

1 yac

20 MuHYyT

6.4. OneHoYHBIE CPeCTBA IPOMEKYTOYHOM aTTecTAllMH.



Bompocsr k 3auery:

(Kommerenmms OITK-2)

Bomnpocs! i mpoBepkH ypoBHS 00y4eHHOCTH "3HATH':

. UTo OTHOCATCS K MPAaBOBBIM METO1aM, 00ECIICUHBAIOIIUM HH(POPMAIIMOHHYIO 6€3011aCHOCTh?
. Ha3oBuTe OCHOBHBIC HCTOYHUKH yTPo3 HHGOPMAHOHHON 0€30MaCHOCTH

. HazoBure Buibl MHGOPMAIIMOHHON 6€30ITaCHOCTH

. B gem 3akmouaroTces 1enu nHpOpMAIMOHHOM 6e30macHoCTH?

. HazoBute ocHOBHBIC 00BEKTHI HHGOPMALIMOHHOW 0€30I1aCHOCTH

. B yem 3akirouaroTcss OCHOBHBIC PUCKH HH(OPMAIIMOHHON 0€301macHOCTH?

. UTo OTHOCHUTCSI K OCHOBHBIM TIPUHIIUIIAM OOecrieueHnss HHQOPMAIIMOHHOM 0e301acHOCTH?

. Uro sIBNSIOTCS OCHOBHBIMH CyOBEKTaMU HH(POPMALIMOHHON 0e30macHOCTH?

. UTO OTHOCHUTCS K OCHOBHBIM (DYHKIIMSIM CUCTEMBI O€30MacHOCTH?

10. Yro mpeanonaraeT MpUHIUI HEJOMyILEHU HHPOPMAIIIOHHOH Oe30macHoCTh?

11. Y1O OTHOCHUTCS K OCHOBHBIM THIIAM CPEIICTB BO3JCHCTBUSI HA KOMITBIOTEPHYIO CETh?

12. Yto ciiemyer cenath, KOT/ia MOIyUeH cram mo e-mail ¢ mprioxkeHHbM daitom?

13. B yem 3akmrouaercs npuHiun Kupxroga?

14. Kak pacumdpossiBaercst 1I1?

15. B yeMm 3akirouaroTcs HanboJsee pacpoCTPaHEHbI yTPO3bl HHPOPMAIHOHHOM 0€30MacCHOCTH KOPIIOPATUBHOMN CUCTEMBbI?

O 001N L Wi —

Bomnpock! [yist TpoBepKH ypoBHS 00y4eHHOCTH "yMeTh'":

1. IToueMy KOJIMUECTBEHHBII aHATINU3 PUCKOB B YUCTOM BUJIE HE JOCTOXXKUM?

2. Ecnu ucnons3yloTcs aBTOMAaTU3UPOBAHHBIE MHCTPYMEHTHI JUIS aHAIM3a PUCKOB, I0UYEMY BCe PaBHO TpeOyeTcs Tak MHOTO
BPEMEHHU IS [IPOBEJICHUS aHanu3a?

3. Kakoif u3 crenyromux 3aKOH01aTeIbHBIX TEPMHUHOB OTHOCHTCS K KOMITAHUH UJIHM YEJIOBEKY, BBIIIOJIHSIIOMEMY
HEOOXOANMBIe AEHCTBUSL, M UCIIONB3YETCs IS OTIpeieTIeH s 00s13aTeNIbCTB?

4. Yro takoe CobiT u kak 0H OTHOCHTCS K pa3paboTKe CHCTEM HHPOPMAMOHHOM 0€30TTaCHOCTH M IPOTPaMM
6e3omacHocTH?

5. VI3 xakux deThipex JoMeHOB cocTout CobiT?

6. Uro npencrasisiet coboii crangapt ISO/IEC 277997

7. Yto siBNIsIETCS OCHOBHBIMU 1iensiMH U 3anadamu COSO?

8. Uro 6b1110 pa3paboTaHO, YTOOB! IOMOUB CTPAaHAM U UX MPAaBUTEILCTBAM IIOCTPOUTH 3aKOHOIATENILCTBO MO 3aIUTE
MIEPCOHAIBHBIX JaHHBIX ITOX0KUM 00pa3om?

9. Kak Ha3bIBaeTCs METOM, B KOTOPOM CHMBOJIBI IIH(PYEMOT0 TEKCTa IMEPEMEIaloTCs 110 ONPeeIeHHBIM IIPaBUiIaM BHYTPH
mdpyemoro 6J0Ka 3TOro TeKcTa?

10. Yro npexacrasisieT coOoi 3amuTa HHbOpManuu?

11. YeM BBI3BaHBI €CTECTBEHHBIC YIPO3bI O€30IacHOCTU HHpOpMAUK?

12. Ha3oBuTe aHTUBHUPYC, KOTOPBIH 00€CIIeYnBaeT IOUCK BUPYCOB B ONEPATUBHOM IMaMATH, HAa BHEITHUX HOCUTEIIX ITyTEM
HOZCYETa U CPAaBHEHUS C HTAJTOHOM KOHTPOJIBLHON CYMMBI

13. Ha3oBuTe aHTHBUPYC, KOTOPBII HE TOIBKO HAXOAUT 3apakeHHbIE BUPycaMH (aiiibl, HO U "Ie4uT" HX, T.€. yaajsieT u3
(aiiia Texo mporpaMMbI BUpYyca, Bo3Bparas (haiisl B ICXOIHOE COCTOSTHHE

14. Ha3oBuTe aHTHBUPYC, KOTOPHII 3alIOMHHAET HCXOJHOE COCTOSIHUE IIPOTPaMM, KaTaoroB M CHCTEMHBIX 00JacTel IicKa,
KOT/1a KOMIIBIOTEp HE 3apakeH BUPYCOM, a 3aTe€M MEPHOIUUESCKU WM II0 KOMAH/IE N0JIb30BaTelIsl CPABHUBACT TEKYILEE COCTOSIHUE C
HMCXOIHBIM?

15. HazoBuTe aHTUBHPYC, KOTOPBIH IpeacTaBIsieT coO0H HEOOIBIIYIO PE3UICHTHYIO IPOrpaMMy, IPEeAHA3HAYECHHYO JUIS
OOHapy’KeHUs MOJO3PUTEIbHBIX ASHCTBUI NP paboTe KOMIBIOTEPA, XapaKTEPHBIX AJISI BUPYCOB

Bomnpocs! 1uist mpoBepku ypoBHS 00y4EHHOCTH "BlafeTs":

. Bammudpyiite anropurmom Jlemmness-3usa Tekct "KOJIOKOJI OKOJIO KOJIOKOJIbHI".

. Paccunraiite 3HaueHHe 3aKphITOTO KITfoUa B kpunroanropurMe RSA, ecnm mapamerps! mudposanus p=7 u =17

. PaccunraiiTe 3HaueHHe 3aKphITOTO KITf0Ya B kpunroanropurMe RSA, ecim mapamerps! mudposanus p=3 u =11

. PaccunTaiiTe 3HaueHNe 3aKpBITOTO Kifoya B kpunroanropurMe RSA, ecnu napametps! mudposanust p=11 u =13
. PaccunTaiiTe 3HaUeHHEe 3aKpBITOTO Kiroya B kpunroanropurMe RSA, ecnu napametps! mudposanust p=3 u =7

. PaccunTaiiTe 3HaueHHe 3aKpHITOTO Kitoya B kpunroanroputMe RSA, ecnu napametps! mudposanust p=5 u =13

. PaccunTaiiTe 3HaUeHNe 3aKpBITOTO Kitoya B kpunroanropurMe RSA, ecnu napametps! mudposanust p=5 u =11

. Paccunraiite 3HaUeHIE 3aKpHITOTO KIII0OYa B kpunroanropurMe RSA, ecnn mapamerps! mudposanus p=7 u (=13

. Paccunraiite 3HaUeHHe 3aKpHITOTO KIIIoYa B KpunroanropurMe RSA, ecnn mapamerps! mudpoanus p=5 u =17
10. PaccunTaiiTe 3Ha4YeHUE 3aKPHITOTO KITfoYa B Kpunroanroputme RSA, ecnn napametps! mudposanust p=7 u =17
11. PaccunTaiiTe 3HaYeHUE 3aKPHITOTO KITfoYa B Kpunroanroputme RSA, ecnn nmapametps! mudposanust p=3 u =17
12. PaccuunTaiiTe 3Ha4e€HHE 3aKPBITOTO KiIfoya B kpunroanropurMe RSA, ecnu napametps! mudposanust p=11 u =17
13. PaccuunTaiiTe 3Ha4€HHE 3aKPBITOTO KiIfoya B kpunroanropurMe RSA, ecnu napametps! mudposanust p=7 u =13
14. PaccuunTaiiTe 3Ha4e€HHE 3aKPBITOTO KiIfoya B kpunroanropurMe RSA, ecnu napametps! mudposanust p=7 u =11
15. PaccunTaiiTe 3Ha4EeHHE 3aKPHITOTO KIIF0Ya B kpunroanropurme RSA, ecin mapamerps! mmmdpoBanus p=7 u =5
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(Komnerenuus OIIK-4)

Bomnpocs! 1 npoBepky ypoBHS 00y4eHHOCTH "3HaTh'":
1. Packpoiite nonsTre «KOHGUICHINATLHOCTHY

. Packpoiite noHsTHE «IIETOCTHOCTHY»

. Packpoiite nmousitue «ayTeHTUIHOCTH

. Packpoiite nmonsiTre «anemmmpyeMocTby»

. Packpoiite nmonsiTre «HageKHOCTH)

. Packpoiite noHsATHE «TOYHOCTH

1N AN



15. Yro HEOOXOIUMO CIeNaTh C MAPOJISIMU [0 YMOITYAHUIO?

Bomnpocs! it npoBepkH ypoBHS 00y4eHHOCTH "yMeTh'":

1. B 1em 3axtogyaercsi KOMIUICKCHBIH TOMCK BO3MOXKHBIX METOJIOB JA0CTyma?

2. YTo IOMKHO MPOUCXOANTH C MAPOJISIMHU Yepe3 OMpeaeIeHHBIE TPOMEKYTKHA BpeMEeHH?

3. YTO HOJKHO MTPOUCXOUTD C HEMCIIONb3yEMbIMU B TEYEHHUE JJOJTOT0 BPEeMEHH UMEHAMH PETUCTpaLiu?

4. Kak 1omKHa pearupoBaTh CUCTEMa Ha OIIMOOYHBIE TIONBITKH BONTH B CUCTEMY?

5. HazoBuTe ocHOBHBIE 4 BO3MOXHBIE LIEJIN 3I0YMBIIIJICHHUKOB IIPH aTaKe Ha CepBep

6. Ha3oBuTE OCHOBHYIO LIEJIBIO aTaKH Ha pabouyIo CTAHIUIO

7. Ha3oBUTE OCHOBHOE CPEJICTBO aTaKU Ha pab0O4YyI0 CTAHIIMIO C LEJIBIO MOJTYYCHHUS JaHHBIX, 00pabaThIBAEMBbIX, JTHO0
JIOKaJIbHO XPaHUMBIX Ha HEH

8. HazoBute xareropuio cxeMsl Iepeaadn HHPOPMAIH, BO3MOKHOCTb CUNTHIBAHHUS HHOOPMAIMN ¢ KOTOPBIX HUUEM He
KOHTPOJIUpYETCS

9. OnuuMTe 0COOEHHOCTH MTPOCITYIINBAHUS CETEBOTO TpaduKa Npu repegade no KOakCHalbHOMY MTPOBOLY

10. OnumnTe 0cOOEHHOCTH NPOCITYIIMBAHKS CETEBOTO Tpaduka MpH repeaaye 1Mo ONTUYECKOMY BOJIOKHY

11. OnumuTe nocnen0BaTeIbHOCTD [IBETOB IIPOBOIOB BUTOU Maphl MPH MPIMOM 00KHMe, KOTOPbIH NPUMEHSETCS 115
nepesayn JaHHBIX KOMITBIOTEP — KOMMYTAaTOp — KOMITBIOTEP

12. OnummTe NociIe0BaTEIbHOCTD IIBETOB ITPOBOJIOB BUTOH Maphl MPH NEPEKPECTHOM 00XKHME, KOTOPBIH MPUMEHSIETCS IS
nepesayn JaHHBIX KOMITBIOTEP — KOMIIBIOTEP

13. HaszoBwure npeanasnavenue yruauts! Ipconfig

14. HazoBute npepHa3HaueHUEe YTUIIUTHI tracert

15. Ha3oBute npeHa3HaYeHHE YTHIUTHI Ping

Bonpocs! 1t TpoBepKH ypOoBHS 00YYEHHOCTH "BIIaACTh":

1. C momoripto ytunmutsl ipconfig onpenenuts IP aapec u husmueckuit aapec OCHOBHOTO CETEBOTO HHTepdeiica
KommbroTepa, IP aapec muro3a, IP agpeca DNS-cepBepoB u ucnosnb3yercs iu DHCP.

. YcranoBuTe maposs Ha OTKpeITHE (aitma B MS Word

. YcraHoBuTe OrpaHnueHne Ha (POpMaTHPOBAHKE TEKCTa yCTaHOBKOM mapoist B MS Word
. YcTaHOBHTE OrpaHHYEHNE Ha PeJaKTHPOBAaHKE TEKCTA YCTAaHOBKOM maposst 8 MS Word
. YcranoBuTe naposis Ha oTkpbiTHe (aitna B MS Excel

. YcranoBuTh 3amuty jucta 8 MS Excel.

. YcraHoBuTb 3amuTy Kaurn B MS Excel

. 3amuTUTE BCE SYCHKH TUCTa KPOME OTHOM.

. 3anMTuUTe OIMH CTOJIOEI JIHUCTA.

10. 3anmTHTe TOTBKO OIHY SUEHKY JIUCTA.

11. BeraBbTe H300paXkeHUE Ha JIUCT U 3aIUTUTE TOJIBKO €T

12. 3ammdpyiite TekcToBsIi (aiin nporpammoii Visual AES 1.1

13. 3amudpyiite TekcToBbIH Gaiin nporpammoit DX Secure 4.0

14. 3amudpyiite TexcToBbIH (aiin nporpammoii CryptoFan 2

15. 3ammdpyiite TekCTOBBIH (aiin nporpammoii Codefile
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(Kommerenmms OITK-6)

Bomnpock! [yist IpOBEpKH ypOBHS 00yYEHHOCTH "3HATh":

1. K70 sIBIsIeTCSI OCHOBHBIM OTBETCTBEHHBIM 3a ONPE/IeNICHHE YPOBHS Kiaccudukanny nHdopmarmm?

2. Kakas xateropus siBisercst Haubosee pUCKOBAaHHOM U1l KOMITAHUM C TOYKHU 3PEHHSI BEPOSTHOTO MOLLICHHUYECTBA U
HapyeHus: 0e30macHoCTH?

3. Ecnu pa3nuyuHbIM rpyIaM 1mosb30BaTeseld ¢ pa3inuHbIM YPOBHEM JIOCTyNA TpeOyeTcs JOCTYH K OJTHOW M TOH e
MH(OPMAIIH, KAaKOe U3 YKa3aHHBIX HIDKE JICHCTBUI CleqyeT NPeIIpUHSTh PYKOBOJCTBY?

4. Yto camoe TIIaBHOE JJOJDKHO MPOIyMaTh PYKOBOJCTBO MPH KIacCH)UKALNH JaHHbIX ?

5. KTo B KOHEUHOM cUeTe HeCeT OTBETCTBEHHOCTD 32 FAPaHTHHU TOTO, YTO JaHHbIEe KIACCU(QHINPOBAHBI U 3aLINIICHBI?
6. Uto Takoe npouenypa?

7. Kakoii ¢akTop Hanbosee BakeH U1 TOTO, YTOOBI OBITh YBEPEHHBIM B YCIIEIIHOM O0ecIieueHNH Oe30I1aCHOCTH B
KOMIaHuu?

8. Korya 1enecoobpa3Ho He NpeANnpUHUMATh HUKAKUX JICHCTBUI B OTHOILICHUH BBISBJICHHBIX PHCKOB?

9. Uro Takoe NONUTHKA O€30IacHOCTH?

10. Yto myurue Bcero onuchiBaeT 1eib pacuera ALE?

11. B yem 3axitodaeTcs TaKTHYECKOE IJIAHUPOBaHUE?

12. YUro sBnsieTcs onpeaesaeHneM Bo3eucTBrs (EXPOosure) Ha 6e30macHOCTh?

13. Kak paccuntaTh OCTaTOUHBINA PUCK?

14. TTouemy npu MpoOBEICHUU aHATM3a HHPOPMAIMOHHBIX PUCKOB CJIEIYET MPUBJICKATh K 3TOMY CIICIIHAIMCTOB U3 Pa3IMYHbIX
HnoJpa3jeaeHuit KOMIaHUu?

15. Yro siBNs€TCS HAWITYYIIUM OIMCAaHUEM KOJUYECTBEHHOI'O aHaIN3a PUCKOB?

Bomnpocs! 11t npoBepKH ypoBHS 00y4eHHOCTH "yMeTh'":

. Ha xakue mporpaMMbl IpUXOIUTCSI OCHOBHASI Macca yrpo3 HHHOPMAMOHHON 6e3011acHOCTH?
. [lon xakue cucTeMbl pacpoCTpaHEHHE BUPYCOB MIPOUCXOUT Hanbosee TMHAMUYHO?

. Kakoii sTan sBnsieTcs 3aKI04UTENBHBIM B IOCTPOSHUS CUCTEMBbI 3aLUThI?

. Kakue yrpo3s! 6e3zonacHocTr HH(OpMAIUK SBISIOTCS MPpeJHAMEPEHHBIMU?

. Kakue BUpyChI akTHBH3HPYIOTCSI B CAMOM Havajie pabOThI C ONIEPAIlMOHHONW CHCTEMOH?

. Uro Takoe Stuxnet?

. Uro Takoe TapreTupoBaHHas aTaKa?
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15. Koraa nenecoo0pa3Ho He MpeanpUHUMATh HUKAKUX ACHCTBUN B OTHOIICHHU BBISBJICHHBIX PUCKOB?

Bomnpocs! [yist IpoBepKH ypOBHS 00yYEHHOCTH "BIIAACTh":

1. PaccunraiiTe 3Haue€HHE OTKPHITOTO KJIFOYA B KpunToanropurMme RSA, eciiu napametps mmdpoBanus p=5 u =7,
3aKpBITHIH KiTfou d=7

2. PaccuuraiiTe 3HaUeHHE OTKPHITOTO KIII0Ya B KpunToanroputme RSA, ecnu mapaMmeTpbl b poBaHus p=5 u (=7,
3aKphITHIA Kitoy =13

3. Paccuuraiite 3HaUeHHE OTKPHITOTO KIII0YA B KpunToanroputme RSA, ecnu napameTpbl b poBaHus p=5 u (=7,
3aKphITHINA KiF0Y d=5

4. PaccuuTaiiTe 3Ha4eHUE OTKPBITOTO KJIoua B Kpunroanropurme RSA, eciu napamerps! mudposanust p=7 u =17,
3aKpBITHIH KiTfod d=5

5. PaccumraiiTe 3HaU€HHE OTKPBITOTO KiItoYa B KpunroanropurMe RSA, ecnu mapameTps mupposanus p=7 u =17,
3aKphITHIA Kitoy d=11

6. PaccunraiiTe 3HaueHHE OTKPBITOTO KJIt0Ya B KpunToanroputme RSA, ecnu napametpsl mubposanus p=7 u (=17,
3aKpBITHINA KitoY d=7

7. PaccuuraiiTe 3HaUCHHE OTKPBITOTO KJIF0Ya B Kpunroanropurme RSA, ecin mapametpsl mudposanus p=3 u =11,
3aKpBITHIH KiTfou d=13

8. PaccumraiiTe 3HaUCHHE OTKPHITOTO KIIt0Ya B Kpuntoanropurme RSA, ecnu mapamerps! mudposanus p=3 u =11,
3aKpBITHIH KiTfod d=7

9. PaccumraiiTe 3HaU€HHE OTKPBITOTO KJIt04a B KpurnroanropurMe RSA, eciiu mapametps mmdpoBanus p=13 u =11,
3aKpBITHIN Kirou d=11

10. PaccunTaiiTe 3Ha4YeHNE OTKPHITOTO KIIFO4A B Kpunroaroputme RSA, ecnu napamerps! mudposanus p=13 u =11,
3aKpBITHIN K04 d=7

11. PaccuuTaiiTe 3HaUeHNUE OTKPHITOTO KITFOUa B KpunroanroputMe RSA, ecnu napamerpsl mudposanus p=13 u =11,
3aKpBITBIA Koy =13

12. PaccuunraiiTe 3HaUCHHUE OTKPHITOTO KITF0Ua B kpunroanroputme RSA, ecnu nmapametps! mudposanus p=3 u =7,
3aKpBITHIA KiIr0Y (=7

13. PaccuuTaiiTe 3Ha4YeHUE OTKPHITOTO KITt04a B Kpunroairoputme RSA, ecnu napamerps! mudpoBanus p=3 u q=7,
3aKpBITHIN Kir0u d=13

14. PaccuuTaiiTe 3Ha4YeHNUE OTKPHITOTO KITt04a B Kpunroanroputme RSA, eciu napamerps! mmdpoBanus p=3 u 9=7,
3aKpBITHIN Kiro4 d=5

15. PaccuunTaiiTe 3HaUCHNUE OTKPBITOTO KITF0Ua B KpunroanroputMe RSA, eciu mapametpsl mudposanus p=3 u =11,
3aKpBITHIA Kir04 (=3

(Kommerenmums OITK-14)
Bomnpock! [yist IpOBEpKH ypOBHS 00yYEHHOCTH "3HATh":

. B xakux ciyyasx MOTyT UCIIOJIb30BaTh TEPMHHAIBI 03 napois?

. B kakux ciydasx umeercs 00s13aTesibHOE TpeOOBaHUE HAIMYMS Y TEPMHUHAIA UMsI PETHCTPALUK U TTaposis?

. HazoBute ocHOBHOE TpeOOBaHUE K yIAIECHHOMY TEPMHHAITY

. B yem 3akirouaercs cxema oOpaTHOTO 3BOHKA?

. HazoBure tpeboBanus, npexbsisisiemsle k 10g-in 3anpocy TepmuHana

. Uto pekoMeHyeTcs BBIBOAUTH HA 3KPaH Ha BXOJI€ B CHCTEMY?

. HazoBute moHsTHE, B KOTOPOM JAETCS TApaHTHUS TOTO, YTO KOHKPETHass HHPOpMALKs JOCTYITHA TOIEKO TOMY KPYTY JIHIL,
JUTSL KOTO OHA MpeAHa3HauYeHa; HapyIIeHHe dTOI KaTeropuy Ha3bIBaeTCsl XUIICHUEM JIMOO0 pacKpBITHEM HHpOpMaLUH

8. HazoBute noHsiTHe, B KOTOPOM JAETCs rapaHTUs TOTO, YTO MHPOPMAILUS ceiiuac CyIeCTBYET B €€ UCXOJHOM BHJE, TO €CTh
NPY €€ XpaHeHUH WK Tepeade He ObUIO MPOHM3BEICHO HECAHKIIMOHUPOBAHHBIX U3MEHEHUH; HapyIICHHE TOI KaTeropuu
Ha3bIBaeTcs (anbcuduKanneil cCooomeHus

9. HazoBuTe NOHsATHE, B KOTOPOM JaeTCs TapaHTHs TOTO, YTO HCTOYHHUKOM HH(OPMAINH SBISETCS HMEHHO TO JIUI0, KOTOPOE
3as1BJICHO KaK €€ aBTOp; HapyLIeHHEe STOH KaTerOpUH TakKe HasbiBaeTcs (arbcuukanieid, HO yxKe aBTopa COOOICHUS

10. HazoBute noHsTHE, B KOTOPOM JJA€TCs FapaHTUs TOTO, YTO MPU HEOOXOJMMOCTH MOXKHO OYZET 10Ka3aTh, YUTO aBTOPOM
COOOLICHUS SABIISETCS MMEHHO 3asBJIICHHBII YeJIOBEK, M HE MOXKET SIBIISIThCSA HUKTO JIPYTOif; OTIMYME 3TOM KaTeropuu OT Mpeablayen
B TOM, YTO MPH MOJMEHE aBTOPA, KTO-TO JPYTOM MBITAETCS 3aBUTh, YTO OH aBTOP COOOILICHUS, a MPU HAPYILICHUHU areTUPYyEeMOCTH —
caM aBTOP MbITaeTcs "OTKPECTUTHCS" OT CBOMX CJIOB, TIOJMUCAHHBIX UM OTHAXKIBI.

11. HazoBuTe MoHsTHE, B KOTOPOM JAETCS FTAPAHTHUS TOTO, YTO CUCTEMa BeJeT ce0si B HOPMAIbHOM M BHEILITATHOM PEXHMaX
TaK, KaK 3alJIaHUPOBAHO

12. Ha3zoBute noHsATHE, B KOTOPOM JA€TCs rapaHTUsl TOYHOTO U ITOJTHOTO BBITIOJIHEHHS BCEX KOMAHI

13. HazoBute noHsTHE, B KOTOPOM JA€TCS rapaHTUs TOTO, YTO Pa3JIMuHbIE TPYIIIbI UL UIMEIOT Pa3In4HbIA JOCTYH K
MH(POPMALMOHHBIM 00BEKTaM, U 3TH OTPaHUYEHHS JOCTYIA MOCTOSHHO BBIOJIHSIOTCS

14. HazoBuTe mOHATHE, B KOTOPOM JIa€TCsI TapaHTHUs TOTO, YTO B JIIOOOH MOMEHT MOJKET ObITh MPOU3BEAEHA IONHOLICHHAS
MpOBEPKa JIF0OOro KOMIIOHEHTA IIPOTPAMMHOTO KOMILIEKCa

15. Ha3oBute noHsaTHe, B KOTOPOM JIA€TCs TapaHTHUS TOTO, YTO KJIMEHT, MOJKIIOYCHHBIN B TaHHBI MOMEHT K CUCTEME,
SIBIISICTCS KMEHHO TEM, 32 KOTO ce0sl BbIIaeT

~N NN AW~

Bormpock! st poBepku ypoBHs 00y4eHHOCTH ""yMeTh":
. B yem 3akirouaercss KOMIUIEKCHAs! 3alIMTa OT BOZMOKHOCTH KPaXku Iaposieit

. HazoBuTE OCHOBHYIO PEKOMEHIALIUIO MIPH IPOSKTUPOBAHUH TOIIOJIOTHU CETH

. OnuimuTe ONTUMAJIBHYIO SMHUILY CeTMEHTHPOBAHUSI CETH

. B uem 3akmouaercs obs3aTenpHOE TpeOOBaHUE AT OTIEPATOPOB C PA3HBIMU YPOBHAMHE JOCTYTIA
. Uro npezcrasnseT co0oii aTaka Ha cepBep, KOTOpas BbI3bIBaeT "0TKa3 B ceppuce?

. Onmmmre ocoberHocts arak Ha DNS-cepBepa

N AW —



14. YcranoBuTe mapouis Ha OTKpbITHe (aitma 8 MS PowerPoint
15. Hactpoiite oTkpsiTHe mokymerta B MS Word ToseKko aist 9TeHunst

Bompocsr k 3x3ameny:

(Kommerenmus OITK-2)

Bomnpocs! i npoBepkH ypoBHS 00y4EHHOCTH "3HATh'":

1. Kak Ha3bIBaeTcs JIMI0, CAMOCTOSITEIBHO CO3/1aBliee HH(GOPMALUIO JINOO MOJTyYUBIlIee HA OCHOBAaHUH 3aKOHA HITH
JIOTOBOpA MPaBo pa3peniaTh WK OrpaHUuUBAaTh JOCTYH K HHPOpMaumn?

2. HazoBure 00s13aTesnbHOE /17151 BBITIOJIHEHHS JIULIOM, TTOJIyYMBIINM JIOCTYII K OIpeiesieHHoN nH(opMalmu, TpeboBaHue HEe
nepeaaBaTh TaKyr HHPOPMAIIUIO TPETHUM JIUIaM 0e3 coryiacus ee o01aaarens

3. HazoBute peiicTBus, HaNpaBleHHbIE HAa OTyYeHHe HHGOPMALIK HEONIPEAETIEHHBIM KPYTOM JIMI] WX TIepeaady
MH(OPMAIIH HEOIIPEACICHHOMY KPYTY JINI]

4. Ha3zoBuTE BO3MOXKHOCTb ITOJIy4EHHUS! MH(GOPMALIUH U €€ UCTIOIb30BaHHS

5. HazoBuTe Bce KOMIOHEHTHI HHPOPMAITHOHHOMN CUCTEMBI IPEANIPHUATHS, B KOTOPOM HAaKaIIMBAIOTCS U 00padaThIBAtOTCS
MIEPCOHANIbHBIE JTAHHBIE

6. UTO OTHOCHTCS K CBEAECHUAM KOH(UAESHINAIBLHOIO XapaKTepa, COrNIacHO yka3y npesujenta PO ot 6 mapra 1997 r.?

7. KakuM 3aKOHOM peryJIMpyOTCs OTHOIICHUS, CBS3aHHBIE ¢ 00pa0OTKOW NEePCOHATBHBIX JaHHBIX?

8. Ha uyto moapasnensrorcss nHGOpMAIMOHHBIE CUCTEMBI IT0 PEXXUMY 00pa0OTKH IePCOHATBHBIX TaHHBIX B
UHPOPMAIOHHO# cucteme?

9. HazoBuTe nporniecc cooOIieHns cyObeKTOM CBOEI0 HMEHH WIIM HOMepa, C LEJbI0 MOTyYeHU s ONpeIeNIEHHBIX TIOJTHOMOYHHT
(paB ocTyma) Ha BHINOJIHEHHE HEKOTOPBIX (Pa3pelIeHHbIX eMy) AEHCTBUM B CUCTEMaX ¢ OrPaHUYEHHBIM J0CTYIIOM

10. HaszoBure npoueaypy IpoBEpKU COOTBETCTBUS CyOBbEKTa U TOTO, 32 KOTO OH IIBITAeTCs ce0s BBLIATh, C IIOMOIIbIO HEKOM
YHHUKaJIbHOHN HHPOpMALIUK

11. HazoBuTe mporecc, a Takxke pe3ysbTaT IMporecca MPOBEPKH HEKOTOPBIX 00s3aTeIbHBIX TapaMeTPOB TIOIB30BATENS U, IPH
YCIIEITHOCTH, TIPEIOCTABICHHE MY OIPEIENIEHHBIX TOJTHOMOYHI Ha BHIIIOJHEHHE HEKOTOPHIX (Pa3pelIeHHBIX eMY) AeHCTBHII B
CHCTEMaxX C OTPaHUYEHHBIM JJOCTYIIOM

12. HazoBute npocreifmuii crocod uaeHTHPHUKAINN B KOMIIBIOTEPHOH CHCTEME B PE3yJIbTaTe KOTOPOTO SBJISETCS BBOT
ueHTU(GUKATOpa M0Ib30BaTEIIS

13. HazoBute 0CHOBHOE CpeACTBO, O0eceunBarolee KOHPHIEHIUATBHOCTS HH(OPMAIIUH, TOCHUIAEMOM MO OTKPBITHIM
KaHaJaM [epe/laudl JaHHbBIX, B TOM YHCJIE — [10 CETU UHTEPHET

14. Kakast ”HTEpHET TeXHOJIOTHs UCIIOIb3yeTCs Uil 0e30MacHOM Iepeady JaHHBIX [0 KaHaiam?

15. Ha3oBuTe KOMILIEKC aNapaTHBIX H/WIH MPOTrPaMMHBIX CPEJCTB, OCYLIECTBISIONINN KOHTPOJIb H (DHIBTPAIHIO CETEBOTO
Tpad¥Ka B COOTBETCTBHH C 33IaHHBIMH ITPAaBIJIAMHU U 3aIHIIAIOMINI KOMIBIOTEPHBIE CETH OT HECAaHKIMOHUPOBAHHOTO IOCTYTIA

Bomnpock! 11t IPOBEPKH YPOBHS 00y4EHHOCTH "yMeTh'":

1. Ha 9ro menstcst yrpo3sl 1o pazMmepaM HaHOCHMOTO yiepoa?

2. I3 xakux 4geThipex qomMeHoB coctout CobiT?

3. Yro npexcrasisiet coboit crangapt ISO/IEC 277997

4. Yro siBnsieTcst OCHOBHBIMH 1ienisiMu U 3anauamu COSO?

5. HazoBuTe 0CHOBHBIE 00BEKTH HH)OPMATHOHHON 6€30MacCHOCTH

6. B 4yeM 3aKii09aroTCsi OCHOBHBIE PHCKH HH()OPMaMOHHON 6€30macHOCTH?

7. HazoBuTe npoueypy, IpOBEPSIONIYI0, UMEET JIH MOJIB30BaTeNb C MPEABSIBICHHBIM HACHTH(HHKATOPOM NPaBO HA JOCTYI K
pecypey

8. MOXHO 111 B CIIyKEOHBIX LESIX UCIIO0JIB30BATh HJIEKTPOHHBIN ajpec (IOYTOBBIH SIIHK), 3apETUCTPUPOBAHHBII Ha
00IIE0CTYITHOM OYTOBOM CepBepe, HarmpumMep Ha mail.ru?

9. OnumuTe ONTUMAIBHYIO €AUHUIYY CETMEHTUPOBAHUS CETH

10. B uem 3axittouaercst 00s3aTeNnbHOE TPeOOBAaHHE I ONEPATOPOB C PA3HBIMU YPOBHSAMHU JOCTYIIA

11. Uro mpencrasiser coboit aTaka Ha cepBep, KOTOpasi BbI3bIBaeT "0TKa3 B cepruce"?

12. Onumute ocobenHocth atak Ha DNS-cepBepa

13. HazoBure 1110, KOTOPOE SBISETCS MPOMEKYTOYHBIM 3BEHOM MEXIY OTIepaTOpPaMH M CIIEHaIUCTAMH T10
uH(popMaronHoi 6e3onacHocTu. Ero 3aaua — cBOEBPEMEHHO M KaU€CTBEHHO HHCTPYKTHPOBATh MOJYNHEHHBIH eMy epcoHan 000
BCEX TPEOOBAHMAX CITy>KObI 0€30MACHOCTH U CIICIUTD 3a €€ UX BBIOJHEHHEM Ha pab0ouNX MecTax.

14. HazoBute nuiia, OTBETCTBEHHBIE TOIBKO 3a CBOM MOCTYMKUA. OHU HE MPUHUMAIOT HUKAKUX PEIIeHUH U HU 332 KEM He
HaOJI01AI0T

15. Ha3oBuTe BHEITHHX CIIELHATUCTOB WM GUPMBI, HAHUMaeMble TIPEIIPUATHEM JUIS IIEPUOIHIESCKON (TOBOJBEHO PEIKON)
MIPOBEPKH OPTaHU3alnH U (GYHKIHOHHPOBAHUS BCEH CHCTEMBI 0€30MaCHOCTH

Bomnpocs! 11 npoBepky ypoBHS 00yYEHHOCTH "BIIaeTh":

1. Bammdpyiite kpunroanroputMmoM RSA OykBy A, KOTOPOW COOTBETCTBYET 3HaUeHHUE 1, eciu mapameTpsl IUPPOBaHUS P=5
;.q3_aZum1)pyﬁTe kpunroanroputMoM RSA OykBy b, KOTopoii cOOTBETCTBYET 3HaUCHHUE 2, €CU apaMeTps! mudpoBanus p=5
;I.q3_aZum1)pyﬁTe kpunroaaroputMmoM RSA OykBy B, KoTopoii COOTBETCTBYET 3HaUeHHE 3, €CiIM TapaMmeTphl mudpoBanus p=5
Z.%;Llnd)pyme kpunroanroputMoM RSA O6ykBy I', KOTOpO#t COOTBETCTBYET 3HaYeHHUE 4, €CIU MapaMeTphl IUPPOBaHUS P=5
?.%—azm@pyme kpunroanroputMoM RSA 6ykBy I, KOTOpOi COOTBETCTBYET 3HAUCHHUE 5, €CIU MapaMeTphl IUPPOBAHUS P=5
Ig.q3_aZmz1(1)py171Te kpunroanroputMmoM RSA OykBy E, KOTOpoit COOTBETCTBYET 3HaYCHHUE 6, €CIIU MapaMeTpbl UG POBaHUS p=5
uq=7

7. 3amudpyiire kpunroanrroputMoM RSA 0ykBy XK, KOTOPOil COOTBETCTBYET 3HAUCHHE 7, €CITH MapaMeTphl HGPOBAHUS



11. HazoBute Tpr OCHOBHBIEC ()YHKIIUU KPUIITOCHCTEM

12. HazoBuTe 1Be OCHOBHBIC METOIUKH BHECCHHUS CIIyYallHOCTH B MPOIIECC MIH(PPOBAHUS
13. HazoBure 1Be OOJIbILINE IPYIIITBI AITOPUTMOB apXHBAIHH

14. HazoBuTe M ONUIINTE JJBA OCHOBHBIX METOJIa apXUBAIMK 0€3 MoTeph

15. Uro nmonpasymeBaer XemnpoBaHUe naposei?

Bonpocs! 1 npoBepKH ypoBHS 00y4eHHOCTH "yMeTh'":

1. Onumure GyHKIMH CHENUANINCTA 0 HH(POPMAIIMOHHOM 6€30MacCHOCTH Ha IPEANIPUITHI

2. Ha3oBure JHII0, HEMOCPEJCTBEHHO pabdoTaromiee ¢ HHpopMaIueil. 3a4acTyro TONBKO OH B COCTOSIHUH PEATbHO OLICHHUTh
Ki1acc oOpadaTbiBaeMoil MH(OpMaIHK, a HHOTIAa U paccKa3aTh O HECTaHIAPTHBIX METOIaxX aTak Ha Hee (y3KOCTIeHU(DUIHBIX IS
9TOTO BHJIA TaHHBIX )

3. HazoBuTe poiib, KOTOPYIO BHIIIOJHAET OOBIYHO CTOPOHHEE JIUIIO0, KOTOPOE HECET OTBETCTBEHHOCTH Iepea GUpMOii 3a
MOJJICPIKaHUE JIOJDKHOTO YPOBHS HHPOPMAIIMOHHOH 6€30MaCHOCTH B MIOCTABISIEMBIX UM MPOJIYKTOB

4. B ueM 3aKJII0YaeTCs poIib IMHEHHOTO MeHepKepa?

5. HazoBuTE pOJTb, KOTOPYIO BBIMOJHSIOT JIUIA, OTBETCTBEHHBIE TOJBKO 332 CBOM NOCTYNKU. OHU HE MPUHUMAIOT HUKAKUX
peLICHHI 1 HY 32 KEM He HaOII0Jal0T

6. B ueM 3akiroyaercst pojib ayIMTOpa B OpraHU3aI[iy MOJUTUKH HH()OPMAIIMOHHON 0€301acHOCTH?

7. Hanmtute hopmyny 3ammppoBKu OyKBBI KOJIHUpyeMoro cooliieHus B aroputMe RSA u o0bscHuTE ee

8. Hammumure opmysty 3amuppoBKr OYKBBI KOAUPYEMOTo coo0ieHus B anroputMe RSA u o0bscHuTE ee

9. Hanmmmre GopMyiy pacdera OTKPBITOrO Kitoua B aroputMe RSA 1 00bscHUTE ee, a TaKKe KaKue OTPaHuICHHS
HAKJIa[bIBAIOTCS] HA OTKPBITHIN KITFOY TIPH €0 HaXOXKICHHH.

10. HanmmuTe GopMyity pacyeTa 3aKphITOro Kitova B anroputMe RSA u o0bsCHHUTE ee, a TaKkKe KaKue OrpaHuICHUS
HAKJIa[bIBAIOTCS] HA OTKPBITHIN KITFOY TPH €0 HaXO0KICHHH.

11. HazoBute 0cCOOCHHOCTD 3aIIU(PPOBKH B IEPECTAHOBOYHOM AJITOPUTME

12. OnuimunTe OCHOBHO# MPUHITKUIT pabOThI CKpemMoIepa

13. OnumuTe XapakTepHy0 0COOCHHOCTh OJIOUHBIX KPHIITOAITOPUTMOB

14. laiiTe onpeneneHne KPUNTOCUCTEME

15. Tlepeuncnure OCHOBHBIE (DYHKIH KPUIITOCUCTEM

Bomnpocs! 1t TpoBepKH ypOoBHS 00yYEHHOCTH "BIIaACTh":

1. PaccuuraiiTe 3HaUeHHE 3aKPBITOrO Kitoya B KpunroaiaropurMe RSA, ecnu nmapamerpsl mudposanus p=3 u =11

2. PaccuuTaiiTe 3HaUe€HHE OTKPBITOrO KiItoua B kpunroanropurMme RSA, eciu napametps! mudposanust p=3 u =11,
3aKpBITHIA Kir04 (=3

3. 3ammdpyiite kpunroaaroputmoM RSA OykBy b, koTopoli COOTBETCTBYET 3HaUCHHE 2, €CIM apaMeTpbl IIHQPOBaHUI p=3
u Q=11

4. Pacumpyiite kpunroanroputMoM RSA 3ammbppoBarHyro OyKBY, 3HAUCHHE KOTOPOit 29, ecly mapaMeTpsl IH(poBaHNL
p=3ug=11

5. HanmummTe npouenypy 3aunmpoBky kpuntoaaropurma TEA Ha s3sike nporpammupoBanus Pascal

6. HanummuTe anroputM co3JaHusi OCHOBHOM IIPOrpaMMBI 10 BBI30BY IPOLELYPbI 3aIIU(PPOBKU TEKCTa KPUIITOAITOPUTMOM
TEA, nepenaun mporeaype HCXOIHOTO TeKCTa U BBIBOJIA 3aIIH()POBAHHOTO.

7. HarmuiuTe Ha si3bIke porpamMMupoBanus Pascal ocHOBHy0 mporpamMmy MO BbI30BY IPOLEAypbI 3aIM(POBKH TEKCTa
kpunroanroput™MoM TEA, epenatn mpouexype HCXOAHOTO TeKCTa U BBIBOJIA 3aITH()POBAHHOTO.

8. Peanu3yiite Ha si3b1Ke mporpamMmupoBanus Pascal 3amuppoBky Tekcra kpurroanrropurMom TEA

9. HanmummTe anroputM U3MeHeHus npoueayps! 3amudposku EnCryptRouting sa npoueaypy paciudpoBku
DeCryptRouting

10. Hanmmure dparmenT nporpammsl Ha Pascal, 8 koropom st anroputMa Rijndael mporcxoaut npeobpasoBaHue TeKcTa,
BEJICHHOT'O N10JIb30BaTEJIEM B UUCIIOBYIO MAaTPHILY.

11. Harmmure dparmenT nporpammsl Ha Pascal, 8 kotopom st anroputma Rijndael nponcxoaut npeodpasoBanue 4yncioBoit
MAaTpUIBI B 32T POBAHHBIA TEKCT.

12. Harmmure dparmenT nporpammsl Ha Pascal, 8 kotopom juist anroputma Rijndael nponcxoaut 3anonHenue exnHAIHOMN
MaTpHIBL.

13. Hanmuure GparmeHT nporpammsl Ha Pascal, B koropom mist anroputMa Rijndael npoucxoaur oomMen mecramu epBoi u
HoCJIeTHEeH CTPOKH AByMEPHOTO MacCHBa.

14. Hanmunre gparmeHT nporpammsl Ha Pascal, B koropom st anroputMa Rijndael mpoucxoaur ooMeH MecTaMu IepBoro u
MIOCIIETHETO CTONIOA ABYMEPHOTO MacCHBaA.

15. Harmmure dparmenT nporpammsl Ha Pascal, B kotopom st anroputma Rijndael nponcxoaut ysenudenne Bcex
3JIEMEHTOB ABYMEPHOTO MacCHBa Ha 2

(Komnerenuus OITK-6)

Bomnpocs! i npoBepkH ypoBHS 00y4EHHOCTH "3HATh":

1. Yto noapasymeBaeTcs 1Mo TEePMHUHOM «IIEPCOHAIBHBIC TaHHBIE

2. B xakoM cityuae COTPYAHUK YUPEXKICHHUS MOXKET ObITh TIPUBJICYCH K OTBETCTBEHHOCTH 32 HAPYILICHHS MPaBUII
nH(OpMaIMOHHOH Ge30macHoCTH?

3. MoXeT JIi COTPYJHUK OBITh IPUBJIICYCH K YTOJOBHOM OTBETCTBEHHOCTH 33 HapyIICHUS MPABII HHYOPMAIUOHHON
6e30macHOCTH NpeupusaTHa?

4. HazoBure npouenypy, IpOBEPSIOLIYI0, HIMEET JIH MO0JIb30BaTelNb C NPEAbIBICHHBIM HICHTU(UKATOPOM IIPABO HA TOCTYIH K
pecypey

5. MOHO 71 B CITy)KEOHBIX LIEJISIX UCTIONB30BaTh AJICKTPOHHBIN ajipec (MOYTOBBIH SIINK), 3apPETUCTPUPOBAHHBII Ha
00IIe TOCTYITHOM TIOYTOBOM CepBepe, Hampumep Ha mail.ru?

6. UTto HEOOXOIMMO CAAeNIaTh IS TOTO, YTOOBI CHU3UTBH BEPOSITHOCTH YTPaThl HHpopMaruu?

7. YTO OTHOCHUTCS K OCHOBHBIM (DYHKIMSIM CHCTEMBI 0€301macHOCTH?



11. Kakue Hanbosee pacrpoCTpaHEeHbI CPEACTBA BO3ICHCTBUS Ha ceTh ouca?

12. Kaxkoii aTan siBisieTcs 3aKITI0YUTEIHHBIM B IOCTPOEHUS CHCTEMBI 3aIIUTHI?

13. Kakue yrpo3sl 6e30macHOCTH HHPOPMAIMH SBIISIOTCS MPEeIHAMEPCHHBIMU?

14. Yro camoe riaBHOE JIOJDKHO MPOAYMAaTh PyKOBOJICTBO MPH KilacCU(PUKAIMH JaHHBIX?
15. Uro gBJsIeTCS HAWITYYIINM OMHCAHHUEM KOJIMUECTBEHHOTI'O aHAIN3a PUCKOB?

Bomnpocs! 1 TpoBepKH ypoBHS 00yYEHHOCTH "BIIaeTh":

1. Pacumdpyiite kpunroaaroputMoM RSA 3amudpoBanHyio OykBy, 3HaUeHHE KOTOPOii 1, eciu mapameTps! mudpoBaHus
IZ)._SaIZL?[;I(pryﬁTe kpunroanroputMom RSA 3ammppoBanHyro OyKBY, 3HaYCHUE KOTOPOH 32, eci apameTpbl mudpoBaHus
g.iléalzgl;(;pyme kpunroanroputMom RSA 3ammppoBanHyro OyKBY, 3HaYCHUE KOTOPOH 33, eciu mapameTpbl mudpoBaHus
E.ZIS’aPéI?I;I(pryﬁTe kpunToanroputMoM RSA 3ammppoBaHHy0 OYKBY, 3HaUECHHE KOTOPOW 9, eciii mapaMeTpbl (b pOBaHUS
F5).:IS’aI/éI?I;I(71)py1?1Te kpunroanroputMoM RSA 3ammgppoBaHHyro OykBY, 3HaUCHUE KOTOPOii 10, eciti mapamMeTps! MU(poBaHUs

gfgapéi;(;pyme kpunroanroputMom RSA 3ammppoBaHHyro OyKBY, 3HAYCHHUE KOTOPOH 6, €CIIK MapaMeTpbl MU(POBAHUS
gif’ayél?l;é)pyﬁTe kpunroanroputMom RSA 3ammppoBaHHyio OyKBY, 3HAYCHHE KOTOPOH 7, €CIIU MapaMeTphl MH(poBaHus
g.:]?’apél?l;(?bpyme kpuntoanroputMoMm RSA 3ammdpoBanHyio OykBYy, 3HaUeHHE KOTOPOU 8, €CITU mapaMeTphl ITU(PPOBaAHUS
gif’apégl;lg)pyﬁre kpunroanroputMom RSA 3ammppoBaHHyio OyKBY, 3HAYCHHUE KOTOPOU 4, €CIIK MapaMeTpsbl MHU(POBAHUS
I1)35 PP;gH_JZI(bpyﬁTe kpunroanroputMom RSA 3ammppoBanHyro OyKBY, 3HaYeHHe KOTOpo# 10, ecin mapameTpbl mudpoBaHus
II)T.lf’aP(I:I?I;Iﬁ)]}.)yﬁTe kpuntoanroputMoMm RSA 3ammdpoBanHyio OykBy, 3HaUeHHE KOTOPOU 1, €CITU mapaMeTphl ITU(PPOBaAHUS
?z.lf’alil?l;lﬁi)yﬁm kpunroanroputMoMm RSA 3ammdpoBanHyio OykBYy, 3HaUeHHE KOTOPOU 63, eciy mapaMeTpsl Mu(poBaHUs
Il)g.ll?;aligl;lﬁ)lpyﬁm kpunroanroputMom RSA 3ammppoBanHyro OyKBY, 3HaYCHHE KOTOPOH 12, ecu mapameTpsl mu(poBaHUs
113:7 PP;(?H_.I]I;IZI)pyﬁTe kpunroanroputMom RSA 3ammppoBanHyro OyKBY, 3HaUCHHE KOTOPOH 72, eciii apameTpbl mudpoBaHus
p=7uq=17

15. Pacmdpyiite kxpunroaaroputMoM RSA 3amudpoBanHyio OykBy, 3HaUeHUE KOTOPOH 3, ey napaMeTpsl IUGPOBaHUS
p=7uq=17

(Komnerenuus OIIK-14)
Bomnpock! [yis IpOBEpKH ypOBHS 00yYEHHOCTH "3HATh":

. Kaxkoii 00peM nHpOpManny mmdppyrot CkpeMOeps! 3a OJJUH mar

. HazoBuTe OCHOBHYIO JIOTHYECKYIO OIEPALINIO, HCIIONIB3yeMyto B CkpemoOnepax

. Uto monpazymeBaeT co00i KOJUPYIOIIHIA IIOTOK B CKpemOiepax?

. HazoBute cyniecTBeHHBII HETOCTATOK CKPEMOIUPYIOLINX AITOPUTMOB

. HazoBuTe xapakTepHyt0 0COOEHHOCTh OJIOUHBIX KPUIITOAITOPUTMOB

Onuuure MOHATHE «BETBU ceTH DeriTessy

. Kakue xapakrepuctuku cetu deimrens UCIONB3YIOTCS B KpUNToairopurme — TEA?

. OnmmmmuTe 0CHOBHOM HEAOCTATOK Kpunroanroputma TEA

. B yem 3akirouaercs TpaHCIIOPTHOE KOAWPOBaHUE?

10. B yem 3akirouaeTcs HepBbIi 3Tal JF000r0 aCHMMETPUYHOTO aJiroputMa?

11. Kakyro npo6iaeMy HHGOPMAIIMOHHOHN 0€30IIaCHOCTH MO3BOJISIET peliaTh ACHMMETPUYHOE MH(poBaHuUs?
12. [laiiTe onpeneneHre KpUITOCUCTEMBI

13. B uem 3aximodaercst Metox mudposanus ECB?

14. HazoBuTe TpU OCHOBHBIE CIIOCO0A BBEAECHHE KaKOH-T100 ciIydaiiHON BEIMYMHBI B IpoLiece MH(POBAHUS
15. B uem 3axiouaercs mpobiemMa BCeX METOJ0B paHIOMH3AIMU COOOIIEHU?

Bomnpocs! 11 npoBepky ypoBHS 00y4eHHOCTH "yMeTh'":

1. Kakoro oTHOTO U3 CaMbIX IIABHBIX HEIOCTATKOB JINIIEHBI ACHMMETPHYHbIE KPUIITOCUCTEMBI TI0 OTHOIICHUIO K
CHMMETPHUYHBIM alrOpUTMaM

2. B kakoMm citydae TposiHCKast ImporpamMma ¢ BeposiTHOCTbio 90% He Oyner oOHapyskeHa CTaHAapTHBIM aHTUBUPYCHBIM 1107
3. Kaxum 00pa3oM MO>KHO 0OHapyKHUBaTh TPOSHCKUE IPOrPAMMBI, KOTOPBIE TOCTOSIHHO 00ECIeYNBAIOT JOCTYIH K
3apakeHHOIt OBM, ¢ moMOIIbIO yTUIIMT KOHTPOJIS 33 CETEBBIMH [TOPTaMU

4. Kakoil yTUIIHTO# A7 ONepallnoHHbIX cucteM kioHa Microsoft Windows mMoxHO 06HapyKUTE TPOSIHCKHE TIPOrPaMMBbI

5. B 4eM 3aKITI0YaroTCs aTaku ¢ HeJbl0 M3MEHEHUs TaOJIUIIbl MapIIpyTH3anum?

6. HazoBuTe MakcUManbHO BO3MOXHOE HENIPEPBHIBHOE BpeMsl 0TKa3a it uHpopmanuu 0 k1acca 6€30TKa3HOCTU

7. HazoBuTe MakcUMaabHO BO3MOXHOE HEPEPHIBHOE BpeMsl OTKa3a Uit MHpopManuu | ki1acca 6€30TKa3HOCTU

8. HazoBuTe MakcHUMaJlbHO BO3MOXKHOE HENPEPBIBHOE BpeMs OTKa3a A uH(opManuu 2 xiacca 6e30TKa3HOCTH

9. HazoBnTe MakCMMalibHO BO3MOXKHOE HEIPEPHIBHOE BpeMsl 0TKa3a i HHpopMalmu 3 kinacca 6e30TKa3HOCTH

10. HazoBuTe 00BIYHO CTOPOHHEE JIMIIO0, KOTOPOE HECET OTBETCTBEHHOCTH Mepel (UPMOH 3a MoIAePIKaHUEe JOJKHOTO YPOBHS
MH()OPMAIIMOHHON 0€30IaCHOCTH B OCTABIISIEMbIX UM IIPOILYKTOB.



10. Hammumure hparment nporpammsel Ha Pascal, B koropom mst pactmdposku anroputmom Rijndael mpoucxomut oomen
MECTaMH [IEPBOU U MOCIETHEN CTPOKH JBYMEPHOTO MAacCHUBa.

11. Hammumure hparment nporpammel Ha Pascal, B koropom mist pactmdposku anroputmom Rijndael mpoucxoant oomeH
MECTaMU IIEPBOTO U ITOCTIEIHETO CTOJIONA JBYMEPHOTO MAaCCHBA.

12. Hanmiure dparment mporpammer Ha Pascal, B koropom st paciidposku anropurmom Rijndael mpoucxomur
YMEHbBIICHHE BCEX AJIECMEHTOB JIByMEPHOTO MacCHBa Ha 2

13. Hanmiure ¢parmeHT mporpammer Ha Pascal, B KoTopoM IporCXOouT orucanue (GaitaoBoii epeMeHHO

14. Hamumure (hparMeHT nmporpammel Ha Pascal, B KoTopoM IporCXOIuT 3aich CHMBOJIBHOTO MacCHBa M3 9 CHMBOJIOB B
(aiin

15. Hamumure (hparMeHT nporpammel Ha Pascal, B koTopoM MpoucxoauT uTeHne U3 (aiiiia CHMBOJIOB M 3alIMCH B MACCUB

HroroBoe TeCTUPOBAHKE K 3a4ETY

(Komnerenmus OIIK-2)

1. K npaBoBbIM MeTO/[aM, 0OECIIEYHBAIOIIUM HH()OPMAIIMOHHYO

6€301acHOCTb, OTHOCSTCS:

Pa3spaboTKa anmapatHbIX CpeJCTB 00ECIIeUEHHUS IPABOBBIX JAHHBIX

Pa3paboTKa 1 yCcTaHOBKA BO BCEX KOMIIBIOTEPHBIX MIPABOBBIX CETSX KYPHAIIOB y4eTa AeHCTBHI
Pa3paboTka u KOHKpETH3aIKsl TPABOBBIX HOPMATHUBHBIX AKTOB 00€CIIEUeHHUsI 6E30MaCHOCTH

2. OCHOBHBIMH HCTOYHUKAMH yTpo3 HHGOPMAHOHHON 0€30MaCHOCTH SIBIISIFOTCS BCE YKa3aHHOE B CITHCKE:
XuleHne KeCTKUX AUCKOB, OJKIIOYSHNE K CETH, MHCAl1epCTBO

IlepexBar gaHHBIX, XUIIEHHUE JaHHBIX, HK3MEHEHHE apXUTEKTYPhI CUCTEMBI

XulieHne JaHHBIX, TOJKYIT CHCTEMHBIX aJMUHUCTPATOPOB, HAPYLIICHUE PErIaMeHTa PadoOThI

3. Buapl nHbOpMaMOHHOK 0€30MacHOCTH:
IlepconanbHas, KOPIIOpaTHBHAS, FOCY IapPCTBEHHAS
Kimenrckas, cepBepHas, ceTeBas

JlokanbHasi, TI00aNbHasA, CMEeNIaHHAs

4. Ienu nHpOpMAIMOHHON 0€30TIACHOCTH — CBOEBPEMEHHOE 00HAPYKEHHUE, IPEAYIPEKICHNUE:
HECAaHKLIIMOHUPOBAHHOTO JOCTYyIa, BO3/IEHCTBUA B CETH

HWHCAHAepCTBa B OpraHU3aIiu

Ype3BBIYAHBIX CUTYAIHI

5. OcHOBHbIE 00BEKTHI HH(YOPMALMOHHON O€30MacHOCTH:

KommnsiotepHsle ceTu, 6a3bl JaHHBIX

WHudopMmanimoHHbIE CUCTEMBI, IICHXOJOTHYECKOe COCTOSHUE MI0JIb30BaTelIeH
BbusHec-opueHTHPOBaHHBIE, KOMMEPUYECKHE CHCTEMBI

6. OCHOBHBIMHU pHCKaMH MH(}OPMAIIMOHHOM 0€30I1aCHOCTH SIBIISIFOTCSL:
HckaxeHnue, yMeHbIIeHHE 00beMa, TePEeKoIUPOBKa HH(GOpMAauH
TexHUUECKOE BMENIATENHCTBO, BEIBEACHHE M3 CTPOSI 000PYIOBAHUS CETH
ITotepst, uckaxeHue, yreuka nHpopMaluu

7. K ocHOBHBIM IpUHIUNAM oOecieueHus: HHPOPMaLMOHHON 0€3011aCHOCTH OTHOCHUTCSL:
OxoHoMHUuEeCKOH 3P HeKTUBHOCTH CUCTEMBI 0€30I1aCHOCTH

MHoromiatrpopMeHHO peaar3auny CUCTEMBI

VYcuneHus 3alIAIEHHOCTH BCeX 3BEHbEB CHCTEMBI

8. OCHOBHBIMHU CYOBEKTaMU HH(POPMAIIMOHHOM OE30MIACHOCTH SIBIISIOTCS:
PYKOBOJMTEIIN, MEHEIDKEPHI, aAMUHUCTPATOPHI KOMITAHUN

OpraHsl IpaBa, rocyapcTBa, Ou3Heca

ceTeBble 0a3bl TaHHBIX, (PaepBOILIIBI

9. K ocHOBHBIM ()YHKIIMSM CUCTEMbI O€30IIaCHOCTH MOXHO OTHECTH BCE MIEPEUNCICHHOE!
YcTaHOBIEHHE PErTIaMEHTa, ayAUT CUCTEMBI, BBISIBJICHUE PUCKOB

YcraHoBKa HOBBIX O(MCHBIX MPUIIOKEHUH, CMEHA XOCTHHT-KOMITAHUH

BHrenpenue ayTeHTH(UKAINN, TPOBEPKH KOHTAKTHBIX JaHHBIX TI0JIb30BaTENeH

10. IpuHimnoM nHPOPMAINOHHOH 6€30MaCHOCTH SBJISETCS IPUHIUI HEJOMYICHHUS:
HeonpapnanubIx orpanuueHuil mpu paboTe B ceTH (cUcTEME)

PuckoB 6e3011aCHOCTU CETH, CUCTEMBI

IIpe3yMnuuy ceKpeTHOCTH

11. IIpMHIMIIOM MTOJUTHKK HH(DOPMAIIIOHHOM 0€3011aCHOCTH SIBJIIETCS NPUHIIMIL:
HeBo3MOXKHOCTH MUHOBATB 3alllUTHBIE CPEICTBA CETH (CUCTEMBI)

YcuneHus OCHOBHOTO 3BE€HA CETH, CUCTEMbI

[onHOTO GIOKMPOBAaHUS AOCTYMA IIPU PHUCK-CUTYALHAX

12. [IpyHIMIIOM MOJUTUKK HH)OPMAIIMOHHOM 0€30MaCHOCTH SIBIISICTCS PUHIIUIL:
Veunenus RAMUNIIEHHOCTH CAMOTO HEeRATITUIIIEHHOTO RREHA ceTu (CucTeMnl)



13. TIpUHIUITOM TTOJUTUKH HH()OPMAMOHHON 0€30MaCHOCTH SIBISICTCS TPHHITHIL:
Paznenenus nocryna (00s3aHHOCTEH, NPUBUIIETHI) KITHEHTAM CETH (CHCTEMBI)
OnHOYpOBHEBOM 3aIIUTHI CETH, CHCTEMBI

COBMECTHUMBIX, OJHOTUIIHBIX IPOTPAMMHO-TEXHHYECKUX CPEICTB CETH, CUCTEMEI

14. K OCHOBHBIM THITaM CPEJICTB BO3ACHCTBHUS HA KOMITBIOTEPHYIO CETh OTHOCHUTCSI:
KomnbrotepHslii cOoit

Jlornyeckue 3aKnagKu («KMUAHBD))

ABapuifHOE OTKIIIOUEHHE TTUTAHHS

15. Koraa mony4eH ciam 1o e-mail ¢ npunoxxeHHbIM GaitiioM, cieayer:
IIpounraTh NpUIOKEHHUE, €CIIM OHO HE COAEPKUT HUUETo LIEHHOTO — yIalIUTh
CoxpannuTh npuinoxeHue B napke «Cramy», BEIICHUTB 3aTeM |P-anpec
TeHeparopa crnama

Y 1anuTh MHCHMO € IPUIIOKEHUEM, HE PacKpbIBas (He YHUTast) €ro

(Komnerenmust OIIK-4)

1. TapaHTust TOTO, YTO KOHKPETHAs MH(POPMAIUS TOCTYIIHA TOJBKO TOMY KPYTY JIHIL, JJIsi KOTO OHA TIpeIHa3HAYCHA;
HapyIlIeHHE YTOU KaTErOPHHU HA3bIBACTCS XUIIEHUEM JINOO PACKPBITHEM HH()OPMAIIUH

KOH(UICHI[HATLHOCTD

L[EIIOCTHOCTD

AyTEHTUYHOCTH

aneJIMpyeMoCTh

2. TapanTust TOrO, 4TO MH(POPMAIHS ceifyac CyIecTBYET B €€ HCXOIHOM BUJIE, TO €CTh IPH €€ XpaHSHNH WIIU Iiepeiade He

OBUIO ITPOU3BEIEHO HECAHKIIMOHMPOBAHHBIX U3MEHEHUIT; HapyIlIEHHE 3TOI KaTeropru HasbiBaeTcs (dabcuduKanueit cooomeHus
KOH(HICHINATEHOCTD

LIEJIOCTHOCTD

ayTEeHTUYHOCTh

aneuIMpyeMocCThb

3. T'apaHTHs TOTO, YTO HCTOYHMKOM HH()OPMALUH SIBISIETCS KMEHHO TO JIUIIO, KOTOPOE 3asIBJICHO KaK €¢ aBTOp; HapyIICHUE
3TON KaTerOpUH TaKXKe Ha3bIBacTCs (halbCUPUKALIUCH, HO yKe aBTOpa COOOIICHUS

KOH(HICHIHATEHOCTh

LIeJIOCTHOCTD

AYyTCHTUYHOCTb

aneJUIUPYeMOCTh

4. l'apaHTHs TOTO, YTO IPU HEOOXOIUMOCTH MOXKHO OyJIEeT JOKa3aTh, YTO ABTOPOM COOOILEHHUS SBJISIETCS UMEHHO

3asIBJICHHBIN YEIOBEK, U HE MOXET SABJIATHCS HUKTO APYTOM; OTIIMYNE STON KATETOPHUHU OT MPEIBIAYIICH B TOM, YTO NP MOJAMEHE
aBTOpPA, KTO-TO JIPYTO# MBITACTCS 3asIBUTh, YTO OH aBTOP COOOILCHHUS, & IPU HAPYIICHHH alleJUINPYEMOCTH — CaM aBTOP IIBITACTCS
"OTKpeCTUTHCS" OT CBOMX CJIOB, TIOJNMCAHHBIX UM OTHAXKIBI.

KOHQHICHIIHATEHOCTh

LIEJIOCTHOCTD

ayTEeHTUYHOCTh

aneyumpyeMocCThb

5. TapaHTHs TOTO, YTO CUCTEMa BeJleT ce0s B HOPMaJIbHOM M BHELITATHOM PEXHUMaX TaK, KaK 3alyIaHUPOBAHO
HaJIeKHOCTb

TOYHOCTh

KOHTPOJIb JOCTyIa

KOHTPOJIMPYEMOCTh

6 Yposenb mogenu OSI, KoTOpbIid 0TBEYaET 3a JOCTABKY OOJBIINX COOOIICHHUH MO JIMHUSIM C KOMMYTaIMel makeToB. Tak Kak B
HOZOOHBIX JIMHUSX pa3Mep MaKeTa MPeACTaBiIseT coboi 00bruHO Hebombmoe yncno (o1 500 6aiiT 1o 5 kunobaiit), To s nepeaadn
OousbIINX 00HEMOB MH(POPMAIMU UX HEOOXOIUMO pa30UBaTh Ha Iepealoleil CTOpoHe U cOOMpaTh HAa IPUEMHON.

dusznueckuil ypoBeHb

KanasHEI ypoBEeHb

CereBoil ypOBEHb

TpaHcHOpTHBIN ypOBEHB

CeaHCOBEII yPOBEHB

7. Yposenb mozenu OSI, koTopslii OTBEUaeT 3a NpoLEeAypY YCTAHOBJICHHUS Havyaja ceaHca M MOATBEepKACHUE (KBUTHPOBAHUE)
HPUX0Ja KOKAOTO MAaKeTa OT OTIIPABUTEIIS ITOIyqaTeIo.

Dusnveckuii ypoBeHb

Kananeusiii ypoBeHb

CereBoil ypOBEHb

TpaHCIOPTHBIN YPOBEHD

CeaHCOBBII ypOBEHb



ping

tracert

Whois

10. I[Tpu noMoIIM KaKO# yTHIIUTHI BO3MOXKHO HUCCIIEIOBaHUE TOTOJIOTHH (parMeHToB cetu Internet
Ipconfig

ping

tracert

Whois

11. dns 3amudpoBKH U paciiupoOBKH COOOIICHHUS UCIIONB3YETCs OIMH M TOT ke 010K HHopMaiuu (KITr04)
CuMMeTpHYHBIE KPUIITOANTOPUTMBI

ACHMMETPUYHBIE KPHIITOAITOPUTMBI

TaitHonUCH

Her BepHOTO OTBETa

12. Anroput™m TaxkoB, 4TO JJIs 3aIM(DPOBKU COOOIIEHHSI UCTIONB3YyeTCs OuH ("OTKPBITHIN'") KIII0Y, U3BECTHBIH BCEM
JKENAIoIUM, a JUTs pacinpoBKU — APYroH ("'3aKphITHIA"), CYIIECTBYIOMINI TOJIBKO Y MOIyYaTes.
CHUMMeTpUYHbIE KPUIITOAITOPUTMbI

ACHMMETpUYHBIE KPUIITOAITOPHTMBI

TaiiHonuch

Her Bepnoro otBera

13. OTnpaBuUTENb U TOIyYaTeNlb IPOU3BOAAT HAJ COOOIIEHIEM MpeoOpa3oBaHus, H3BECTHBIE TOIBKO UM JIBOMM
CuMMeTpHYHbIE KPUIITOAITOPUTMBI

AcuMMeTpUYHbIE KPUIITOAITOPHUTMBI

TaitHonuce

Her BepHoro orsera

14. B 3aBucHMOCTH OT XapakTepa BO3AeHCTBHIA, MPON3BOANMBIX Ha/l JAHHBIMU, aJTOPUTMBI MTOIPA3ACIIOTCS Ha
IepecTanoBOUHBIE U ITOJICTAHOBOYHBIE

CuUMMeTpHYHBIE KPUIITOAITOPUTMBI I aCHMMETPHYHBIE KPUIITOAITOPUTMEI

IoTokoBble U OIOYHBIE

Her Bepnoro otsera

15. Metoa o0paTUMBIX IpeoOpa3oBaHmii TEKCTa, IPH KOTOPOM 3HaYE€HHUE, BEIYMCICHHOE OT OJJHOM M3 YacTel TeKcTa,
HaKJIabIBaeTCs Ha APYTUE YACTH.

Certp Deiimrens

CkpemMOepsr

CHUMMeTpHYHBIE KPUNITOAJITOPUTMbI 1 aCHMMETPHYHBIE KPUIITOAITOPUTMbI

IToToKoBbBIE KPUNITOAITOPUTMBI

Her BepHoro otBera

(KommeTtenmus OITK-6)

1. IIpunnun Kupxroda:

CeKpeTHOCTb KITFoua OIpe/ieieHa CEKPETHOCTBIO OTKPBITOTO COOOLICHHS
CexpeTHOCTh HH(POPMALMH OlIpe/eIeHa CKOPOCTBIO Iepeiaun JAaHHBIX
CeKpeTHOCTb 3aKPBITOr0 COOOLICHHUS ONPEEISIETCS CEKPETHOCTBIO KITI0Ya

2. DUII - aTo:

DnexTpoHHO-IU(PPOBOI TpeodpazoBaTeb
OneKTpoHHO-IU(POBAs MOIIHUCH
DnexTpoHHO-IU(POBOI IPOIIECCOp

3. Haubosee pacnpocTpaHeHbl yrpo3bl HHPOPMAIIMOHHOM 6€3011aCHOCTH KOPIIOPATUBHOM CHCTEMBI:
IToxynka HenuuensuonHoro 10

OmuOKY KCIITyaTalluy ¥ HEYMBIIIJIEHHOTO U3MEHEHUS PeXUMa padoThI

CHCTEMBI

Co3HaTenbHOrO BHEIPEHUS CETEBBIX BUPYCOB

4. Hanbonee pacmpocTpaHeHbl yTpo3sl HHPOPMAMOHHOW 0€30MaCHOCTH CETH:
PacnpeneneHHblit 10CTYyI KIMEHT, 0TKa3 000pyJ0BaHHS

MopanbHbIil H3HOC CETH, HHCANIEPCTBO

COotii (0TKa3) 000pyAOBaHHMs, HEJETAILHOE KOIMTMPOBAHUE TAHHBIX

5. Haubosee pacnpocTpaHeHb! CpeACTBa BO3ACHCTBUS Ha ceTh oduca:
Cna0blit Tpaduk, HHGOPMAIIMOHHBIH 00MaH, BUPYChl B UHTEPHET

Bupycsl B cetu, Jornyeckne MUHBI (3aKJIaAKH), HTHPOPMAIIMOHHBIN TepexBat
KoMmunbioTepHbIe cOOH, H3MEHEHHE aIMHHCTPUPOBAHUS, TOMOJIOTHH

6. YTeukol nHpOpMAIMK B CUCTEME HA3BIBACTCS CUTYAIINs, XapaKTepu3yemasi:
IloTepeii naHHBIX B cUCTEME



M3menennem GopMel HHPOpMAIIH
Vi3ameHeHneM coaepikanus nHGopManum

7. CBoiicTBamu HHPOPMAIMH, HANOOJIEE aKTyaIbHBIMH MIPU O0ecTrieueHnH HHPOPMAIIHOHHOM O€30MaCHOCTH SIBJISIOTCSL:
IlemocTHOCTH

HoctynHocTb

AKTyaJIbHOCTh

8. Yrpo3a nHpOpMaMOHHOH cucTeMe (KOMITBIOTEPHOM CETH) — 3TO:
BeposiTHOE coObiTHE

JlerepMuHIpOBaHHOE (BCEra ONpe/ielieHHOEe) COObITHE

Co0bITHE, IPOUCXOSIIee IEPHOANIECKH

9. ndopmanus, KOTOPYIO CIeAyeT 3alIMIaTh (II0 HOpMaTHBaM, IPABUJIaM CETH, CHCTEMBI) Ha3bIBAETCS:
PermamentupoBanHOi

IIpaBoBoit

3amumaeMoit

10. PaSHOBI/II[HOCTSIMI/I yrpos 0€30MacHOCTH (CCTI/I, CI/ICTCMI)I) SABJIAIOTCA BCC MEPEUYUCIICHHOC B CITUCKE:
HpOl"paMMHLIe, TEXHUYECCKUEC, OpTaHU3allUOHHBIC, TCXHOJIOTUYCCKUE

CepBepHLIe, KJIMCHTCKHUE, CITYTHUKOBBIC, HA3CMHBIC

.HI/I‘-IHLIG, KOPIIOPATUBHBIC, CONHUAJIBHBIC, HAIUOHAJIbHBIC

11. OxoHUaTENEHO, OTBETCTBEHHOCTH 3a 3aIUIIEHHOCTh JAHHBIX B KOMITBIOTEPHOH CETH HECET:
Brnanenen cetu

AIIMUHHUCTpATOp CETH

TTonp30Barens ceTu

12. TTonuTHKa 6€30I1ACHOCTH B CHCTEME (CETH) — 9TO KOMILIEKC:

PykoBoJCTB, TpeOoBaHHMiT 0OecTieueHs HEOOXOIMMOT0 YPOBHS 0€30M1aCHOCTH
WHCTpyKIuii, aNroOpuTMOB MOBEACHHS TOJIL30BATENS B CETH

Hopwms! uadopMarimoHHOro mpasa, coOI01aeMbIe B CETH

13. Haunbosee BaKHBIM IPH peANU3aNH 3aIUTHEIX Mep MTOJUTHKH O€30MaCHOCTH SBIISETCS:
Aynut, aHanM3 3aTpaT Ha POBEICHHUE 3AIUTHBIX Mep

Aynurt, aHaiau3 0€30MacHOCTH

Aynut, aHanu3 ysI3BUMOCTEH, pUCK-CUTYalUi

14. Cpennee MmakcuMasbHOE BpeMs 0TKasa ais nHpopmanuu 0 kiacca 6€30TKa3HOCTH
1 neHp

2 gaca

12 MuHyT

20 MuHYT

15. B kakOM KpUNTOAITOPUTME SIUHHIICH KOAUPOBAHUS SBISIETCS OTUH OUT?
TaitHomch

IlepecranoBouHBIE

IToxcranoBouHEIE

IToToxoBbIe

(Komnerenuust OTIK-14)

1. Kaxue 3akoHbI cymecTByIOT B Poccuiickoit @enepaiun B 001aCTH KOMIBIOTEPHOTO Npasa? (BHIOpATh HE MEHEE IBYX
BapHaHTOB)

a. O rocyapcTBeHHOI! TaiiHe

b. O6 aBTOpCKOM 1 CMEKHBIX TIpaBax

C. O rpaskaaHCKOM J0JTe

d. O paBoBoi#i oxpane mporpamm 1yist 9BM u BJ]

e. O mpaBoBO# OTBETCTBEHHOCTH

f. O6 undopmarmu, HHGOPMATH3ALUK U 3ALIUIICHHOCTH HHPOPMALIH

2. K acniektam HHPOpPMAIIMOHHOHN 0€30MaCHOCTH OTHOCATCS (BBIOpATh HE MEHEE ABYX BapUAHTOB)
a. JIuckpeTHOCTh

b. HemocTHOCTH

. KordunenmnmansHocTh

d. AkTyanbHOCTB

e. loctymHocTh

3. Co3naHue ¥ HCIOJIb30BaHNE CPEICTB OMACHOTO BO3/ACHCTBHUS Ha HH(GOPMAIIMOHHBIC CEpPBl IPYTHX CTPAH MUpa U
HapyLICHHE HOPMAIBFHOTO (yHKIIMOHHPOBAHKS HHOOPMAMOHHBIX U TEICKOMMYHHUKAIMOHHBIX CHCTEM Ha3bIBACTCSI
a. UndpopmanmonHas BoiiHa

h Muhonmanuonnoe onvikue



C. UndopmaimoHHOE MPEBOCXOACTBO

4. Kakoii opran obecrieunBaeT 6€30MacHOCTh YUpexacHui PO, HaxoasdImxcs 3a npeiesiaMu ee TePPUTOPUH, U
KOMaHIMPOBAHHBIX 32 TPaHUILY rpaxaad PO, mMeromux mo poxy cBoeil esTeIbHOCTH I0MYCK K CBEACHHSIM, COCTABIISIOIINM
TOCYAAapCTBEHHYIO TaitHy?

a. @enepanpHas ciayx0a OGe3omacHOCTH

b. ®enepanbhas ciyx6a KOHTppa3BeIKH

. Ciy»x0a BHeUIHEH pa3BeaKu

d. ®enepanbHast ciryx0a [0 TEXHUIECKOMY KOHTPOJIIO M 3KCIIOPTHOMY KOHTPOJIIO

5. Ycusenue paBoNpUMEHUTENbHOMN JeATEIbHOCTH OPTraHOB UCIIOIHUTENILHOM BJIACTH OTHOCUTCSA
a. K MPaBOBBIM MeTO1aM obecriedeHus] HH(HOPMAIIMOHHON 0€301acCHOCTH

b. k opranu3zanMOHHO-TEXHUYECKAM METO1aM 0OecTieueHus HH()OPMAIIMOHHOMN Oe30ITaCHOCTH

C. K 9KOHOMHYECKHUM METOJIaM obecrieueHuss HHPOPMAIIHOHHOH 6e3011acHOCTH

d. K HOUTHYECKUM METO/1aM 00ecIieueH s HHPOPMAIIMOHHOM GE30IaCHOCTH

6. Kakoe 13 nepedncieHHbIX YCTPOHCTB HCIIOIB3yeTCs UL epeAady JaHHBIX B BUJIE SJICKTPHISCKUX CHTHAIOB?
a) Kabenn

b) Cniyrruk

¢) Ontuyeckuii kabenb

7. Kakue cyIiecTByIOT OCHOBHBIC YPOBHHU OOecrieueHus 3anThl HHGopMaruu? (BLIOpAaTh HE MEHEE IBYX BAPHAHTOB)
a. 3aKOoHOJaTeNbHBIN

b. AaMunHHCTpaTHBHEBII

¢. [IporpaMMHO-TeXHHYECKHUI

d. ®usnyeckuit

e. BeposiTHOCTHBIN

f. TIpouexy pHbIit

g. PactipenenurenpHbII

8. dusnveckue cpecTBa 3alUThl HH)OpMaIu

a. CpezcTBa, KOTOPBIE PEaM3yIOTCs B BHJIE aBTOHOMHBIX YCTPOHCTB H CHCTEM

b. YcrpoiicTsa, BcTpanBaeMble HETTOCPEACTBEHHO B anmapatypy AC WM ycTpOUCTBa, KOTOPBIE COPSATAIOTCS C armaparypoit
AC no crangaptTHOMY UHTEpQEiCy.

C. OTO nporpamMMmsl, IpeIHa3HAUCHHBIE JJIS BBIOIHEHUS (QYHKIUH, CBI3aHHBIX € 3alIUTON MHGOPMaLUH

d. CpencTBa, KOTOpBIE PEATU3YIOTCS B BUJIE IJEKTPUUECKUX, IJICKTPOMEXAHUIECKUX U 3JIEKTPOHHBIX YCTPOMCTB.

9. B ueM 3aximouaeTcsi OCHOBHAs IPUYMHA NOTepb HH(opMaryy, cBszanHoH ¢ TTK
a. C rnobanbHBIM XUIEHUEM HH(OPMAIUU

b. C nosiBnenune Nutepuera

c. C HegocTaTOYHOM 00pa30BaHHOCTHIO B 001aCTH 0€30ITaCHOCTH

10. TexHHUECKHE CPEACTBA 3AMMUTHI HHPOPMAIIHT

a. CpencrBa, KOTOphIE PEAH3yIOTCS B BUJIE aBTOHOMHBIX YCTPOHCTB U CHCTEM

b. YerpoiicTsa, BcTpanBaeMbie HEOCPEACTBEHHO B anmapaTypy AC win ycTpoiicTBa, KOTOPBIE CONPSTAIOTCS C annapatypou
10 CTaHJAPTHOMY HHTepdeiicy

C. OTO nporpamMmsl, IpeJHa3HAYCHHBIE AJIS BBIIOJIHEHUS (PyHKLUM, CBA3aHHBIX € 3aLUTON HHPOpMaLUK

d. CpencrBa, KOTOPBIE PEANU3YIOTCS B BUJE NEKTPUYECKUX, HIEKTPOMEXAHHUYECKNX U IIEKTPOHHBIX YCTPOHCTB

11. Tlox u3onsiuumeii u pazaencaueM (TpedoBanue k obecneueHuio Mb) monuMaroT

a. Pasnenenne nHGopmanuu Ha TPyNIEl TaK, YTOOBI HAPYIICHHE 3aIUTHI OHOM IPYHITEl HHOOPMAIMU HE BIHSJIO HA
6e30macHOCTh IPYTUX Ipyni HHGOpMauu

b. Pasnenenre 00bEKTOB 3aMIMTHI Ha TPYIIIIBI TAK, YTOOBI HAPYIICHHUE 3aIUThI OHOM IPYIIIBI HE BIHSIO Ha 6€30IMaCHOCTh
JIPYTHX TPYIII

12. Kako# JOKyMEHT yCTaHaBIUBaeT MOPSIOK 00pabOTKH MePCOHANBHBIX JaHHBIX B Poccun?

a) Koncrurynus Poccuiickoit @enepanuu

b) ®enepanphbiii 3akon "O6 nHboOpManK, HHGOPMALHOHHBIX TEXHOJOTHAX H 3aluTe HHpopMarmu"
¢) ®enepanbHblii 3aK0H "O MepcoHaIbHBIX TaHHBIX"

13. Kakotii opran B Poccru ocymecTBIsIeT rocyJapcTBEHHBI KOHTPOJIb B 00JIACTH 3aIUThI HH(DOPMaIHn?
a) ®Cb

b) MB/I

¢) PockomHanzop

14. Kakoii U3 nepevncieHHbIX METOI0B IH(POBAHUS CYUTACTCS CAMBIM CTAPbIM?
a) udp Lezaps

b) [Tudp Bmkenepa

¢) udp Suurma

15 Kakoit uz meneuncinedHnmix AnronuTMOR MMUhnORAAUS GRTIETCS CUMMETNUAYHRIM?



HroroBoe TeCTHPOBAHKE K IK3aMEHY

(Kommerenmms OITK-2)

1. Co3nanue 1 UCTIONB30BaHKE CPEJICTB ONACHOTO BO3AEHCTBHS Ha HH()OPMAIMOHHbIE Cephl APYTHX CTPaH MUPA U HAPYILIEHHE
HOPMAJIbHOTO (DYHKIIMOHUPOBAHKS HHPOPMAIHOHHBIX M TEIEKOMMYHHUKAIIHOHHBIX CHCTEM 3TO. ...

UH(BOPMAIMOHHAS BOWHA

UHGPOPMAIMOHHOE OPYKHE

UH(POPMAIMOHHOE TIPEBOCXOICTBO

2. Undopmarust He SBIISIOMIAsACS 00EeI0CTYITHON, KOTOpast CTABUT JIULL, 00JIaJalOUIMX €10 B CHITy CBOETO CIIY’KEOHOTO IOJIOKEHUST B
MPEUMYIIECTBCHHOE TIOJIOKEHHE 0 CPABHEHHIO C IPYTUMHU OOBEKTaMHU.

ciryxeOHast uHpopManus

KOMMepuecKas TaifHa

0GaHKOBCKas TaliHa

KOH(UACHINATbHAS WH(OPMAITUS

3. TapaHTHs TOTO, YTO KOHKpPETHAsT HH(MOPMAIIKS TOCTYITHA TOJIBKO TOMY KPYTY JIUIL, Ul KOTOPBIX OHA MpeIHa3HaYeHa
KOHGUICHIIHATEHOCTD

IeJIOCTHOCTD

JOCTYIHOCTB

AyTEHTHYHOCTD

arnmesIepyeMocCTh

4. I'apanrus toro, uto AC Benet ceOs B HOPMAJILHOM M BHEIITATHOM PEXKHME TaK, KaK 3aIlIaHUPOBAHO
HaJIe)KHOCTh

TOYHOCTh

KOHTPOJIUPYEMOCTb

YCTOWYMBOCTH

JIOCTYITHOCTh

5. CmocoOHOCTB CHCTEMEI K LeNIeHAPaBIeHHOMY MPUCTIOCOOICHHIO TIPH M3MEHEHUH CTPYKTYPBI, TEXHOJIOTHYECKUX CXEM HIIH
yCIOBHH (QYHKIMOHMPOBAHUS, KOTOpoe cracaeT Biagenslia AC OT He0OXOAUMOCTH MPUHATHS KapAWHAIBHBIX Mep 110 TOJIHOH
3aMEHe CPEe/CTB 3alUTHl Ha HOBBIE.

MIPUHIMIT CHCTEMHOCTH

MIPUHIIMIT KOMITIEKCHOCTH

MPUHIIMIT HETIPEPHIBHOW 3aIUTHI

TIPUHIUIT Pa3yMHOM OCTaTOYHOCTH

TIPUHIUIT THOKOCTH CUCTEMBI

6. B xaccuuKaImo BUPYCOB 0 CIOCO0Y 3apakeHUsI BXOASAT
OIacHbIC

(aitnoBbie

pEe3UIEHTHBIE

3arpy3ouHble

(aitnoBo -3arpy304HbIe

HEPE3UICHTHBIC

7. KoMIuiekc IpEeBEHTUBHBIX MEP IO 3alIUTe KOHPHICHIIMATBHBIX TaHHBIX 1 HHPOPMAI[MOHHBIX MPOLIECCOB HA MPEATIPUATHH 3TO. ..
KoMILIEKcHOe obecrieuenune b

oe3omnacuHocth AC

yrposa b

araka Ha AC

MMOJINTHKA 0€30IaCHOCTH

8. Bupycsl, He cBA3bIBaIONINE CBOM KONUH ¢ (hailiaMu, a co3Jarolie CBOM KOIIMK Ha AUCKax, He U3MEHS APYTruX (aiiios,
Ha3bIBAIOTCS:

KOMIIaHbOH - BUPYCaMHU

4epBU

Mapa3sUTHYeCKUe

CTyJEHYECKHE

HpU3PAKH

CTEJIC - BUPYCHI

MaKpOBUPYCHI

9. K Bumam cucteMbl 0OOHapy>KeHUS aTaK OTHOCSTCS :
cucreMbl, oOHapysxeHus ataku Ha OC

CHCTEMBI, OOHAPY KEHMS aTaKH Ha KOHKPETHbIE IIPHII0KEHUS
CHCTEMBI, 0OHAPYKEHUs aTakK Ha yJaleHHbIX bJ]

BCE BAPHAHTHI BEPHBI

10. ABTOMaTH3UpOBaHHAs CHCTEMA JIOJDKHA 00eCcTIieYnBaTh
HaJeKHOCTh



11. OCHOBHBIMHM KOMIOHEHTaMH MAPOIEHON CUCTEMBI SIBIISIOTCS
uHTEepQErc aIMHUHUCTPATOPA

XpaHUMast KOIHXS [apoist

6a3a JaHHBIX YYCTHBIX 3aIHCeil

BCE BapUaHTHI BEPHBI

12. HeKOTOpOC CEKPETHOC KOJIMYECTBO I/IHCl)OpMaI_II/II/I, HU3BECTHOC TOJIBKO ITOJIB30BATCII0 U r[apoanofI CUCTEME, KOTOPOC MOXKET OBITH
3aIIOMHEHO IT0JIB30BaTCJIEM U NMPEABABICHO MJIA MIPOXOKACHUA MTPOUEAYPHI ayTeHTI/Iq)I/IKaHI/II/I 9TO ....

I/I)ICHTI/I(l)I/IKaTOp 110JIb30BaTCIIA

ImapoJib I10Jb30BaTECIIA

Y4€THasA 3a1cCh I10JIb30BaTEIIA

ImapoJibHast CUCTEMa

13. K npunimnam uHOpMaMOHHON 0€30MaCHOCTH OTHOCSTCS
CKPBITOCTD

MacmTaOHOCTh

CHCTEeMHOCTh

3aKOHHOCTb

OTKPBITOCTH aJITOPUTMOB

14. K Bupycam U3MEHSIOLIUM Cpely OOMTaHHS OTHOCSTCS:
4epBH

CTy/IeHYECKHUE

noJauMopHbIE

CITy THUKH

15. OxpaHa nepcoHaNbHBIX JaHHBIX, TOCYIaPCTBEHHOM CyKeOHOMH 1 APYTHX BHIOB HHPOPMAI[HK OTPaHHYEHHOTO JOCTYIIa 3TO. ..
3ammra uHbDOpPMALUU

Komnbrotepnas 6e30macHOCTb

3anuieHHoCcTs HHOpMAIIU

BesomacHocTs JaHHBIX

(Kommetenmms OITK-4)

1. B 3aBucuMocTH OT pa3Mepa 651oka HH(OPMAIMK KPUIITOAITOPUTMBI IEISITCS Ha:
IlepecTaHOBOYHBIC U MTOJICTAHOBOYHBIC

CHUMMETpHYHBIE KPUNITOAJITOPUTMBI 1 aCUMMETPHYHbBIE KPUITOAITOPUTMBI
ITotokoBble u O1104HBIC

Her BepHoro orsera

2. ANTOPHUTM CKaTHsI OPUSHTHPOBAH Ha HEOCMBICIICHHBIE MTOCIIE0BATEIFHOCTH CHUMBOJIOB KaKOro-1n00 andasura.
Asroputm Xaddmana

Anropurm Jlemmens-3uBa

AunroputMm Rijndael

Anroputm TEA

3. AIropuT™ CKaTusl OCHOBAH HA00OOPOT Ha KOPPEJLILUAX MEX]y PACcIOI0KEHHBIMH PSJIOM CUMBOJIaMU andaBuTa
(c1oBaMu, yIpaBIsIONUMY [T0CIEI0BATEILHOCTAMM, 3ar0JI0BKaMu (DailyioB pUKCHPOBAHHOM CTPYKTYPBI)
Anroputm Xaddmana

Anropurm Jlemmens-3uBa

AunroputMm Rijndael

Anroputm TEA

4. B kakoM KpUNTOAITOPUTME €JUHULIEH KOAUPOBaHHUS SIBISETCS OJUH OUT?
IToroxoBsle mudps!

brnounsle mudps!

IToncranoBouHBIE KPUITOATITOPUTMEI

[lepecTaHOBOUHBIE KPUIITOAITOPUTMBL

5. B KakOM KpUNTOAITOPUTME €IMHHULEH KOIUPOBAHNUS SIBISIETCS OJIOK U3 HECKOJIBKUX OalTOB?
IToroxoBble mudps!

Brounsie mmdper

IlomcTaHOBOYHBIE KPHIITOAITOPHTMBI

IlepecTaHOBOYHBIE KPUIITOAITOPUTMBI

6. JIno, HeMmoCPEICTBEHHO paboTarolee ¢ TaHHOW HHPOopMaIie. 3a4acTy0 TOJIBKO OH B COCTOSIHUH PEeaibHO OLICHUTh

KJacc oopabaTeiBaeMoi MH(pOpPMAIIMK, 2 HHOT/A U pacCcKa3aTh O HECTAHIAPTHBIX METO/IaX aTak Ha Hee (y3KoCTeM(pUIHBIX ISt
9TOTO BHJA IaHHBIX).

Crieranuct 1no “HGOPMALMOHHON 0€30I1aCHOCTH

Brnanenen uHbopManuu

TocTaBUIMK anmmanaTHOro U MDOrNAMMHOTO O0eCTIeUeHNUs



7. OOBIYHO CTOPOHHEE JINIIO0, KOTOPOE HECET OTBETCTBEHHOCTH Mepes GUpMOi 3a MOAAEPIKaHNE JOIDKHOTO YPOBHS
MH()OPMAITMOHHON 0€30I1aCHOCTH B MOCTABISIEMBIX UM IIPOTYKTOB.

Crieranuct no “HGOPMALMOHHON 0€30TaCHOCTH

Bnanenen undpopmanuu

TocTaBIIMK anmmapaTHOTo U MPOTrPaMMHOTO 00eCTIeUeHUs

JIvHelHbI! MeHeKep

8. JIu1o, KOTOpOE SBJSETCS MPOMEKYTOUHBIM 3BEHOM MEX/y OIIepaTopaMy U CICIHATUCTAMU 10 HHPOPMAIHOHHOH
6e3omacHoctr. Ero 3aja4a — CBOEBPEMEHHO U Ka4eCTBEHHO HHCTPYKTUPOBATh MOAYMHEHHBIH eMy mepcoHan 000 BceX TpeOOBaHHAX
Ciry>k0bI 0€30TACHOCTH U CJICTUTh 33 €€ UX BBIITOJHEHUEM Ha pabounX MecTax.

CrieranucT 1o HHGOPMALMOHHON 0€30TTaCHOCTH

Bnanenen undopmarmu

TTocTaBIIKK anmapaTHOro ¥ MPOrpaMMHOTO 00ecicueHHS

JIvHelHbIl MeHeKep

9. JIuna, OTBETCTBEHHBIE TOJBKO 32 CBOM NMOCTYNKH. OHM HE NPUHUMAIOT HUKaKUX PEIICHUH M HU 32 KeM He HaOJI0JatoT
Crieruanuct 1o HHGOPMALMOHHON 0€30I1aCHOCTH

Brnanenen undopmanuu

Omneparop

Jluneitnsrit MeHeKep

10. BHenHue CrienuaaucThl MM GUPMBI, HAHUMAEMBbIE MTPEANPHITHEM TS IEPHOANICCKOI (JIOBOJIBHO PEIKOiT) POBEPKH
OpraHu3alry U QyHKIHOHUPOBAHUS BCEH CHCTEMBI 0€301acCHOCTH

Crnenuanuct no MHGOPMalHOHHOH 6e3011aCHOCTH

Bnanenen uadopmaryu

Oneparop

AynuTopst

11. Cpennee MakcUManbHOE BpeMsl OTKa3a sl HHGOpMalnH 3 Kilacca 6e30TKa3HOCTH
1 mens

2 yaca

12 MuHyT

20 MUHYT

12. CpenHee MakcMMalbHOE BpeMs OTKa3a Jjisl nHpopMaun 2 Kiacca 0€30TKa3HOCTH
1 neHp

2 gaca

12 MuHyT

20 MuHYT

13. Cpennee MakcHMaNbHOE BpeMs OTKa3a Ut nHpopManuu 1 ximacca 6€30TKa3HOCTH
1 nens

2 yaca

12 MuHyT

20 MuHYT

14. Cpennee MmakcuMaibHOE BpeMs 0TKaza s nHpopmanun 0 kiacca 0€30TKa3HOCTH
1 nens

2 gaca

12 MuHyT

20 MuHYT

15. B kakOM KpUNTOAITOPUTME STUHUIICH KOAWMPOBAHHUS SIBIISIETCS OJUH OUT?
Taiinonuch

IlepecTanoBouHbIE

IToxcranoBouHEIE

IToToxoBsIe

(Komnerenuus OITK-6)

1. Cucrema (u3uueckoii 6€30MaCHOCTH BKIIIOYAET B ceOsl  CIICAYIONIHE OACHCTEMBI:
OLICHKA 00CTAHOBKH

CKPBITHOCTh

CTPOMTENLHBIE MPEMSTCTBHS

aBapuiiHas ¥ MOXKapHas CUTHAJIN3a1HsI

2. Kakue crenenu cia0XHOCTH ycTpoicTBa Bam u3BecTHBI
YIPOIIEHHBIE

MIPOCTHIE

CJIOJKHBIE

OINTHYECKHE

BCTDOCHHbBIE



HPOBOJIOKA
CTeHa
CHTHAJIM3ALHSI

4. Kakye KOMIIOHEHTHI BXOJAT B KOMIDIEKC 3alIUTHl OXPAHIEMBIX 00BEKTOB!
CUTHAJIN3AIHS

oXpaHa

JATYUKH

TEJIEBU3MOHHAS CUCTEMA

5. K BoImonHsIeMol (YHKIIUH 3aIIUTHl OTHOCUTCSL:
BHEIIHSS 3alIUTa

BHYTPEHHSIS 3aIIUTa

BCE BapUAHTHl BEPHBI

6. Habop anmmapaTHBIX U MPOTPaMMHBIX CPEIICTB  JUIsl 00ECTIEUeHHsI COXPAHHOCTH, TOCTYIHOCTH U KOH(OUICHINATHHOCTH JaHHbIX
3ammra uHbDOpPMALUU

Komnbrotrepnas 6e30macHOCTb

3anuneHHocTs HHpOopMalu

BesomacHocTs JaHHBIX

7.CpencTBa yHUUTOKEHHUS, HCKAKEHHS MM XAIIECHNUST MHOOPMAIIMOHHBIX MaCCHBOB, TOOBIBAHUS U3 HUX HEOOXOIMMON HHOOpMaUH
IOCJIe TIPEOJOIEHHSI CHCTEM 3alIUTHI, OTPAaHUYSHHUS HIM BOCTIPEIIEHHS TOCTYIa K HAM 3TO:

“HPOPMALTMOHHAS BOWHA

UH)OPMAIIIOHHOE OPYIKUE

UH(OPMAIIOHHOE ITPEBOCXOJICTBO

8. NH(opmarys Mo3BoIIoNIas ee 001afaTelo NPy CYIECTBYIOIINX WM BO3MOKHBIX 00CTOSTENILCTBAX YBEIMYNBATH JOXO/IH,
COXPAHHUTB ITOJOKEHHE Ha PHIHKE TOBAPOB, Pa0OT WIN YCIIyT 3TO:

rocylapCTBEHHas TaiiHa

KOMMepUecKas TailHa

OaHKOBCKasl TaliHa

KOHOHICHIIHANbHAS HHPOpMAIIHS

9. 'apaHTHs TOTO, YTO TPH XPAHEHUH WX TIepeaade HHPOpMAIHK He ObLIO MPOU3BEACHO HECAHKIIMOHUPOBAHHBIX N3MCHECHHUH:
KOH(HICHINATEHOCTh

LIEJIOCTHOCTD

JIOCTYITHOCTh

ayTEHTUYHOCTh

anrnesaepyeMocTh

10. 'apaATHs TOYHOTO ¥ TIOJTHOTO BHIMONHEHUsT KoMaH B AC:
HaIeKHOCTh

TOYHOCTh

KOHTPOJIMPYEMOCTb

YCTOWYMBOCTH

JIOCTYITHOCTh

11. YpoBeHb 3alIUThI, IPU KOTOPOM 3aTPaThl, PUCK, pa3Mep BO3MOXKHOTO yiiepOa OblIy Obl IPHEMIIEMBIMU:
TIPUHIMII CUCTEMHOCTH

TIPUHIMI KOMIJIEKCHOCTH

TIPUHIMII HENPEPBIBHOCTH

TIPUHIMI Pa3yMHOH TOCTaTOYHOCTH

HPUHIUI THOKOCTH CHCTEMBI

12. CoBOKyMHOCTh HOPM, IIPaBUJI M MPAKTHYECKUX PEKOMEHAAIMH, perIaMeHTUPYIOMmuX paboTy cpencts 3ammtsl AC OT 3aJaHHOTO
MHO>KECTBA yrpo3 0E30MacHOCTH:

KommnekcHoe obecneuenrne nHGOPMAIIMOHHOW 0€30I1aCHOCTH

bezonacnocts AC

VYrpo3a nHOpMaINOHHOH Oe30ITacHOCTH

aTaka Ha aBTOMaTH3HUPOBAHHYIO CUCTEMY

TIOJTUTHKA O€30IIaCHOCTH

13. OcobeHHOCTAME  WH(OPMALOHHOTO OPYKHS SBISIOTCS:
CHCTEMHOCTb

OTKPBITOCTB

YHUBEPCATbHOCTh

CKpPBITHOCTb

14. K dynxuusam  uHOpMaAMOHHON 6€30aCHOCTH OTHOCSTCS:
COBEDIIICHCTBOBaHUE 3akoHonaTenscTBa PO B chene obecnedenus nHOODMATHMOHHON 6€300aCHOCTH



CTpaxoBaHHE HH(POPMALIMOHHBIX PECYPCOB
3alUTa TOCYAAPCTBEHHBIX HH()OPMALOHHBIX PECYPCOB
MOJIrOTOBKA CIICI[MAJIMCTOB MO 00ecneYeHnto HH()OPMAIIMOHHON 0E301aCHOCTH

15. K tumam yrpo3 6e30MacHOCTH MapOJIbHBIX CHCTEM OTHOCSTCS
ClIOBapHas aTaka

TOTAJTLHBINA TIEpeOop

aTaka Ha OCHOBE IICUXOJIOTHH

pasrianieHye napaMeTpoB yUeTHOH 3ariucu

BCE BapHAHTHI OTBETA BEPHEI

(Kommerenmus OITK-14)

1. Kakast TeXHOJIOTHsI HCHIOJIB3YETCSI TS TTepeadn HHGOPMAIIUH 10 OMITOBOJIOKOHHOMY KaOeto?
. DIEKTPUIECTBO

. Cser

3ByK

oo

. Kakas TexHONOTHS HCIIONB3yeTCs I 3aIUTH HHOPMAIMH B OECIIPOBOHBIX CETAX?
. Mudposanue

. ®usnueckue 6apbepbl

. Natepdepenius

O T o

. Kakoii anroput™ mudpoBaHus sSBISETCS CAMMETPUYHBIM?
RSA

AES

. ElGamal

o TP W

. Kakas TexHOMOrNs MCcnosap3yeTcst 1uisl 3aIuThl HHGOPMALlUU Ha (GU3MYECKOM YPOBHE B CETAX?
. ©unbTpanus Tpaduxa

. lludppoBanue naHHBIX

. KorTpomns nocryma

O T BN

. Kakoii ajqroput™ mudpoBaHus sBISETCS aCCUMETPHUHBIM?
. Blowfish

DES

RSA

o T w

. Kakoii MeTox ucnonbs3yercs A1 OLEHKU CI0XKHOCTH alIropuTMa mudposanus?
. AHanmM3 4aCTOTHOCTHU

. AHanmu3 BPEMCHHU BBITIOJITHCHUS

. Kpunrroanamms

O T oOH N

. Kaxas texnomOTHS HCTIONB3yeTCs MU 3aIUTH HHQOPMaK Ha ypOBHE IIPUIIOKEHUH?
. ArTuBupycHoe [10

. ®aepBon

. [loamuceiBaHKe U IPOBEpKa LUPPOBBIX MOAMIUCEH

O T o

. Kakoii MeToz ncrnonbe3yercs Aj1st MpOBEPKU MOATHMHHOCTH COOOIICHHUS?
. [lucposas noxnucey

Iudposanue

. @unpTpanus tpaduka

. Kakast TeXHOIIOTHS HCTIONIB3yeTCs JUTS 3aIUThl HHPOPMAIIMU HA YPOBHE ONEPAIIMOHHOMN CHCTEMBI?
. AatuBupycnoe I1O

. ®aepBon

. [Tonp30BaTenbCKUE MpaBa 10CTyIa

o T o O

10. Kaxoii meTo ucnosp3yeTcs 1S 3aUThl HHPOPMALIUK OT aTak TUMa "0TKa3 B 00CIyxuBaHun"?
a. @unpTpanus Tpapuxa

b. Pe3epBHOE KOnMpoBaHue

C. JIoCTYITHOCTh U OTKa30yCTOHIMBOCTD CHCTEM

11. Kakue 3nmeMeHThI anredpsl HCIOIb3YIOTCS B Kpunrorpaduu?
a) KoMMyTaTHBHOCTD, aCCOIMATHBHOCTD, TUCTPUOYTUBHOCTH

b) KoMMyTaTHBHOCTE, aCCONMATHBHOCTD, HIEMIIOTCHTHOCTh

¢) KoMMyTaTHBHOCTb, aHTHACCOILMATUBHOCTh, TUCTPUOYTHBHOCTH
d) Het npaBusibHOTO OTBETA

12. Yro Takoe ysa3BUMOCTb CTPaHUIIbI BeO-caiTa?



a) CriocoOHOCTh CTPaHUIIBI BBICPIKUBATH OOJIBIIOE KOJIMYECTBO 3alIPOCOB
b) Crtoco6HOCTE CTpaHHUIIBI 3aIIUIIATE OT aTaK XaKepOB

€) CriocoOHOCTh CTpaHUIIBI 00ECICYMBATh KOH(DUACHIIMATBHOCTD JaHHBIX
d) CtocoGHOCTE CTPAHHUIIBI OBITH 3AIUIIEHHON OT BPEIOHOCHBIX IPOTPaMM

13. Kakue TeXHUYECKHE CPEJICTBA UCTIONB3YIOTCS JUIS 3alIUTHI HHMOPMAIU?
a) Bpannmayspsl, antusupycel, VPN

b) IpunTepsl, cCKkaHepbl, KOMUPOBAJIBHBIE AITAPATHI

) CepBepbl, MapIIpyTU3ATOPBI, KOMMYTATOPBI

d) Het npaBusibHOTO OTBETA

14. Kakue anropuT™bl IH(POBaHHUsSI OTHOCATCS K CHMMETPHYHBIM?
a) RSA

b) AES

c) Diffie-Hellman

d) ECC

15. Kakue anropuTmsl UQPOBAHUSI OTHOCITCS K ACUMMETPUYHBIM?
a) RSA

b) AES

c) Blowfish

d) RC4

6.5. [lpumepHasi TeMaTHKa KYPCOBBIX padoT (MIPOEKTOB)
Y4eOHBIM TUTAHOM He TPEyCMOTPEHO

6.6. MeTonuueckue yKazaHus 1J1s 00y4aOIINXCS M0 OCBOCHUIO TUCHUILIHHBI (MOTYJIs1)
Metoandeckrue peKOMEHAAIUH 10 PaboTe ¢ KOHCIIEKTOM JICKIMN

IIpocMoTpuTe KOHCIEKT cpa3y mocie 3aHATHi. [IoMeTbTe MaTepual KOHCIEKTa JIEKLUH, KOTOPbIH BBI3BIBAET 3aTPyIHEHHS AT
noHrMaHus. [TombITaliTech HATH OTBETHI Ha 3aTPyTHUTENIBHBIC BOPOCHI, HCIOIB3Ys IpeaIaraeMyto mrepatypy. Ecmm
CaMOCTOATENBHO He YHAJIOCh Pa300paThes B MaTepHane, copMyIupyiTe BOIIPOCH U 00paTUTECh Ha TeKyIIell KOHCYIbTAallH WM Ha
OmrpkaiIeif JISKINH 3a TIOMOIIBIO K TpenoaaBaTento. KaxkIyo Helemo peKOMEHIyeTCS OTBOJUTE BpeMs ISl IOBTOPEHHS
MIPOIICHHOTO MaTepHaa, IpoBepsisi CBOU 3HAHHUS, YMEHHS U HABBIKU 110 KOHTPOIBHBIM BOTIPOCAM.

Pabora ¢ pekOMEHI0BaHHOM JIUTEPATYPOH:

IIpu paboTe ¢ OCHOBHOH M IOTOIHUTENBHOMN JTUTEPATypOH LieecooOpa3Ho IPUIEPKUBATLCS TaKOH MocaeoBaTensHoCTH. CHavana
IPOYUTATh BECh 3aJJaHHBIM TEKCT B ObICTpOM TeMrie. Llenb Takoro YTeHus 3aKI04aeTcsi B TOM, YTOObI CO3/1aTh 00IIee NPeICTaBICHUE
00 “3yyaeMoM MaTepualle, IOHATh 00U CMBIC IPOYUTAHHOT0. 3aTeM NIPOUUTATh BTOPUYHO, O0siee MEUICHHO, YTOOBI B X0O7I€
YTEHUS TIOHAT W 3aIIOMHUTH CMBICIT KaX0H (hpa3bl, KaxJ0TO0 TOJI0KEHHUS B BOIPOCa B [eJoM. UTeHHe IPUHOCHT TIOIb3y U
CTAQHOBHUTCS MPOTYKTUBHBIM, KOT/Ia COMPOBOXKIACTCS 3aMMUCAMU. ITO MOXKET OBITH COCTABIICHHUE IIITaHA TPOYUTAHHOTO TEKCTA,
TE3MCHI UITH BBINNCKU, KOHCIIEKTHPOBAHHE 1 JIp. BEIOOp BHIa 3aMicH 3aBHCHT OT XapaKTepa H3y4aeMOoTro MaTepHana U remueif padoTsr
¢ HuM. Ecnu coneprkanue marepuana HECIOKHOE, JIETKO yCBaUBAaeMO€, MOJKHO OTPaHUYMThCS COCTaBICHUEM IIaHa. Eciau MaTepuan
COZEPKUT HOBYIO U TPYAHO YCBaUBaeMyI0 HHGOPMALUIO, IIeJIecO00pa3HO ero 3aKOHCIEKTUPOBaTh. IIIaH — 3T0 cXeMa MIPOYUTaHHOTO
Marepuaa, epedeHb BOIPOCOB, OTPAXKAIOLIUX CTPYKTYPY U MOCIIEI0BAaTEIbHOCTh MaTepuaa. Koncnekr — 3To
CHCTEMAaTHU3UPOBAHHOE, JIOTHYHOE U3JI0KEHHE MaTepralla HCTOUYHHKA. Pa3InuaroTcs YeThlpe TUIIa KOHCIIEKTOB: - IUNIaH-KOHCIIEKT —
9TO Pa3BEPHYTHIH JACTATM3NPOBAHHbIN IUIAaH, B KOTOPOM IT0 HAaHOOJIee CIIOKHBIM BOIIPOCAM JAIOTCS MOAPOOHbIE TOSCHEHNUS, -
TEKCTyaTbHBIH KOHCIIEKT — 3TO BOCIIPOU3BEICHNE HanboIee BasKHBIX MOJN0KEHNH 1 ()aKTOB HCTOYHHKA, - CBOOOJHBII KOHCIICKT — 3TO
9eTKO M KPAaTKO M3JI0KEHHBIC OCHOBHBIE TIOJIOXKEHNUS B pe3yJIbTaTe ITyOOKOT0 N3YUYeHUs] MaTepHana, MOTYT IPHCYTCTBOBAT
BBIITUCKHU, TUTATHI, TE3UCHI; YaCTh MaT€pHuajia MOXKET OBITH npeacTaBJICHa IJIaHOM, - TEMaTHYECKHII KOHCIIEKT — COCTABJISICTCS Ha
OCHOBC U3Y4YCHUA paga UICTOUYHHUKOB U JA€T OTBET 110 U3y4a€MOMY BOIIPOCY. B MpoIeCcce N3yYCHUA MaTeprajla HICTOYHUKA U
COCTAaBJICHUS KOHCIICKTa HY>XHO 00s13aTENBLHO MPUMEHATH PA3JIMYHBIC BBIACIICHHUSA, ITOA3ar0JIOBKHU, CO3JaBast 6HO‘{HyIO CTPYKTYpY
KOHCIIEKTa. JTO JAEaeT KOHCIEKT JIETKO BOCIPUHHUMAEMBIM H yIOOHBIM [T paOOTHI.

MCTO}II/I‘ICCKI/IC PECKOMEHIAAIUH 10 TIOATOTOBKE K NPAKTHICCKUM 3aHATUAM

IIpakTHyeckue 3aHATUS OPEACTABIAIOT 0COOYI0 HOPMY COUETaHUs TEOPUU U MPAKTUKU. [IX Ha3HaueHUe — yriryOieHue NpopaboTKH
TEOPETUYECKOr0 MaTepHalla IIpeAMeTa IyTeM PEryJIIpHOH U MIIaHOMEPHOH CaMOCTOATENbHOM PaboThl CTYyA€HTOB Ha IPOTSKEHUH
Bcero Kypca. IIponecc moAroToBKY K MPakTHYECKUM 3aHATUSAM BKIIOYAET U3ydeHHE HOPMATUBHBIX JOKYMEHTOB, 00s13aT€IbHON U
JOIIOJIHUTENILHOM IUTEepaTyphl 10 paccMaTpuBaeMoMy Bopocy. HemocpeacrBeHHOe IpoBeJeHUE IPAKTUUECKOTO 3aHATUS
IpeAnonaraeT, HaIpuMep: | | HHANBHAYAJIbHbIE BHICTYIIIEHHS CTYICHTOB C COOOIIECHUAMH IO KAKOMY-TH00 BOIIPOCY H3ydaeMoi
TeMsl; [ | hpoHTaIbHOE 00CYXKICHUE paccMaTPUBAEMON IPOOIEMbl, 000OIIECHNUS U BEIBOABL,  PEIICHHE 33734 U YIPaXHEHUH 110
o0pasity; [ | peleHre BapuaHTHBIX 3a/lad M YIPaKHEHHH; || peleHne CUTyalMOHHBIX IPOU3BOACTBEHHBIX (podeccnoHaIbHbIX)
3a7a4; [ | IpOEKTUPOBAHUE U MOJEIMPOBAHUE PA3HBIX BUIOB U KOMIOHEHTOB MPOQECCHOHANBHON AeATEIbHOCTH. || BHIIIOJIHEHUE
KOHTPOJIBHBIX paboT; [ paboTy ¢ TecramMu. [Ipu MoAroToBKE K MPaKTHYECKUM 3aHITUSIM CTYJEHTAM PEKOMEHYETCs: BHUMATEIbHO
03HAKOMHTBCS ¢ TEMAaTHKOM IPAKTUYECKOTO 3aHATUS; IPOYECTh KOHCIIEKT JIEKIUY [0 TEME, U3Y4YUTh PEKOMEHJOBAHHYIO JIUTEPATypy;
COCTaBUTb KPaTKUIi IJ1aH OTBETA HA KaX/blil BOIPOC IIPAKTUYECKOIO 3aHATUS; IPOBEPUTH CBOU 3HAHMS, OTBEYAs HA BOIIPOCHI UL
CaMOTIPOBEPKH; €CIIM BCTPETATCS] HE3HAKOMBIE TEPMHUHBI, 00513aTETbHO 00PaTUTHCA K CIIOBAPIO U 3apUKCHPOBATh HX B



TeTpaay. Bee muceMeHHBIE 3aaHusI BBIIOMHATD B paboueii TeTpaay. [IpakTiuyeckue 3aHATHS Pa3BUBAIOT Y CTYJICHTOB HAaBBIKU
CaMOCTOSTEIbHON PabOTHI IO PEIICHUIO0 KOHKPETHBIX 3a/1ad.

Meroanyeckue peKOMEHIAUH [0 TIOATOTOBKE K 1aOOpaTOpHBIM paboTam

JlaGopatopHbie pabOTHI IPEACTABISIOT OJHY 13 (POPM OCBOCHUS TEOPETUUECKOTO MaTepHaja ¢ OJHOBPEMEHHBIM ()OPMUPOBAHHEM
[PAKTHYECKHX HABBIKOB B H3y4aeMOii AUCHHIUTHHE. X Ha3HaueHHe — yriyOieHne IpopaboTKK TEOPETHYECKOrO MaTepraa,
(hopMupOBaHHE MPAKTHYECKUX HABBIKOB MTYyTEM PETyJSIPHON U TUIAHOMEPHON CaMOCTOSATENILHOM pabOThI CTYICHTOB Ha MPOTSKESHUU
Bcero Kypca. [Ipoliecc moroToBKU K Ja00paTOpHBIM paboTaM BKIFOYAET U3yYCHHE HOPMATUBHBIX IOKYMEHTOB, 0053aTeNIbHOI 1
JIOTIOJTHUTENILHOM JINTEPATYPhI M0 paccMaTpuBaeMoOMy Bompocy. HemocpencTBeHHOE MpoBeICHUE Ta00paToOpHOil paboThI
OPE.oaract: || M3yYeHHe TEOPETUIECKOro MaTepHaa o TeMe J1abopaTopHoii paboTh (110 BOpOcaM H3y4aeMoi TeMsl); ||
BBITIOJIHEHHE HEOOXOANMBIX PACUCTOB U YKCIICPUMEHTOB;  0OpMIICHHE OTYeTa C 3al0JHEHHEM HEOOXO0JMMbIX TaOIIHI,
HOCTPOEHHEM rpaduKOB, IIOArOTOBKOM BBIBOIOB IO IPO/ICIAHHBIM IKCIICPUMEHTaM U TCOPETHICCKUM pacyeraM; | MO KaxIoii
71ab0paTopHOit paboTe MPOBOIUTCS KOHTPOJIB: IPOBEPSIETCS COACPKAHNAE OTIETA, IPOBEPSIETCS yCBOCHHUE TEOPETUIECKOTO
Marepuana. KOHTpoJib YCBOCHUSI TEOPETUIECKOTO MaTepraa sSBISETCS. HHIAUBHIYTbHBIM.

MCTO,HI/I'-ICCKI/IC YKa3aHus 110 BBITTIOJTHEHUIO oTuéra K J'Ia60paTOpHI>IM pa60TaM

OCHOBHBIM TpeOOBaHUEM IO BBIITOJHEHUIO JTJAOOPATOPHBIX M MPAKTHYECKUX pabOT SABIISETCS TOJIHOE HCUEPITBIBAIOLIEE OITUCAHUE
BCell posiesiaHHON paboThl, IO3BOJISIONIEE CYIUTh O NOJYYEHHBIX Pe3yJIbTaTaX, CTEIEHH BBIIOIHEHUS U NPO(hecCHOHANBHON
MOJITOTOBKH CTYJICHTOB.

Meroauyeckue ykazaHusl 00€CIIeUnBaOT KOMIUIEKCHBIH MOAX0A B y4eOHOH paboTe CTyIeHTOB, €AMHCTBO U MPEEMCTBEHHOCTD
TpeOoBaHUI K 0(OPMIICHHIO PE3yIIETaTOB PaOOTHI Ha pa3HBIX dTanax o0ydeHus. C eqUHBIX TO3UIUI MPUBEJCHB OCHOBHEIE
TpeOOBaHUsI MO CTPYKTYpE, OPOPMIICHHIO M COJICPIKAHUIO OTUETA MO JTA0OPATOPHBIM U MPAKTHYECKUM paboTaM.

Crpykrypa oTuéra:

- 11e7b paboTHI;

- KpaTKHE TEOPETHUECKUE CBEICHUS;

- X0/ BBITIOJIHEHHS PaOOTHI;

- BBIBOJIBL.

JlOTIOTHATETEHBIMH 3JIEMEHTBI:

- IPUIIOXKEHHS;

- GubHMorpadUUecKuil CIUCOK.

TpeboBaHuUs K COACPKAHUIO OTYETA!

1. TuTynpHBIN IUCT

B BepxHeM 1oJIe TMCTA YKA3bIBAIOT OJHOE HAUMEHOBAHUE yUeOHOTO 3aBEJCHUSL.

B cpenHeM morne ykasbiBaeTcst BHI padOTHI, B JaHHOM CiTydae JIabopaTopHas HiIM IIpakTHdeckas paboTa ¢ yka3zaHHEM Kypca, o
KOTOPOMY OHa BBITIOJTHEHA, U HIDKE ee Ha3BaHue. HazBaHue paboTHI MPUBOJHUTCS 0€3 CIOBA TEMa M B KaBBIUKH HE 3aKITI0YaETCS.
[Janee Givbke K MpaBOMY Kparo THTYJIBHOTO JIHCTA YKA3bIBAIOT (haMIIINIO, MHUIIMAEI ¥ TPYIITY YYaIlerocs, BEIIOJHUBLIETO padoTy,
a Taroke (paMIIHIO, THHUIMAJIBI IPETIoIaBaTells, MPUHSBIIETO PadoTy.

B HmXHEM MoJ1e JMCTa YKa3bIBACTCS MECTO BBITIOJIHEHHS PabOTHI ¥ I'OJ] ee HarucaHus (0e3 ciioBa roj).

2. Lenb paboThl 10JDKHA OTPAXKaTh TeMY paOOThI, & TAKIKE KOHKPETHBIE 33/1auH, TOCTABJICHHBIC CTYJICHTY Ha MEPUO/] BHITIOITHEHHS
paboTsl. [To 06beMy 1iesb pabOThI B 3aBUCUMOCTH OT CJIOXKHOCTU M MHOT'033/1auHOCTH pabOThI COCTABISIET OT HECKOJIBKHUX CTPOK JI0
0,5 crpaHupb.

3. Kparkue Teopernyeckue cBeJeHUs. B 9TOM pasere u3naraetcsi KpaTkoe TeOPETHYECKOe ONMCAaHNe H3y4aeMOi B paboTe TEeMEI.
Marepuan pazzena He J0JDKEH KOMMPOBaTh COAEPKaHUe METOIMIECKOTO MOCOOHs MM yIeOHHKa 10 IaHHOW TeMe, a
OTPaHUYMBAETCS U3JI0KEHUEM OCHOBHBIX MOHATHH, TPEOYIOIUXCS IS NajbHeHmel o0padoTKH MOTyYeHHbIX pe3ynbTaToB. O0beM
JUTEPaTypHOro 0030pa He JODKEH MPEBBIMATh 1/3 yacTu Bcero oTyera.

4. Xopn BbINONIHEHUS pabOTHL. B 1aHHOM pasferne noApoOHO U3IaraeTcs METOMKA BBITOJHEHNUS PAOOThI, POLIECC HOTyUCHUS
JaHHBIX U c11oco0 ux 00padoTku. Ecnu ucnone3yoTes cTaHapTHhIE TAKEThl KOMIBIOTEPHBIX IPOrpaMM Ui 00paboTKu
9KCIIEPUMEHTAJBbHBIX PE3yJIbTAaTOB, TO HEOOXOAUMO 000CHOBATH BOZMOXHOCTD U L1EJICCOO0OPA3HOCTh UX IPUMEHEHHS, A TAKKe
oipoOHOCTH 00pabOTKM AAHHBIX C UX TOMOIIBIO.

5. BBIBOZBI 1O paboTe - KPaTKO U3NATAI0TCs Pe3yNIbTaThl pabOTHI, MOJTYYSHHBIE B PE3yJIbTATEe BHITOJHEHHUS PAOOTHI, a TAKXKE KPaTKHI
aHaJIN3 TMOJYYeHHBIX Pe3yJIbTaTOB.

Ortyer mo abopaTopHOil pabote opopmisiercs Ha Jucte popmara A4. Jlomyckaercst opopMIIeHHE OTYETa 110 Tab0paTOpHO# padoTte
B 3J1eKTpOHHOM Bujie cpeactBamu Microsoft Office. Texkct paboTsr qomkeH OBITH HameyaTaH Yepe3 MOJITOPa HHTEPBaIa MIPUPTOM
Times New Roman, kersb — 12. ITonst JOJDKHBL OCTaBaThCs IO BCEM YETHIPEM CTOPOHAM IIEYaTHOTO JIHCTA: JIeBoe — He MeHee 30 M,
npaBoe — He MeHee 10, HmkHee — He MeHee 20 U BepxHee — He 15 MMm.

JInist 3amuThI 1a00paTOpHOIt paboThI CTYACHT TOJDKEH IIOATOTOBUTH OTYET, IPOBECTH CAMOCTOSTEIBHYIO pabOTy, HIMETh OTMETKY O
MIPOBEPEHHOM OTYETE.

Pe3ynbTaThl ONMPEAENSIIOTCS 10 MATHOAUTBHON CHCTEME OLICHOK.

MeTO,HI/I‘-IGCKI/Ie PEKOMEHAAUU 110 BBIITOJIHECHUIO pe(bepaTa

Pedepar — nmuceMenHast pabota 00bemMoM 8—10 cTpaHHI. ITO KpaTKOe U TOYHOE M3I0XKEHHE CYITHOCTH KaKOro-IM00 BOMPOCA, TEMBI.
Temy pedepara cTyACHT BEIOUpPAET U3 PEATIOKECHHBIX MIPENOJaBaTEIEeM HITH MOXKET MPEJIOKUTh CBOW BapuaHT. B pedeparte HyKHbBI
Ppa3BepHYTHIE apTyMEHTHI, pacCyXaeHus, cpaBHeHUs. ConepkaHue TEMBI H3JIaraeTcst 0ObEKTUBHO OT UMEHH aBTopa. OyHKINH
pedepata. IndopmaTrBHasL, IOUCKOBAsL, CIIPAaBOYHAsI, CHTHAJIbHASI, KOMMYHHUKaTUBHAs. CTeNeHb BBIIOJIHEHUS 9THX QYHKIIHH
3aBUCHT OT COIEPKATENBHBIX U (GOpMabHBIX KauecTB pedepaTta U Il KaKUX Iielel HX Ucoib3yeT. TpeOoBaHus K A3bIKy pedepara.
JloIoKeH OTIMYaThCsl TOYHOCTBIO, KPATKOCTBIO, ICHOCTBIO U IPOCTOTOM.



Crpykrypa pedepara:

1. TuTysbHBIHA JTUCT

2. Ornapinenue (Ha OTIEJNLHON CTpaHUIlE). Y Ka3bIBAIOTCS Ha3BaHMUS BCEX pa3ziesioB (IIyHKTOB IJIaHA) pedepara 1 HOMepa CTpaHUII,
YKa3bIBAIOIINE HAYalo 3TUX Pa3lesioB B TeKcTe pedepara.

3. BeeneHne. ApryMeHTHpPYETCS aKTyalbHOCTb UCCIICIOBAHHS, T.€. BBIBILIETCS IIPAKTHYECKOE M TEOPETHIECKOE 3HAUCHUE TAaHHOTO
uccnenoBanus. Jlanee KOHCTaTHPYeTCs, 9TO CACNAHO B JAHHON 00JIaCTH NPEAIICCTBEHHUKAMH, TIEPCUHCIIIOTCS TTOJI0KCHUS,
KOTOPBIE JOJKHBI ObITh 000CHOBaHbI. O0sA3aTeNbHO (HOPMYIUPYIOTCS Lieb U 3a/1auul pedepara.

4. OcHoBHas yacTe. [loguunseTcs coOCTBEHHOMY IUIaHy, YTO OTPa)KaeTCsl B pa3/ielIeHUH TEKCTa Ha IJ1aBbl, aparpadsl, MyHKTHI.
[Inan 0cHOBHOI YacTH MOKET OBITH COCTABJIEH C MCIIOIBb30BAHUEM PA3IMYHBIX METOAOB IPYNIIMPOBKH MaTepraia. B ciydae ecnu
UCIIOJB3YETCS YbsS-IN00 HEOPANHAPHAS MBICIIb, UIes, TO 00s3aTeIbHO HY>KHO CIeTaTh CCBUIKY Ha TOTO aBTOPA, Y KOTO B3SIT JAHHBIIH
MarepHuai.

5. 3akmouenne. [TocneqHsAs YacTh HAYYHOTO TEKCTa. B kpaTkoil 1 cxkaToi opMe H3IaraloTcs MoTydeHHBIC Pe3yIbTaThl,
HpeJICTaBISIONINE COOOH OTBET Ha INIABHBIH BOIIPOC HCCIICIOBAHMS.

6. IIpunoxenne. MoxeT BKIIOYATh TPpa(UKH, TaOJIUIBI, pPacyeTH.

7. bubnuorpadus (crucok uTepaTypbl). YKa3bIBaeTCs pealibHO MCIIOIb30BaHHAS JUIs HAITMCAHUs pedepaTa nutepatypa. Haspanus
KHHT PacloyararoTcs 1o anpaBuTy ¢ yKa3aHHEM UX BBIXOJHBIX JaHHBIX. O0mIre TpeOoBaHUs K HOCTPOSHHIO, CONEPIKAHUIO U

0 OPMIICHHUION.

IIpu nmpoBepke pedepara OLEHUBAIOTCS:

[ 3HaHKE (haKTHIECKOTO MaTepuaia, yCBOCHHIE OOIIIX MpeICTaBICHHI, IIOHATHH, HACH;

[l XapaKTepUCTHKA PeaNU3alliy LS U 3a/1a4 UCCIICIOBaHUS;

[l cTerieHb 0OOCHOBAaHHOCTH apTyMEHTOB M 0000IICHHI;

[l Ka4eCTBO U IIEHHOCTH NMOJTYyYCHHBIX PE3yIIbTaTOB;

L/ mcronp30BaHue JINTEPATYPHBIX HCTOYHUKOB,;

L/ KyJIbTypa NMHUCHbMEHHOTO M3JI0KEHHS MaTepHana;

L) KynbTypa 0QOpMIICHUS MATEPHATIOB PAOOTHI.

IpaBuiia HaITMCaHWs HAYYHBIX TeKCTOB (pedepar, AUIIIoMHas paboTa):

371ech IPUBOAATCS PEKOMEHIAIMH 110 KOHCYJITUPOBAHUIO CTYICHTOB OTHOCHTEIEHO

JTAHHOTO BUJIa CAMOCTOSTENBHOM paboThl. Bo BpeMst KOHCYIBTAIMiT PyKOBOIHUTEIIO CICAYET

HPEUIOKUTE K 00CYKJCHHIO CIIETYIOIIHE BOIPOCH.

» KakoBa uctraHas nens Bamero HaygHoro Tekcra — 3To momMoxet Bam pazymuo

pacnpenenuTs CBOH CHIIBI U BpeMsl.

* BaxxHo pa3zo0pathcst, KTo OyAeT «unutareiaem» Barel paboThl.

* HaumHath nucate cephe3Hyro padoTy cieayeT He paHbllle, YeM BO3HUKHET OIIyIIeHHE,

YTO 10 PaboTe C UCTOYHUKAMH MOSBHINCE HACH, KOTOPHIMU MOYKHO ITOJCIUTHCS.

* JloyokHA OBITH UJies, a VIS 9TOTO HY)KHO HAyYUThCS JIMOO OTHOCUTECS K Pa3HBIM

SBJICHUAM U (haKTaM HECKOJIBKO KPUTHUECKH (CBOS HJIEs — KaK MHAsl TOUKA 3pEeHHs), TU00

HAYYUTHCS YBIEKATHCSI KAKAMHU-TO U3BECTHBIMU HIESIMH, KOTOPbIe HY)KIAIOTCS B JOPabOTKe

(Mnest — Kak ONTHMHUCTUYECKAs TIO3ULHUS U HATIPABJICHHOCTD Ha JaybHelIIee

COBEPIICHCTBOBAHUE Y)KE U3BECTHOTO).

* [TucaTpb cnenyeT sSICHO U MOHSTHO, CTapasich OCHOBHBIE MOJIOKEHHST (POPMYIIUPOBATH

YETKO U HEJIBYCMBICIICHHO, A TAKXKE CTPEMsICh CTPYKTYPHPOBATH CBOM TEKCT.

* O0beM TeKCTa U pas3InYHbIe 0POPMHUTENBCKHE TPEOOBAHHS BO MHOI'OM 3aBHUCSIT OT

HPUHATHIX B KOHKPETHOM yueOHOM 3aBEJICHUH MOPSIKOB.

Metoandeckrue peKOMEHAAIUH O BHITOJHEHUIO KOHTPOJIBHBIX paboT

KonTponbHas paboTa BhIoHETCS 110 BapraHTaM. Ha OGnanke ykasbiBaetcs GaxysbTeT, Kype, rpynna, DUO cryaenrta. Bonpocsr
CTPOSITCS Ha OCHOBE TECTOBBIX M CUTYaTHBHBIX 3a[JaHUi. B TeCTOBBIX 3aaHHsX, BHIOUpAETCs MPpaBUIbHEIN(BIe) oTBeT(bI). [Ipn
pELIeHNH CUTYaTUBHBIX 3aJaHIi BEIOUpPAETCS MPaBIIIbHAS [TOCIIEI0BATENHHOCTD JEHCTBUI B pacCMaTpUBaEMOM CUTYaIlHH.
IIpoBepka KOHTPOIBHON PabOTHI MO3BOJISET BEISIBUTH M HCIIPABHUTH JOMYIIECHHBIE CTYAEHTaMH OIIMOKH, YKa3aTh, KAKHE BOIPOCHI
JUCLUIUIMHBI KIMH HEJJOCTATOYHO YCBOCHBI U TpeOYIOT 10paboTku. CTYJCHT I0HKEH BHUMATEIbHO O3HAKOMHUTHCS C MTMCbMEHHBIMU
3aMEYaHUsIMH NPENOIaBaTelis ¥ MPUCTYIIUTh K UX UCTIPABICHHUIO, JIJIsl YETO ellle pa3 MOBTOPUTH COOTBETCTBYIOIINN MaTepHUall.

MGTO}II/I‘ICCKI/IC PCKOMEHAAIUH 110 TTOATOTOBKE K KOJIJIOKBUYMY

KosmokBryMOM Ha3bIBaeTcs cobeceJOBaHIE MPEOJaBaTelis U CTYACHTA 110 3apaHee ONPEACICHHBIM KOHTPOJIBEHBIM BOIIPOCAM.
Ienbto KOJTOKBUYMA SIBIIsiCTCS (POPMHUPOBAHUE y CTY/JICHTA HABBIKOB aHAJIN3a TEOPETHUYECKHUX MPOOJIEM Ha OCHOBE
CaMOCTOSITEIBHOTO U3y4YeHUsl yueOHOM U HayIHOH JHuTepaTyphl. Ha KOJIOKBAYM BBIHOCSATCS KPYIIHBIE, IPOOJIEMHbIE, HEPEIKO
CIIOPHEIE TEOPETUIECKHE BOIPOCHL. YTIOp JeNaeTcs Ha MoHoTpadudeckre paboTh mpodeccopa-aBTopa TaHHOTO crenkypea. Ot
CTyJIeHTa TpeOyeTcst:

- BJIaJIcHHEe M3Y4YCHHBIM B X0/I¢ YIeOHOTo Mpolecca MaTeprualioM, OTHOCSIIIMMCS K paccMaTpruBaeMoi mpooieme;

- 3HaHHE PAa3HBIX TOYEK 3PEHMS, BEICKA3aHHBIX B HAYYHOM JIUTEpaType M0 COOTBETCTBYIOIIEH MpobiieMe, yMEHHE COMOCTABIATh UX
MEXy COO0H;

- HaJTM4YMe cCOOCTBEHHOTO MHEHHMS 10 00CY’KAaeMbIM BOIIPOCaM M YMEHHE €r0 apryMEHTHPOBATb.

KosokBryM - 3T0 HE TOJIBKO (hopMa KOHTPOJISL, HO M METOJ{ YIIIyOJICHH S, 3aKPETUICHHUSI 3HAHHUI CTYICHTOB, TaK KaK B X0JI€
cobeceI0BaHuUs MPEMOAABATENb PA3bCHSET CI0XKHbBIC BOMPOCH], BO3HUKAIOININE Y CTYICHTA B MPOLIECCE U3YUCHHUS TAHHOTO
ncrouHnka. OIHAKO KOJUIOKBHYM HE KOHCYJIBTAalus U He 9k3aMeH. Ero 3amaua qoOUThCs r1yOOKOro H3y4eHHs! OTOOPaHHOTO
Matepuaia, IpoOyaUTh Y CTyJICHTa CTPEMIICHHE K YTEHHIO JIOTIOJHUTEIBHON COLMOIOTHYECKOM TuTepaTyphl. [loAroToBKa K
KOJUIOKBHYMY HAQYMHAETCS C YCTAHOBOYHOM KOHCYJIBTALMHK ITPEIIOIABATEIIsl, Ha KOTOPOIl OH Pa3bsCHACT Pa3BEPHYTYIO TEMATHKY



poOJIeMbl, PEKOMEHAYET JUTEpaTypy A U3y4eHHs 1 OOBACHSAET MPOoLEeaypy NPpOoBeAeHHUs KoJulokBuyMa. Kak mpaBsuio, Ha
CaMOCTOSITEIBHYIO IIOATOTOBKY K KOJUIOKBUYMY CTYZICHTY OTBOAUTCSA 3-4 Hexenu. MeToaudecKue yKa3aHHus COCTOAT U3
PEKOMEHAAINH 110 U3YYEHHIO HICTOYHUKOB M JIMTEPATyPhl, BOIIPOCOB AJIsl CAMOIIPOBEPKH M KPATKUX KOHCIIEKTOB OTBETA C
MepPEYHCICHHEM OCHOBHBIX (haKTOB U COOBITHI, OTHOCAIINXCS K MYHKTaM IUTaHa KOKTOH TeMBI. DTO JODKHO IIOMOYb CTYACHTAM
I[eJICHANPABICHHO OPraHU30BaTh PabOTY MO OBJIAJCHUIO MATEPHATIOM U €T0 3alIOMUHAHHIO. [IpH MOATOTOBKE K KOJUIOKBUYMY
CIIeITyeT, PEKJIE BCETo, MPOCMOTPETh KOHCIIEKTHI JICKINI U MPAKTHYECKUX 3aHATHH 1 OTMETUTh B HUX UMEIOIINECS BOMPOCHI
KOJUTOKBHYMa. Eciy Kakue-To BOIIPOCHI BBIHECEHBI TIPETIOIaBATENIeM Ha CAMOCTOSITENILHOE U3yUYCHHE, CIeyeT 00paTUTHCS K
y4eOHOI JuTepaType, peKOMEHIOBAaHHOW NIPETOaBaTelIeM B KAUYeCTBE HCTOYHHUKA CBEICHH.

KonnoxsruyM npoBoautcs B popMe HHAMBUAYTLHON OeceIbl IPeroaBaTelis ¢ KaXIbIM CTYACHTOM MK Oecebl B HEOOIbIINX
rpymmax (2-3 yenoseka). OOBIYHO HpeTIOIaBaTeNb 331aeT HECKOJIBKO KPATKUX KOHKPETHBIX BOIIPOCOB, MO3BOJISIFOLINX BBISICHUTD
CTereHb JOOPOCOBECTHOCTH PabOTHI C IUTEPATYPOH, MPOBEpsET KOHCIEKT. [Janee 6oee moapoOHO 00CykaaeTcs Kakas-iuoo
CTOpPOHA MPOOJIEMBI, YTO MO3BOJISET OLCHUTh YPOBEHB MOHMUMaHMs. [0 HTOraM KOJJIOKBUyMa BBICTaBIsieTCs MU depeHInpo BaHHAs
OLICHKA T10 MATHOATIIBHON CHUCTEME.

MeTtoanyeckue PEKOMEHAAalIUU 110 YCTHOMY OHpocy/CaMOHOHFOTOBKe

TTocne n3yueHus onpeneseHHOM TeMbI 110 3aMUCsIM B KOHCIIEKTE U Y4eOHHKY, a TaKKe

pELIeHHUs IOCTaTOYHOTO KOJIMYECTBA COOTBETCTBYIOLIMX 3a/1a4 HAa MPAKTHUECKUX 3aHATUAX U

CaMOCTOSITEIIBHO CTYJICHTY PEKOMEH/YEeTCsl, UCIIOJIb3Ys JIUCT OIOPHBIX CUI'HAJIOB,

BOCIPOU3BECTH M0 TTAMSTH ONPeIeICHUs, BRIBOABI (HOopMyJ1, HOPMYITHPOBKH OCHOBHBIX

TIOJIOKEHMH U TOKa3aTeIbCTB. B cirydae HE0OXOIUMOCTH CllelyeT peKOMEHIOBATh eIlle pa3 BHUMATEIBLHO pa3o0paThcs B MaTepHale.
MHorna HeOCTAaTOYHOCTh YCBOSHHUS TOT'O MJIM HHOTO BOIIPOCA BBISICHIETCS TOJILKO ITPU M3YUYCHUH JTANIbHEHIero Mmarepuaia. B atom
ClIydae HaJIo BEpHYThCS Ha3al M MOBTOPUTH IUIOXO YCBOCHHBIM MaTepHal. BakHbIN KpUTEpHUil YCBOSHHS TEOPETHUECKOTO MaTepraa
— YMEHHe pelIaTh 3a/1a41 WM MPOHTH TECTUPOBAHUE 0 NPOiIeHHOMY MaTepuaiy. OIHaKO IMpenoaaBaTelio clelyeT IOMHHUTE, YTO
MPaBUIILHOE PEIICHUE 3a]]a4l MOXKET MOJIyYUThCS B pe3yJIbTaTe MPUMEHEHUS MEXaHUUECKH 3ay4eHHbBIX (OopMyIT Oe3 MOHUMAaHHUs
CYLTHOCTH TEOPETHUYECKUX TTOJIOKCHUH.

Meroauueckue PECKOMCHIAUH 10 IIOATOTOBKE K CCMUHAPCKUM 3aHATHAM

OnHUM U3 BUIOB BHEAYIUTOPHON CAMOCTOSITEIILHOM PaOOTHI SBIISIETCS MOJATOTOBKA K CeMUHApCKuM 3aHsaTusM. CemuHap — popma
yaeOHO-TIPaKTHYECKUX 3aHATHH, TPA KOTOPOH CTYIEHTHI 00CYKIAI0T COOOIIEHNS, TOKIAABI  pedepaTsl, BEINOIHEHHBIE HMH TI0
pe3ysbTaTaM yIeOHBIX WM HayYHBIX HCCIIeIOBAaHHUH ITOJT pYKOBOJICTBOM IIpernonaBateiist. [IpernogaBaTesns B 9TOM cirydae sBISeTCS
KOOPZMHATOPOM OOCY>KIEHHI TeMbl CEMUHApPa, IOJr0TOBKA K KOTOPOMY sBJIsieTCs 00s3aTenbHOM. ITosToMy Tema ceMuHapa u
OCHOBHbIE HCTOYHUKH 00CY>KIECHHS NPEIbABIAIOTCS 10 00CY>KACHHS I A€TaJbHOIO 03HAKOMIIEHUs, u3ydeHus. Llemu oOcysxnenuit
HaIlpaBJIeHbl Ha (POPMUPOBAHIE HABBIKOB NPO(eCcCHOHAIbHON MOJICMUKH U 3aKperieHne o0cyxkiaeMoro Matepuana. CeMuHap — 3To
Takas (popMa opraHu3alMy 0OydeHUs, IPH KOTOPOH Ha ATarne HOATOTOBKH JOMUHHPYET CAMOCTOSTENbHAsI paboTa yyammxcs ¢
yueOHOI IuTepaTypoil U IPYrUMH IUAaKTHYECKUMH CPEICTBAMH HaJ CepHeil BOIIPOCOB, MPOOIEM | 33/1a4, a B IIPOIIECCe CEMUHapa
HAYT aKTUBHOE 00CYKIEHHE, TIUCKYCCHH M BBICTYIUICHHS YYalIUXCsl, T€ OHHU O] PYKOBOJICTBOM IIPETIOIaBaTENS ACTaloT
o0o01maromnye BpIBOABI U 3aKitodeHus. CeMUHAp NnpeHa3HadeH AU yIiayOJeHHOTO N3yUeHHs AUCLUIIINHBL, OBIaICHUS
METOO0IOTHEN HayYHOTO TO3HAHMS, TO TJ1aBHAs 11eIb CEMUHAPCKUX 3aHATHH — 00ECIEUUTh CTYA€HTaM BO3MOXKHOCTh OBJIAJICTh
HaBBIKAMH U YMEHHUSAMH UCIIOIb30BaHUS TEOPETUYECKOTO 3HAHUS IPUMEHUTEIBHO K OCOOCHHOCTSIM U3Y4aeMOM OTPaCIH.

MCTO)J,I/I‘{GCKI/IG PCKOMEHAAIUU 10 TTIOATOTOBKE K 5CCE

OnHUM U3 BUIOB CAMOCTOSITENBHOM PabOThI CTYAEHTOB SIBJISICTCS HAMCAHUE TBOPYECKON padOThI IO 3alaHHOM JIHOO COITIacCOBAHHOM
¢ mmpenozasareneM TeMe. TBopueckast paboTa (3cce) mpecTaBisieT co0oi opurnHaibpHoe npoussenenHue oosemoM 500-700 cnos,
HOCBSIIIEHHOE KaKOH-TH00 3HAYMMOHN KJIaCCHUECKOM 1n00 COBpEMEHHOI IpobieMe B ONpeaeIeHHOI TeOpeTUIeCKOH U
IpaKTHYecKoi oomacTu. TBopueckast paboTa He ABIACTCS pedepaToM U He JOIDKHA HOCUTH ONICATENBHBIN XapakTep, OoIbIoe
MECTO B Heif JOIDKHO OBITh YAEICHO apryMEHTHPOBAHHOMY IIPEACTABICHUIO CBOCH TOUKHU 3PEHHS CTYICHTAMH, KpHTHIECKOH OIEHKE
paccMaTpHBaEMOro MaTepuaia u IpoOIeMaTHKY, YTO JOJDKHO CIIOCOOCTBOBATH PACKPBITHIO TBOPYECKHUX M aHATUTHIECKIAX
criocobHOCTei. L{enn HanmcaHus Scce — HAYIUTHCS JIOTHIECKH BEPHO M apIyMEHTHPOBAHO CTPOHUTH YCTHYIO H IMMICEMEHHYIO PEYb;
paboTath HajJ yriayOJeHneM U cUcTeMaTh3aleld CBOuX (GHIIoCOPCKUX 3HAHUMN; OBJIAJETh CIIOCOOHOCTBIO UCIIOJIb30BaTh OCHOBBI
3HAHMH U1 GOPMHUPOBAHUSI MHPOBO33PEHUECKON MO3ULINH. [IpHUCTynas K HaMCAaHHIO ACCe, U3JIOKHUTE B OJHOM NPEIJIOKEHUHN, YTO
MMEHHO BBI OyJieTe yTBEpKAaTh M JOKa3bIBAaTh (CBOI TE3HC). Dcce JOIMKHO COAEPKAaTh CCHUIKU HAa MCTOYHHKH. OpUTHHAIBHOCTh
TEKCTa JoJDKHA ObITh 0T 80% 10 MporpamMMe aHTHUILIaruara.

Meronuieckre peKOMEHIAINH 110 TIOATOTOBKE K TOKIIATy

JInist MOATOTOBKY JOKJIaaa He0OXOIMMO BEIOPATh aKTyalbHYIO TeMy. JKenaTenbHo, 4ToObl TeMa ObliIa HHTepeCHa AOKJIATINKY U
BBI3bIBAIA JKEJIAaHUE KaYEeCTBEHHO MTOJrOTOBUTH MaTepHaibl. [I0AroToBKa TOKIaqa Npeaoaraet: onpeielieHne el 0K,
o 00p HEOOXOANMOTO MaTepHaa, ONPeeIONIEro CoJAepKaHne JOKIaIa; COCTaBICHHUE TUIaHa TOKJIala, pacipeiesieHue
co0paHHOTO MaTepualia B HEOOXOIMMOM JIOTHYECKOH MMOCIIeI0BATEIBHOCTH.

Kommo3uius 1ok1aia MeeT BCTYIUICHHE, OCHOBHYIO YacTh M 3aKJIIOUEHHE.

Bcerymienne 10KHO COEpIKaTh: Ha3BaHUE OKIIa/1a; COOOUICHHE OCHOBHOM M/ICH; COBPEMEHHYO OIICHKY MPEIMETa H3II0KCHHUS,
KPaTKOE IEPEUHCIICHIE PACCMATPHBAEMBIX BOIIPOCOB; HHTEPECHYIO [UIs cirymuareneid popmy msnoxenus. OCHOBHAS 4acTh, B
KOTOPOH HEOOXOAMMO PACKPBITh CYTh TEMBbI, OOBIYHO CTPOUTCS MO MPHUHIHUIY OTYéTa. 3a7a4a OCHOBHOW YacTH: MPEICTABUTh
JOCTaTOYHO JAAHHBIX JJISI TOTO, YTOOBI CIIYIIATENN 3aHHTEPECOBAIUCH TEMOH.



3akimoyeHue — 4€Tkoe 0000IIeH e  KPaTKHE BBIBOABI 110 M3JIaraeéMoi TeMe.
Meroauyeckue peKOMEHJAUH 10 MOIrOTOBKE K cO0ECeI0BaHHIO

CobecenoBanne — CpeCTBO KOHTPOIIS, OPraHU30BAaHHOE KaK CIeuaibHas Oecesia mpenoaaBaresisi ¢ 00y4aromuMes Ha TEMBL,
CBSI3aHHBIC C N3y4acMOl AUCUUIUINHON, U PACCINTaHHOE HA BRUSICHEHHE 00beMa 3HAHHUI 00yYarOIIEerocs 10 OMPEICICHHOMY
paszeny, Teme, pobieme U T.I1.

Ienb cobecenoBaHus: MPOBEPKa YCBOCHUS 3HAHUIT; YMCHUIT MPUMEHSIThH 3HAHUS; CHOPMHUPOBAHHOCTH MPOGHECCHOHATEHO 3HAYMMBIX
JIMYHOCTHBIX Ka4eCTB.

ToaroroBka k cobeceI0BaHHIO TPEIOIaracT MOBTOPSHUE POHICHHOTO MaTepHalia U MPHOOpETeHHE HaBbIKa CBOOOIHOTO BIA/ICHUS
TEPMHUHOJIOTHEH U (HaKTHISCKHUMH JaHHBIMU 110 OINPEACICHHOMY Pa3eiy AUCLHUILIHHBL.

Meroauueckue PECKOMCHIAIUH 10 IMTOATOTOBKE K TECTUPOBAHUIO

TecTupoBaHue — 3TO HE TONBKO (POpMa KOHTPOJIS, HO M METOJ YIITyOJIeHUs], 3aKpeTIeHHUsI 3HaHN I 00yJalomuXcsl, TaK KaK B X0JIe
cobeceI0BaHMS MTPENOAABATENb PA3bIACHSET CIOKHBIE BOIPOCH, BO3HUKAIONIE Y 00YyYaIomerocs B Mporecce N3y4eHus y4eOHOro
Mmarepuaia. OIHAKO TECTHPOBaHUE HE KOHCYNBTALMS U He 9k3aMeH. Ero 3amaua 1oObuThes riry0OKOro H3ydeHus: OTOOpaHHOTO
MarepHaia, IpoOyJUTh Y 00y4aromerocs CTpeMJICHHE K YTEHHUIO IOTIOJIHUTEIbHOM SKOHOMUYECKOH JIUTepaTyphl. 3a4eT 3aBepuiaet
U3y4YeHHE OPEETICHHOTO pa3/elia y4eOHOro Kypcea 1 JOJDKEH M0Ka3aTh YMEHHE 00y4atoierocs: HCI0Ib30BaTh ITOJIyUYeHHbIE 3HAHUS
B X0/I€ TIOAATOTOBKH U CJJa4 TECTUPOBAHMS NIPU OTBETAX HA SK3aMEHAIIMOHHBIC BOIIPOCHI. TECTUPOBAaHHE MOKET IPOBOAUTHCS B
YCTHOM WJIM MUChbMEHHOHU (opme. [ToAroToBKa K TECTUPOBAHUIO HAYMHAETCS C YCTAHOBOYHOM KOHCYJIBTAIIMU TIPETIOIaBaTes, Ha
KOTOPOH OH Pa3bsICHAET Pa3BEPHYTYIO TEMATUKY IPOOJIEMBI, PEKOMEHIYET JUTEPATYPy Ul H3YUSHHUS U OOBIACHIET IPOLEYpPY
MIpoBeJeHNs TecTUpOoBaHus. Kak mpaBuiio, Ha caMOCTOATENBHYIO OATOTOBKY K TECTUPOBAHHIO O0YYAIOMIEMYy Csl OTBOJHTCS 2-3
Henenu. [loaroToBka BiroUaeT B ce0st M3yueHNEe pEKOMEHIOBAaHHON JINTEPATyPHI U (110 yKa3aHUIO TPEIo/1aBaTes)
KOHCIIEKTHPOBAaHUE B)KHEHIIINX UCTOYHUKOB. TecTHpOBaHUE MPOBOIUTCS B POpPME HHIMBHYAIBHOW Oece/Ibl MPernojaBaTes ¢
KOKIBIM 00yJaIONIMMCs WK Oeceibl B HeOOobIMX rpymmax (3-5 denoBek). OOBIMHO MpenoaBaTellb 3aaeT HECKOJIBKO KPaTKUX
KOHKPETHBIX BOIIPOCOB, MTO3BOJISIOIINX BBIICHUTH CTENEHb JJOOPOCOBECTHOCTH PAOOTHI C JIUTEPATYPOI, KOHTPOJIUPYET KOHCIIEKT.
Janee 6onee moapoOHO 00Cy)aaeTcs Kakas-1100 CTOpOHa POOJIEMbI, YTO TIO3BOJISIET OLIGHUTh YPOBEHB MMOHUMaHuA. [IpoBeneHne
TECTUPOBAHMS MTO3BOJISIET O0YJAIOIIEMYCsl IIPHOOPECTH OIBIT pabOTHI HAJI IEPBOMCTOYHUKAMH, UTO B TATBHEHIIIEM IOMOXKET C
MEHBIINMH 3aTPaTaMy BpeMEHH paboTaTh HaJl JINTEPAaTypOil IpH MOATOTOBKE K IPOMEKYTOYHON aTTECTALHH.

Meroauueckue PEKOMCHIAIUH 10 IIOATOTOBKE K DK3aMCHY

H3zyuyenne MHOTHX 00mIenpodhecCHOHATBHBIX U CHEIUAIBHBIX IUCIHILUTIH 3aBEPIIAeTCs

sk3ameHoM. [ToAroToBKa K 3K3aMeHy CIIOCOOCTBYET 3aKpPEIICHHUIO, YITyOJIeHHI0 U 0000IEHUI0

3HaHU, TIOJly4aeMbIX, B poLecce 00YUEHUsI, a TAKXKE MPUMEHEHHUIO X K PEIICHHIO

MPaKTUYECKUX 3a1a4. [[0TOBSCh K 9K3aMEHY, CTYJCHT JIMKBUAUPYET UMEIOIUECs TPOOEIbl B

3HAHUSX, YIIyOJIseT, CHCTEMAaTU3UPYET U YIIOPSJOYHBAET CBOM 3HaHMs. Ha sKx3aMeHe CTyieHT

JNEMOHCTPHUPYET TO, YTO OH NPUOOPEI B Ipoliecce 00yUYCHHUS 110 KOHKPETHOH yueOHoH

JHUCIUIUINHE. DK3aMeHAI[OHHAs CECCHSI — 3TO CEPHsl IK3aMEHOB, YCTAHOBJICHHBIX yUeOHBIM IIaHOM. Mex Ty 9K3aMeHaMH UHTEpBall
2-4 nHs, B TEUEHHE CTYACHT CHCTEMATU3UPYET yKe UMerolrecs 3HaHus1. Ha KoHCyIbTanuy neper 9k3aMeHOM CTYICSHTBI JOJDKHBI
OBITh 03HAKOMJICHBI C OCHOBHBIMH TPEOOBAHMSIMH H TIOJIyYUTh OTBETHI HA BO3HUKAOIIHE B ITPOLIECCE MOATOTOBKU

Bonpockl. Heo0X0aMMO OpUEHTHPOBATH CTYICHTOB Ha CHCTEMATHYECKYIO MOJrOTOBKY K 3aHATHAM B TEYCHHE CEMECTPA, UTO
MO3BOJIUT MCIOJIB30BATh BPEMsI SK3aMEHAIIMOHHOW CECCUH ISt

CHUCTEMAaTH3aLU1 3HAaHU.

MCTO}II/I‘{GCKI/IG PCKOMEHAAIUU 10 MMOATOTOBKE K 3a4CTy

B xo1e noaroToBKH K 3a4eTy CTYJEHT, B IEPBYIO O4€PEb, JOIDKEH CHCTEMATU3UPOBATh 3HAHMUS, I10JIyUYEHHBIE B X0/1€ U3Y4YEHUS
mucruuinHbL. K 3a4eTy HeoOX0aMMO TOTOBHUTHCS LIEICHANIPABICHHO, PETYIISAPHO, CHCTEMATHUESCKH U C TIEPBBIX JHEH 00ydeHHs 10
JAHHOW AucuuIuIHe. B camoM Havarne yueOHOro Kypca o3HakKOMbTECh CO Cllelyollel yueOHO-MeTOANYECKOH TOKyMeHTauuei:
- IPOrpaMMO TUCIUTIITUHBI,

- IepeYHEM 3HAHUH U YMEHHH, KOTOPBIMHU CTYJICHT JOJDKEH BIAIETh;

- TEeMaTHYEeCKUMU TIaHAMH JICKLIUH, CEMUHAPCKHUX 3aHITHUI;

- yueOHMKaMH, YI€OHBIMH ITOCOOMSIMH 10 AUCIMIUIMHE, A TAKKe 3JIEKTPOHHBIMU pecypcaMy;

- IEPEYHEM BOIIPOCOB K 3a4ETYy.

ITocne 3TOro0 Y 00y4arommxcs J0KHO COPMUPOBATHCS YETKOE MpeICTaBlIeHne 00 o0beMe U XapakTepe 3HaHUH U yMEHUI,
KOTOPBIMH Ha/lo OyZeT OBIaJeTh N0 AUcHMIUIMHE. CHCTEMaTHUeCKOe BBIIIOJIHEHHE YyUeOHOM paboThl Ha JIEKIUAX U 1aO0paTOPHBIX
3aHATHAX TTO3BOJIUT YCIIEIIHO OCBOUTH JAUCIMIUIMHY U CO3aTh XOPOIIyto 0a3y Juld ciauu 3a4eTa.

7. YYHEBHO-METOAMYECKOE U THOOPMAIIMOHHOE OBECHEYEHUE JUCHUIIIMHBI (MOJY JIS)

7.1. PekomeHnayemas JiuTepaTypa

7.1.1. OcHoBHas aUTEpaTypa

JI.1.1 |babam A.B., bapanosa E.K., MensuukoB 10.H. Mudopmanuonnas 6e3onacHocTs. JlabopaTopHblid IPakTUKYyM +
ellpunoxxenue [DnekTpoHHBIH pecypc]:Yuebnoe nocodue. - Mocksa: KnoPyc, 2023. - 131 ¢. — Pexxum nocryna:
https://book.ru/book/949452

JI.1.2 [ Menbuukos B.I1., Kynpusinos A.U., Bacunbesa T.10., Mensuukos B.I1. MupopmanmonHas 6e30nacHOCTb [ DIeKTPOHHBIN
pecypc]:Yaebuuk. - Mocksa: KuoPyc, 2023. - 371 ¢. — Pesxum gocryma: https://book.ru/book/950148




JI.1.3  [TIpoxoposa O. B. UudopmaimonHas 6€30nacHOCTh | 3aliuTa HHGOpPMALUK [ DINEKTPOHHBII pecypc|:y4eOHUK Ui BY30B. -
Cankr-ITerepOypr: Jlans, 2023. - 124 ¢. — Pexxum pocryna: https://e.lanbook.com/book/293009

7.2. JINIIeH3MOHHOE ¥ CBOOOTHO PacIPOCTPaHsieMoe MPOrpaMMHoOe o0ecriedeHre B TOM YHCJIe 0Te4eCTBEHHOT0 MPOU3BOACTBA

721 Kaspersky Endpoint Security

7.2.2 Microsoft Office 2013 Standard

7.2.3 Microsoft®@WINHOME 10 Russian Academic OLP 1License NoLevel Legalization GetGenuine

7.2.4 | Creative Cloud for Teams Multiple Platforms Multi European Languages Subscription 12 months L2 (10-49) Named EDU

7.3. Ilepeyens npodeccHoHAIbHBIX 023 TAHHBIX, HH(POPMANMOHHBIX CIPABOYHBIX CHCTEM U pecypcoB cetu MHTepHeT

731 DnexTpoHHO-6ubHoTeuHasn cucrema "Jlaup". Pexxum moctyma: https://e.lanbook.com/

7.3.2 DNeKTpOHHO-OMOIHOTeUHAast cucTeMa "Y HuBepcuTeTcKas OubiaroTeka onnaH". Pexxum nocryma: https://biblioclub.ru/

7.3.3 DnexTponHo-6ubmoTeynas cucrema "BOOK.ru". Pexxum moctyma: https://book.ru/

7.3.4 | ba3a maHHBIX MEXYHApPOIHOrO HHAEKCA HAYYHOTO LIUTUPOBaHUs SCOPUS. Pesxum moctyma: http://www.scopus.com/

7.35 EmuHoe OKHO J0cTyIa K 006pa3oBareibHbIM pecypcam. Pesknm noctyma: http://window.edu.ru/

7.3.6 | Hayunas snexrpornas 6ubmnoreka "eLIBRARY.RU". Pexxum moctyma: https://www.elibrary.ru/

7.3.7 TUIAT®OPMA OHJIAH-OBPA3OBAHUS «PA3YMy. Pexxum noctyma: https://razoom.mgutm.ru/

8. MATEPHAJIbHO-TEXHUYECKOE OBECHHEYEHUE JTUCHUIIJIMHBI (MOAYJIS)

8.1 Anpec: 453850, Pecniy6onuka bamkoprocTan, p-uH Meney3oBckuii, r. Meneys, yi. CMoneHckas, 1. 34, ctpoenue 1:
aynurtopus 16-303 - JTaboparopus «ITHTEpHET TEXHOJIOTHNY

VueOHast ayAUTOpHS JJIs TPOBEICHHSI 3aHATHIA JTJAOOPATOPHOTO M MPAKTUIECKOTO THIA; /IS KYPCOBOTO TPOSKTUPOBAHNUS
(BBIMOTHEHHSI KYPCOBBIX paboT); AJIsi IPOBEACHUS TPYNIOBBIX U HHIAUBHAYAIBHBIX KOHCYIBTAIINN; TS TEKYIIET0 KOHTPOJIS
U IPOMEXKYTOYHOH aTTeCcTaluu

: Paboune mecta oOyuaromuxcs; Pabouee mecto npenonasaresst; HoytOyk; [IpoekTop nepeHocHoit; DkpaH MepeHOCHOI;
Knacchas mocka; 10 pabounx mect oOyuaronuxcs ocHaieHabie [I9BM ¢ moakitoueHneM K CeTH HHTEPHET U
obecreyeHneM IOCTyIa B AMEKTPOHHYIO HHPOPMAIMOHHO-00pa30BaTeNbHYIO Cpeny Y HUBEpPCUTETA

9. OPTAHU3AIIMSA OBPA3OBATEJIBHOI'O ITPOIECCA JJIs JIMLI C OTPAHUYEHHBIMUA
BO3MOKHOCTAMU

Opranuzanus 00pa3oBaTesI-HOTO MPOLIECcca IS JIUL C OTPAaHUYEHHBIMU BO3MOXHOCTSIMH OCYIIECTBIISIETCS] B COOTBETCTBHH C
((MCTO,HI/ILIGCKI/IMI/I PEKOMCHAAUAMMU 110 OpraHru3alnunu O6paSOBaTeJ'H)HOFO nmpouecca 4Jjist UHBAJIMA0B U JIMIL C OTpaHUYCHHBIMU
BO3MOKHOCTSIMHU 370POBBSI B 00pa30BaTEIBHBIX OPTaHM3ANHAX BBICIIETO 00pa30BaHUs, B TOM YHCIE OCHAIICHHOCTH
obpazoBaTeNnbpHOTO mporecca»y MuHucTepcTBa 00pazoBanus U Hayku P® ot 08.04.2014r. Ne AK-44/058H. B o6pazoBaTeibHOM
TPOIIeCCe HCIIONB3YIOTCS COIUAFHO-aKTUBHEBIE U pe(DICKCHBHBIC METOIBI O0YICHHUS, TEXHOIOTHH COIIMOKYIBTYPHOM
pea6I/IJ'II/ITaIlI/II/I C LEJIbIO OKa3aHHA MOMOIIN B YCTAHOBJICHUN MTOJTHOLCHHBIX MEXITNYHOCTHBIX OTHOIIIEHHUH C ApyrumMun
CTYICHTaMH, CO3JTaHIHA KOM(OPTHOTO MCHXOJIOTHYECKOT0 KIIMMaTa B CTyJeHYecKol rpymme. CTYIeHTHI ¢ OrpaHIYSHHBI MU
BO3MOXXHOCTAMHU 310POBbs, B OTJIMYUC OT OCTAJIbHBIX CTYJACHTOB, UMCIOT CBOU cneun(pnqecm/le 0COOEHHOCTH BOCIIpUATHA,
nepepaboTku marepuana. [logbop u pa3paboTKa y4eOHBIX MaTePHAaIOB MPOM3BOIUTCS C YIETOM WHINBUAYATbHBIX
ocobenHocTe. [IpexycMoTpeHa BO3MOKHOCTh 00y4EHUS 110 HHIUBHIYaIbHOMY I'paduKy, IPH COCTABICHUH KOTOPOTO
BO3MOYKHBI pa3IMYHBIC BAPHAHTHI IPOBEICHUS 3aHATHI: B aKaJJeMHICCKOH TPpyIIIe U HHANBHUIYaIbHO, HA IOMY C
HUCII0OJIb30BAHUEM NAUCTAHIIMOHHBIX o6pa301saTeanHx TEXHOJIOTUH.




AKTyau3anms ¢ y4eToM pa3BUTHS HAYKH, TEXHUKH, KyJbTYPbl, 3KOHOMUKH, TeXHHKH, TEXHOJIOTHii M cOLUAIBLHOI cepbl
Pabouas nporpamma akTyanu3upoBana, 00CykJeHa 1 0700peHa Ha 3acelaHuy 00ecIeunBaloIIei KadeIpbl
HNndopManuoHHbIE TEXHOJTOTHH M CHCTEMBbI YIIPaBJICHHSA

IIpotokom oT 2025 1. Ne
W.o. 3aB. kadenpoit Onunokora E.B.

Paboyas mporpaMma coriacoBaHa Ha 3acelaHUH BBITYyCKaloIen Kadenpsl
IIuimeBble TEXHOJIOTHH M MPOMBILILIEHHAS] HHKEHePHsI

IIpoTokom oT 2025 1. Ne
W.o. 3aB. kadenpoii Ky3uenosa E.B.

AKTyaau3anusi ¢ y4eTOM Pa3BHUTHsI HAYKH, TEXHUKH, KYJIbTYPbl, JKOHOMUKH, TEXHUKH, TEXHOJOT Uil H COLMATLHOM cepbl
Pabogas mporpamMmMa akTyann3upoBaHa, 00CyXK/IeHa 1 0J00peHa Ha 3aceaHiH obOecriednBaromeii kadeapot
HudopmManuoHHbIe TEXHOJIOTHH U CHCTEMBI YIPABJICHUSA

IIpotokom oT 2026 . Ne
W.o. 3aB. kadenpoit

PabGouas mporpamma coriacoBaHa Ha 3acelaHUH BBIITyCKatoIel kadeapsl
IIuieBble TeXHOJIOTHU U MPOMBIIIJIEHHAS] HH/KEHePHsI

IIpoTokom oT 2026 T. Ne
W.o. 3aB. kadeapoii

AKTyaJII/l:}alIl/ISI C YUYETOM pa3dBUTHUA HAYKH, TCXHUKH, KYJIbTYPbl, JKOHOMUKH, TEXHUKH, TEXHOJIOTHH 1 COHHaJ’IbHOﬁ C(l)epbl
Pabouast mporpaMma akTyanu3upoBaHa, 00CykIeHa U 000peHa Ha 3aceIaHiK oOecTiednBaroneii kadeapor
HNudopManmonnbie TEXHOJOTHH U CHCTEMbI YIIPABJICHUS

IIpoTokom oT 2027 1. Ne
W.o. 3aB. kadenpoit

Pabovas mporpamMma coriacoBaHa Ha 3aceJaHWH BBIITyCKaroueH kadeapsl
IIuneBbie TEXHOJIOTHU M MPOMBIIIJIEHHAS] HHKEHePUst

IIporokomn o 2027 r. Ne
W.o. 3aB. kadempoit

AKTyaJu3anus ¢ y1eTOM Pa3sBHTHS HAYKH, TEXHHKH, KyJIbTYPbl, JKOHOMHKH, TEXHHKH, TEXHOJIOTHii H COIMATLHOI cepsI
Pabouas mporpamma akTyanu3upoBaHa, 00CykJeHa M 0JJ0OpeHa Ha 3aceaHuy oOecneynBaronei kadeaps
HNHpopManuOHHBIE TEXHOJIOTHM M CHCTEMBbI YIIPaBJIeHH

IIporokom ot 2028 r. Ne
HW.o. 3aB. kadenpoit

Pabovas mporpamMma coriiacoBaHa Ha 3aceJaHWH BBIITyCKarouei kadeapsl
IInmeBbie TEXHOJIOTHH U NPOMBINLTCHHAS HHKEHePHs

IIporokon ot 2028 1. Ne
N.o. 3aB. kadenpoii
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